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About this Guide

MotionWorks Enterprise RFID Reader Management is Zebra’s next-generation RFID software. A state-of-
the-art and powerful platform for RFID device management, data capture, identification, and location of
EPC Gen2 tagged passive RFID assets.

This guide focuses on the Reader Management web client—the main venue for accessing reader
functionality—and Device Manager, a management console available within the Reader Management
web client.

Device Manager is a simple yet powerful tool to deploy, monitor, and manage Zebra RFID readers on-
site or anywhere in the world. Device Manager is accessed via the menu in the Reader Management
web client. Device Manager communicates with a server on-premises or in the cloud, which forwards
configuration and management commands to RFID devices and receives health, status, and current
configuration information from the devices.

Device Manager offers a clean and intuitive interface to monitor and manage RFID readers.

Figure1 Device Manager
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Launching Reader
Management

This section describes launching Reader Management.

Launching the Reader Management Web Client

This section describes how to access the Reader Management web client from a browser.

+ Open a browser window and go to https://[RM Server Name or IP address]. The login page is displayed.
—

NOTE:

« Only the Google Chrome web browser is supported in Reader Management release 1.0.0;
Microsoft Edge and Mozilla Firefox may also work.

» Depending on your version, you may see some differences between the screens depicted
in this document and those in your version.

For the initial login, the Reader Management installation script creates an administrator account with the
username: admin and password: TriAdmin123, which has administrator access level and access to all
menu items in the Reader Management web client. The login account can be a local account created and
stored in the local Reader Management database or a domain account authenticated by an OpenLDAP,
Active Directory, OIDC, or ADFS server. Refer to the MWE RFID Reader Management Installation Guide for



Launching Reader Management

instructions on configuring authentication modes. The browser may display a not secure or certificate error
or a similar warning in the URL bar when using https. The installation script installs a default self-signed
certificate on the Reader Management server. After logging in, you should see the landing page with a
menu bar at the top. The menu items visible on the menu bar depend on the access level granted to your
login account. If you have full access, you should see Dashboard, Alerts, Infrastructure, Users, and admin
in the menu bar.

Figure 2 Reader Management Web Client

i ZEBRA Aletts | infrastructure ~ Usersadmi

MotionWorks Enterprise
RFID R ent

hitps:/192.168.30.17/#/dashboard

Changing a Password

You can change the account password if you have logged into the Reader Management web client using a
local account.
1. Click the admin (user name) drop-down menu and select Change Password.

. ZEBRA




Launching Reader Management

2. Enter the new password, and then re-enter the new password to confirm.

Change Password

CANCEL

3. Click Save.

Signing Out

You can sign out of the Reader Management web client.
From the admin (user name) menu, click Sign Out.

. ZEBRA

MotionWorks Enterprise
RFID Reader Management

You are returned to the login page.



Launching Reader Management

Launching Device Manager

You can launch the Device Manager from the Reader Management web client.

« From the Infrastructure menu, click Devices.

zBRA

site Manager

Dew%s

MotionWorks Enterprise
nt

RFID Real e

itps:/152.168.30.17/#/device-manager/deices

The first time you open Device Manager, it displays a default set of columns with no devices.
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Deploying a Reader

This section explains how to deploy a reader using Device Manager.

Before deploying a reader, go to the reader support page to download the latest firmware for your reader:
«  FX7500 go to www.zebra.com/fx7500-info

«  FX9600 go to www.zebra.com/fx9600-info

« ATR7000 go to www.zebra.com/atr7000-info

After you log in and connect to the Reader Management web client, you can deploy a reader using the
steps outlined:

1. Use Site Manager to add a site and upload a map.
2. Use Device Manager to add a reader.
a. Assign the reader to a site and map.
b. Provide an IP address or FQDN.
c. Specify the number of antennas the reader uses.
d. Enter the coordinates for the reader and its antennas.
3. Initialize a Reader.
a. Start the R2C application.
b. Enable communication between the reader and the Reader Management server or cloud service.
c. Download the reader certificate.
4. Edit a Reader.
a. Specify the R2C operation mode.
b. Specify the operation mode parameters.
5. Publish the configuration settings to a server and a reader.

6. Begin processing tag blink data.

Reader Requirements

MotionWorks Enterprise RFID Reader Management supports the following Zebra RFID readers:
. FX7500
. FX9600

1
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Deploying a Reader

« ATR7000

RFID readers must be running firmware version 3.21.23 or later, which includes the Reader to Cloud (R2C)
connect application enabling the readers to communicate with the cloud and with a server. If your reader
is running a firmware version before 3.21.23, manually update the reader firmware before adding it using

Device Manager.

Device Manager displays the firmware version and enables you to upgrade or downgrade the firmware of
one or multiple readers simultaneously.

Adding a Reader

This topic describes how to add an RFID reader using the Device Manager.
1. From the Infrastructure menu, click Devices.

frastructure

. zEBRA

site Manager

https//12.16830.17/%/device-man

2. Click + Add on the toolbar, and then click Add Devices Manually.

L ZEBRA Dashboard  Alerts. ‘\Mms!vucluve Users  admin ~

Infrastructure / Devices: Otk < ‘I_‘: Refresh + Add [E] Templates 8} Firmware [§ Certificates ‘ m &

Current Status B2 d oeggs venaly I EEEE

INo results. ¥ gatch Import

PR ENFENT SN
: §
[ 11[1} [0} i i i

5
H
H
i

Click RFID Reader to display the supported reader models.

Click < and > to decrease or increase the quantity of the device type to add.

12



Deploying a Reader

Click Next Step: Device Details.

. ZEBRA Dashboud  As | Infsinctwe  Users  admin +
< Add Devices Manually

© seiect types and models © Frovice devce cetais © Fisce new asices onmap

v El RFID Reader

FX7500 < n >
FX9600 <[> N
ATR7000 < n >

Gancel Next Step: Device Details

The next screen displays the device type, model, and an auto-generated device name that has the
form [DeviceModel]_[UniqueNumber] (11-digit date and time stamp). You can change the device name
from the device name field. In the Hostname field, type the IP address or a fully qualified domain
(FQDN) for the device; this IP or FQDN must be reachable from the MWE RFID server, as this server
hosts the service that communicates with the devices.

ih. ZEBRA Dashboard  Alerts ‘ Infrastructure  Users  admin
< Add Devices Manually
@ setect types and models © Provide device details © Flacenew devices on map

| ADReater-FX700  FX750022151812201 X (192165192 X |noTempste AW <]

caneel ﬂ

In the # Antenna Ports column, click the number of ports your reader has from the drop-down list.

Click Save.

ﬁh. ZEBRA Dashboard  Alerts ‘ Infrastructure ~ Users  admin v
< Add Devices Manually
@ setect types and models © Provide device details 1© Place new devices onmap

1 RFIDReader-FX7500  FX7500-22-15-1812201 X [102168.1.92 X | NoTemplate VA | LEEF]

Ganeel ﬂ
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Deploying a Reader

A yellow banner showing the operation progress displays for a few seconds, then the Status column
displays the result.

Click Continue.

ih. ZEBRA Dashboard  Alerts ‘ Infrastructure  Users  admin
< Add Devices Manually
@ setect types and models © Provide device detals © Place new devices onmap
O e S e e g S
| AFDResder-FXTS00  FX750022-1 51812201 ho2168102 | NoTempite —— [ success |

Click the checkbox next to the reader.

From the Site drop-down list select a site.

Click Assign.
. ZEBRA Dastbcad et | istuctre  Users acmin
< Add Devices Manually
© select types and models © Frovice device cetails © Place new devices on map
Devices with no site assigned (0) v
]

site[North LASite v | |ASSIGN

Devices with No Maps Assigned (1) ~

o

f (w1a7.1008)
G

O] rrsoo 2151805051 e =

o

Maps [Office Area v | assien

Devices assigned to map (0) v

Cancel

Click the checkbox next to the reader.
From the Maps drop-down list, click a map.
Click Assign.

The reader is placed on the map. The coordinates of the reader and each antenna will be shown on
the left. By default, the antenna coordinates are the same as the reader coordinates. If you drag the
reader to a different location on the map, the coordinates will be updated simultaneously. Deselecting
the checkbox labeled All antennas use with reader position will allow entering different coordinates
for each antenna and will enable you to drag each antenna individually to a different position on the
map.



Deploying a Reader

17. Click Save All when the reader and its antennas are in position.

You are returned to the main Devices page, which displays the previously configured devices.

&FT.ZEBRA Dashboard  Alerts. ‘ Infrastructure

Infrastructure / Devices

Device Model =

O Fx500 FX7500-22-15- ¥ 192168192 Added (11} North L4 Site Office Area et (3]

)
H
H
i Tl i

& 3
i

Site Name /
North LA Site «

Map Name v

Office Area =

Initializing a Reader

Initializing is a one-time process for readers added in Device Manager.

The initialization process performs the following tasks:

« Stops LLRP application (if running) and loads and starts the R2C application on the reader.
« Adds an MQTT endpoint on the reader pointing to the MWE RFID RM server.

» Pushes a reader certificate from the MWE RFID Reader Management server to the reader.

The R2C application enables a reader to communicate with an MWE RFID server or a cloud service. The
reader-MWE RFID secure websocket connection is used for reader management commands, retrieving
reader status, and pushing configuration changes to the reader. Device Manager allows configuring R2C
to use HTTP(S) server or MQTT broker endpoints to post tag blink data to a third-party system or cloud
service.

If the MWE RFID server can reach the http / https port on the reader, initialization can be done from Device
Manager. If, however, the MWE RFID server is in the Cloud or otherwise cannot reach the http / https port
on the reader, the initialization is done using the RFIDReaderlInitializer tool, which can be run on any local
Windows machine that can access the reader’s http / https port.

Before you attempt to Initialize a reader, verify that the reader is powered on and on the network. The
MWE RFID server or the RFIDReaderlnitializer tool (server in cloud case) should be able to reach port TCP
80 or TCP 443 on the reader. You can view the reader network configuration from the Communication
menu on the reader web page.

NOTE: You must use a version of the RFIDReaderlnitializer tool that is compatible with the MWE
RFID RM server version. For example, use RFIDReaderlntializer version 1.0.4.x with MWE RFID RM
server version 1.0.4.

15



Deploying a Reader

Figure 3 Reader Communication Menu
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@ Copyright 2022 Zebra Technologies. All Rights Reserved

In this case, the MWE RFID server can access either http port 80 or https port 443. Tthe Initialize request is
sent from Device Manager to the MWE RFID server, which forwards the Initialize command to the reader.
The MWE RFID server tries to connect to port 80 and port 443 on the reader and use whichever port is
open. When the reader initialization is done, the R2C application on the reader can communicate back with

the MWE RFID server.

Figure 4 Reader/ Server Connection on the Same Network

2. Initialize
command

RFID
Reader

<

3. R2C-TRIFECTA TRIFECTA
communication
Server

1. Initialize
Device request

Manager

Web Browser
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Deploying a Reader

1. Click @ (in the last column in Site Manager), and then click Initialize.

. ZEBRA Dashboard  Alerts | Infrsstucture  Users  admin ~

Infrastructure / Devices 1-eit <1 @ "““"'-As“ﬁj"m“"‘a ~ | & Refresh + Add [E] Templates {8} Fimware [§ Certificates ‘ m S

= D EITEEN | () Device Model Fimware Version | Hostname Map Name /

= 00 sso FXT50022:15- + 192168192 Added ecee NorthLASite  Office Area e [3]
All v Upgrade Firmware

Initialize
= Tenass )

EditOn Map

Device Model

Name

Al v
Firmware

Install Certificate

Hostname = Delete

2. Enter the reader password.

Please enter password for the selected devices:

Fassword (required)

Fance! “

3. Click OK.

The firmware version of the reader displays and Initialized appears in the Status column.

%.ZEBRA Dashboard  Alerts ‘ Infrastructure  Users  admin

Infrastructure / Devices 11081 £ 1 ) Q AIMaps(s) - ‘ 47 Refresh  + Add [E] Templates {8} Firmware [ Certificates ‘ m &

= D [J  Device Model

Device Model [0 Fx7s00 FX7500-22-24-0931041 32090 * 102168102 initislized @ ® North LASite Office Area s [1]
Al
Name
Al

Firmware

< LT L)

A

Hovering the mouse over the information icon next to the Initialized status provides information on the
results of the initialization process.

Dasnboard Alerts | Infrasiructure Users  admin ¥

1-Tof1 < 1> 9 AlMaps(d) ~ ‘ <7 Refresh + Add [E] Templates {8} Firmware [ Certificates ‘ m &
| |

irmware Version | Hostname " Site Name
Operation compieted successfully

209.0 % 192168192 Initialized 5 L] North LA Site Office Area Edit E

MWE RFID Server in the Cloud

In this scenario, the MWE RFID server cannot directly reach port 80 or port 443 on the readers. A typical
example is when the MWE RFID server is in the cloud, and the readers are in a private network behind

a firewall. In this case, the RFIDReaderlnitializer tool running on a local Windows machine that can reach
port 80 or port 443 is used to initialize the readers. This is a one-time step needed when first deploying

a reader. The RFIDReaderlnitializer application connects to the MWE RFID server, downloads information
for all readers added in Device Manager and performs the initialization after contacting the readers on the
local network.

After a local reader is initialized, communication between the local reader and the MWE RFID server in
the cloud is done via a secure web socket connection, as mentioned in the previous section. The diagram
below summarizes these steps.

17



Deploying a Reader

Figure 5 Reader/ MWE RFID Server Connection
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RFID Reader

Server

4. Reader Status updated in
Device Device Manager

Manager
Web Browser

Local Firewall Cloud Firewall

Communicating with the MWE RFID Server

The RFIDReaderlnitializer tool is installed via a separate Windows installer.

1. Enter the MWE RFID server URL, the same URL used when launching the Reader Management web
client (for example, https://MWE RFID RM.company.com).

Optiors  View Help

2. Click Next.
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3. Enter your login credentials, the same credentials you use to login to the Reader Management web
client.

Cpticns View Help

P

Aol

4. Click Login.

The landing page is like the Reader Management web client but has different menu options.

Zebra Enterprise Motionworks

~ MotionWorks Enterprise

RFID Reader Management

5. Click = on the top right to view the menu options.
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6. Click Infrastructure > Devices to open the Device Manager page.

Zebra Enterprise Motionworks

The Devices page is like the Reader Management web client with limited menu items and
functionality.

. ZEBRA | mhsstcure  admin ~

Infrastructure / Devices 1-10f1 < 1> QAIMaps(l) v ‘0 Refresh ‘ m

E OO [ Device Model Firmware Version | Hostname Status Antenna Ports | Site Name Map Name

Device Model [0 Fx7s00 FX7500-22-16-1023541 ¥ 192168192 Added [T ]] North LA Site office Area

All

<

i

Name
All

<

Firmware
All

<

Hostname
All

<

Status
All

<
=

Site Name
All

<

Map Name
Al v

7. Click & > Initialize.

9
ﬂii.lEBRA ‘ Infrastructure  admin v
Infrastructure / Devices < 1) QAlMaps(l) v |o Refresh ‘ (]

= D [0 Device Model Firmware Version | Hostname Antenna Ports | Site Name

Device Model ~ “= [ Fx7s500 FX7500-22-16-1023541 ¥ 192168192  Added [IT]} North LA Site Office Area
Al v § ) Initialize

[J  Fx9600 FX9600-22-16-1030591 ¥ 1921581.242  Added (1] North LA Site Office Area View Detal

Name =
Al v

Firmware =
Al v

Hostname =

8. Enter the reader password.

Please enter password for the selected devices:
Pa

d (required)

Gancel “

9. Click OK.
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10. After a few seconds, the Status column displays Initialized.

Q.h. pdq:1°7% Infrastructure  admin ~

Infrastructure / Devices 9 Site_QA_aws1 - Map_QA_AWS1 (D) ~ <+ Refresh @ Site In'lo| m

D Device Type = | Device Model = |Firmware = |Hostname = | Status = | Antennas

D RFID Reader FX9600 4 1000238 n/a

[J RFID Reader FX7500 & 192.168.1.242

The Status column in Device Manger also displays Initialized.

Verifying Connections

You can verify the connection endpoints on the reader.

1. From the Communications menu, click Zebra loT Connector > Configuration .

Y ZEBRA

Home
Status .
» Operation Statistics Configuration

} Configure Reader
e s
+ Communication
w Zobra loT
Connector Endpoint Configurations
Configuration
Connection Endpoint Index Endpoint Name: Endpoint Type
Operating Mode WOTT
LLRP r-m:um.uu.l.mmn;ymmmm marT ﬁ
SNMP
Wireless
Services
FX Connect
802.1x EAP
Date Time
IP Sec
License Manager
Change Password
GPIO
Applications
Profiles
¥ Firmware Interface Configuration

© Copyright 2022 Zebra Technologies. All Rights Reserved
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2. To show the current reader connections, click Connection.

. ZEBRA

H
Home
Status .
» Operation Statistics Connection
¥ Configure Reader
Read Tags N
Connection : i
A —
» Zebra loT CIED(EITES
Connector
B — Connection Status
Connection
‘Operating Mode Interface Endpoint Hame Endpoint Description Connection Status Connection Ervor
LLRP
SNMP ?:‘“"'9":"""' Mefgug:;Web server. wss:/192.168.1 connected
Wireless
Services Il.g D": Events disconnected NOT_CONFIGURED
FX Connect
B02.1x EAP Control Interface MQ];LUVE e server: wss://192.168.1 connected
Date Time
1P Sec Ilrilanarge;nenl B Mulgog:{s\'\feh server wss:/1192.168.1 connected
License Manager
Change Password
GPIO
Applications
Profiles
¥ Firmware
-
© Copyright 2022 Zebra Technologies. All Rights Reserved

Manually Upgrading Firmware

Go to the reader support page to download the latest firmware for your reader:
«  FX7500 go to www.zebra.com/fx7500-info

«  FX9600 go to www.zebra.com/fx9600-info

« ATR7000 go to www.zebra.com/atr7000-info

You must unzip the firmware file before updating the reader.

_/‘ NOTE: If you cannot connect to the reader using https, try using http.

To verify the firmware version on your reader, login to the reader home page on a web browser. Using the
IP address of the reader, go to https://[reader IP address]. The default login credentials are admin / change;
depending on the firmware version, you may be prompted to change the password.

The home page displays the reader software version loaded on the reader.
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Figure 6 Reader Administration Console

FX7500 |

Status
¥ Operation Reader Administration Console
Statistics
} Configure Reader
Read Tags ‘Welcome to the FX Series (4 port) Reader Administration Console.
} Communication
LD Reader Software Version: 3620 - <Gfemm——
IP Sec
L o Reader Host Name : FXTS00FBB14A
Change Password
GFIO Reader Network IP Address : 192 168,193
Applications
Profiles Reader Serial Number : 19302010500007
+ Firmware .
T USE Port Status : USB Powered off
¥ System Log Power Source Type : DC Supply
Diagnestics
Shutdown Power Negotiation Status : Disabled
Logout FEimmsare Version Information
Eirmware Up:
i Log Configuraton
2021 Zebra All Rights

1. From the menu, click Firmware > Upgrade. Follow the instructions on the right-side panel.

Home Firmware Update
Status

» Operation Statistics Firmware Update Zebra RFID reader supports ihree different methods of

updating the fimware.
» Conngure Reader FIPFIPS  SCP Server Based.
Read Tags FTPIFTPSISCP Server - This tels the
» Communication Install New Software Via: () FTPIFTPS Server © File based Upload e e e
Date Time contsining the names of the parttions o be
P Sec updated, as well a5 the partiions themseves.
Note: the IP address (not domain name) must

License Manager [ T — be used in his link, beginning with fip:/ (or
Change Password ) CEIGEni

Update All Partitions: User Name User Name must be provided
GPIo o for appropriale access to the FTP/FTPS/SCP

tart Update 1

LT User Password The password for the
Profiles above FTPIFTPS/SCP User Name.
i NOTE: Clicking on " Start Update™ shuts down the reader application while the new files are uploaded in 5 - f

the background. The firmware update process could take up to 15 minutes.

Update firmware update. The firmware update:

» System Log PLEASE ENSURE THAT THE READER IS NOT POWERED OFF OR REBOOTED UNTIL GREEN LED IS ON process is then started the files mentioned in

CONTINUQUSLY! the Response.txt file are down| \DE}!EU‘
validated, and then programmed into flash.

Diagnostics
‘Shutdown
Logout

The reader then reboots on its own. If all the
files are not downloaded o are corrupted

during the downioad for any reason, they will

not be programmed into flash, and the old
firmware will remain_ If the check box “Update

All Paritions” are selected, then firmware

update process shall force update all -

© Copyright 2021 Zebra Technologies. All Rights Reserved

2. Click Choose Files.

3. From the Open File dialog box, browse to the location of the previously downloaded firmware files and
select them. Then click Open.

4. Click the Update All Partitions checkbox.
5. Click Start Update.
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Editing a Reader

The Edit Device window is used to set the operation mode and other parameters for the reader to collect
data.

1. Click Edit.

Q!M.IEBRA Dashboard  Alers | Infrastructre ~~ Users  admin -
Infrastructure / Devices 1202 1> 9 MaAplsl(Z) « | £ Refresh + Add [E] Tempiates {£} Firmware [§ Certificates ‘ m &
= O []  Device Model Firmuare Version | Hostname Antenna Ports Site Name /| Map Name
Devioe Model = O e FX7500.22-16-1023541 3 102168192 | Initialized | ®@ @@ NorthLASite  Office Area i+ (5]
[ N0 o FX9600.22-16-1030501 3 102158128  Adsed oo NorthLASite  Officerea s [E]
Name =
|
Fimware

|

2. The Edit Device page opens.

&"-. ZEBRA Dashboard  Alerts Infrastructure Users  admin ~
< Edit Device
Identi &
Bl identity 457 .
Device Type

G Data URL
RFID Reader - FX7500

¢ Mode Name
| Fx750022-24-0931041 |
54 Antennas 280 characters left
Hostname*
= Data Batching
| 192.168.1.92 |

40 Data Retention  yac Address

spioed L2 [0 s/ [ o1 [:[ a]

B xmi site

| mortn LA site v|

Map

| Office Area v |G)‘

Coordinates

X| 33.15 | V| 45.86 | Z‘ |

Data URL -]
Endpoint Type ~
Endpoint Name

Endpoint Description

The Edit Device page has the following sections:

« Identity
. Data URL
« Mode

« Antennas

- Data Batching
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. Data Retention
. GPIO-LED
. XML

Identity

This section includes Device Type, Name, Hosthname, MAC address, Site, Map, and the x,y,z coordinates of
the reader.

__/‘ NOTE: Some fields are editable.

Figure 7 Identity Section

if"'- ZEBRA Dashboard Alerts Infrastructure Users admin
< Edit Device
Identi -
Bl identity ty a
Device Type
G Data URL K
RFID Reader - FX7500
E Mode Name
| FX7500-22-24-0931041
5. Antennas 280 characters lefr.

Hostname*
&= Data Batching |

192.168.1.92 |

40 Data Retention  \ac Address

opio-Led [o]:[a]

=) Site

| Morth LA Site hd ‘

Map

| Office Area ~ |0|

Coordinates

x| ma1s | v ases |z |

Data URL -]
Endpoint Type ~
Endpoint Name
Endpoint Description
-
< Back Publish
Data URL

In the Data URL area, specify where the RFID reader tag blink data is forwarded/posted.
The Endpoint Type drop-down list offers two options: HTTP and MQTT Post.

The following figure shows how blink data is forwarded.
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Data
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When you select the HTTP Post endpoint type, two additional tabs are displayed: Connection and

Certificates.

Figure 9 HTTP Post Endpoint

af

Gpio-Led Authentication Type *

E xml

Bl identity

Data URL [}
G Data URL

Endpoint Type HTTFP POST ~

3 Mode
= Endpoint Name * () Field Required
3] Antennas Endpoint [ |
&= Data Batching Connection Certificates
41) Data Retention URL* Field Required

| Mone

An asterisk (*) next to a field name indicates that the field is mandatory. In the Connection tab, type an
Endpoint Name and Endpoint Description of your choosing. In the URL field, specify the actual URL of the
HTTP server. For Authentication Type there are two options: Basic Authentication and TLS.
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Figure 10 HTTP Post Endpoint Authentication Type

-
B identity
Data URL

GD Data URL _———

Endpoint Type [HTTP POST v
-
g Mode Endpoint Name * () Field Required
57 Antennas - ]
4D Data Retention URL* Field Required
O Gpio-Led Authentication Type * None

Basic Authentication

B xml LS

Basic Authentication

Selecting Basic Authentication displays additional fields. Enter a user name and password that the reader

will use to login to the remote HTTP server.

Figure 11 HTTP Post Endpoint Basic Authentication

< Edit Device
B identity
GD Data URL
& Mode
5. Antennas
& Data Batching
41 Data Retention

) Gpio-Led

B xml

Data URL

Endpoint Type | HTTP POST v

Endpoint Name * ()

Endpoint ]
Connection Certificates

URL*

P——

User Name *

Password *

Field Required

Field Required

Field Required

Field Reguired

-

This authentication mode does not require a certificate. Clicking the Certificates tab will display the

message: This configuration is only available for TLS authentication type.

Figure 12 HTTP Post Certificates

-
B identity

Data URL -]
GD Data URL —_—

Endpoint Type | HTTP POST v |

-
g Mode Endpoint Name * (1) Field Required
5 Antenns oot ]
£= Data Batching Connection Certificates

This configuration is only available for TLS authentication type.
£1) Data Retention

TLS

Selecting TLS authentication type will display additional fields.
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Figure 13 HTTP Post Endpoint TLS Connection

< Edit Device
a
B dentity
Data URL -]
GO Data URL _—
Endpoint Type [HTTP POST v
-
g Mode Endpoint Name * (O Field Required
§J Antennas Endpoint o ]
%= Data Batching Connection Certificates.
40 Data Retention URL* Field Required
Gpio-Led Authentication Type * TLS ~
Certificate File Location /data/trifecta/certs/
B xm
Trust Trifecta Certificates [
Verify Hostname O
Verify Peer O

The Certificate File Location displays the location on the MWE RFID server for the certificates that you

have uploaded. Uploading a certificate copies the certificate to the indicated path; it does not apply the
certificate to a reader.

Checking the Trust Trifecta Certificates checkbox instructs the reader to use the same certificate it uses
to connect to the MWE RFID server (for management purposes) when connecting to the HTTP server (for

posting tag blink data). For this to work, you must install on the HTTP server the same certificate being
used on the MWE RFID server.

The Verify Hostname and Verify Peer options are well-known options of the handshake TLS protocol.

To choose a specific certificate for a reader, click the Certificates tab and select a certificate from the
dropdown list. If no certificates have been uploaded to the MWE RFID server, the list will be empty. Refer to
Uploading a Certificate for instructions on how to upload a certificate to the MWE RFID server.

Figure 14 TLS Connection Certificates

< Edit Device
-
B dentity
Data URL -]
GD Data URL —
Endpoint Type HTTP POST ~ |

-
<> Mode B
= Endpoint Name * (0 Field Required
5] Antennas T )
&= Data Batching Connection Certificates
£0) Data Retention CA Certificate File | ~ |

Gpio-Led

\J

= NOTE: If you use a self-signed certificate, you cannot select the Verify Hostname and

= Verify Peer checkboxes. Using a valid CA certificate, you can choose whether to click these
checkboxes.
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Figure 15 Data URL

ﬁn.. ZEBRA Dashboard Alerts Infrastructure Users admin ~

< Edit Device

B 'dentity
Data URL -]

G2 Data URL —_—
Endpoint Type hd

-
Mod
& Mode Endpoint Name

5 Antennas Endpoint Description

&= Data Batching

MQTT Endpoint

When you select the MQTT endpoint type, you will see additional fields in three tabs: Connection, Topics,
and Certificates. The set of fields displayed in the Connection and Certificates tabs will depend on the

protocol you select in the Protocol drop-down list. The protocol options are TCP, TLS, Websocket, and
Secure Websocket.

Figure 16 MQTT Endpoint

-
B 1dentity Data URL a
G Data URL ERAVES [marr v
- Endpoint Name * () Field Required
& Mode

Endpoint Descriptit | |
5] Antennas

Connection Topics Certificates

= Data Batching

Server * Field Required
13) Data Retention

Port* Field Reguired
I’,'_J Gpio-Led

Client Id * Field Required
B xml

Protocol *

Clean session

Websocket

Datug Secure Websocket
Basic Authentication O
Keep Alive * Field Required

For the TCP and Websocket protocols, the fields in the Connection tab are shown in the following figure.
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Figure 177 MQTT Data Endpoint Connection

-

a Identity Data URL .
> DataURL Endpolrt Type [marr  ~|

Endpoint Name * Field Required
Q Mode - @

Endpoint i | |
S Antennas

Connection Topics Certificates

&= Data Batching

Server * Field Reguired
£0) Data Retention

Port * Field Required
) Gpio-Led ]

Client Id * Field Required
B xml —

Protocol * \ Websocket ~ \

Clean session D

Debug (m}

Basic Authentication O

Keep Alive * Field Required

An asterisk (*) next to a field name indicates that the field is mandatory, and you must provide a value.
Type an Endpoint Name and Endpoint Description of your choosing. Provide the server IP address or
FQDN in the Server field. Specify the Port number and Client id in the provided fields. Other parameters
in the Connection tab and Topics tab are known standard parameters for an MQTT server and will not be
explained in this document. The following figures show the Topics and Certificates tabs.

Figure 18 MQTT Data Endpoint Topics

B identity Data URL =
G5 Data URL Endpoint Type [matr — ~]

i Field iired
T Mode Endpoint Name * (D) ield Requi

Endpoint i
5] Antennas = ‘ ‘
Connection Topics Certificates
= Data Batching Tag Data Events
4D Data Retention Topic* Field Required
) Gpio-Led i o~
B vmi
Figure 19 MQTT Data Endpoint Certificates

B identity

GD Data URL

Connection Topics

Endpoint Description | |

Certificates

This configuration is only available for TLS and Secure websocket protocols.

3 Mode

For the TLS and Secure Websocket protocols, the fields in each tab are shown in the following figures. All
these fields have been previously mentioned in this section.
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Figure 20 MQTT Data Endpoint

— N
N Endpoint
B 1dentity ol ‘ |
Connection Topics Certificates

GD Data URL

Server* Field Required
E Mode

Port* Field Required !
SJ Antennas

Client Id * Field Required
== Data Batching

Protocol * TLS hd
£0) Data Retention -

Certificate File Location /data/trifecta/certs/
¢ Gpio-Led Trust Trifecta Certificates [
B xml Verify Hostname O

Verify Peer [m}

Clean session O

Debug O

Basic Authentication O

Keep Alive * Field Required

Figure 21 NQTT Data Endpoint

-~ Endpoint D¢
B Identity o | ‘
Connection Topics Certificates
&2 Data URL
Tag Data Events "
S Mode Topic * Field Required
S Antennas Qos & a |

— N
N Endpoint D¢
B Identity o | ‘
Connection Topics Certificates
GD Data URL
CA Certificate File | ~ |
g Mode

An operation mode is a set of configuration parameters that define how a reader collects and processes
data from passive RFID tags.

There are four predefined operation modes corresponding to common scenarios or use cases: Simple,
Conveyor, Inventory, and Portal. Additionally, there is the more flexible User Defined mode that allows
uploading a custom configuration file (JSON format).
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Figure 23 Mode

Q’f’-.ZEBI!A Dashboard ~ Alerts | Infrastructure  Users  admin ~

< Edit Device:

B I1dentity Mode -]

Type

GD Data URL
@ simple @  QConveyor @  QlInventory @ (Q Portal @ () User Defined &

E Mode

Tag ID Filter () Match () Operation (i)}
5 Antennas - - B -

RSSI Filter

You can see a brief description of each mode by hovering the mouse pointer over the information icon.

When you select an operation mode in the Edit Device window (figure above), a set of corresponding
filters or parameters is displayed, all blank by default.

Simple Mode

Simple mode configures the reader radio component to read and report all unique tags in the radio's field
of view (FOV). Each tag ID is reported a single time. If a tag leaves the FOV and comes back, it will be
reported a single time again. This mode does not report the ID of the antenna reading a tag ID.

By default, the radio attempts to read tags on all antennas and reports all unique tags. On the Edit Device
page, you can enable/disable antennas, adjust antenna power, apply a tag ID filter, and more.

The Simple mode, as well as the other predefined modes, includes a Tag ID Filter consisting of three fields:

Figure 24 Simple Mode

Tag ID Filter () Match (O Operation ()

- Tag ID Filter: string value to match in the tag ID
« Match: Selectable values are Prefix, Sufix, and Regex (regular expressions)
- Operation: Selectable values are Include, Exclude

All four predefined modes also include an RSSI Filter to filter out blinks with weak RFID signal strength.

Figure 25 RSSI Filter

RSSI Filter

Use this filter to report only tags within a certain radius of the reader. RSSI is specified as a negative value
typically in the range -40 to -80. If left blank, tag reads will be reported regardless of signal strength.
Conveyor Mode

Conveyor mode configures the radio to read and report all unique tags for each antenna. It is like Simple
mode, but the reader also reports the antenna that read each tag. Each tag ID is reported a single time. If a
tag leaves the FOV and comes back, it will be reported a single time again.
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By default, the radio attempts to read tags on all antennas and reports all unique tags. In the Edit Device
page, you can configure a Tag ID filter, an RSSI filter, enable/disable antennas, adjust antenna power, and

more.

Figure 26 Conveyor Mode
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Inventory Mode

Inventory mode configures the radio to read tags and report all unique tags for each antenna on a periodic
interval. Antenna ID and additional meta-data (that is, peak RSSI and number of reads for each antenna
during the interval) are reported.

By default, the radio attempts to read tags on all antennas; it reports all unique tags (once in the interval)
and reports tags every second. In the Edit Device page, you can adjust the reporting interval, configure a
Tag ID filter, an RSSI filter, enable/disable antennas, adjust antenna power, and more.

Figure 27 Inventory Mode
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-
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Portal Mode

Portal mode configures the radio to report all unique tags that pass by each antenna immediately following
a general purpose input (GPI) event. The GPI event signals the beginning of the read period. As soon as
the GPI event triggers the radio, the radio reads tags until no new unique tags are read for a configurable
stop interval. When the radio stops reading tags, it waits for the next GPI event to start the process again.
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Figure 28 Portal Mode
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By default:

- The radio attempts to read tags on all antennas. This can be adjusted using the antenna settings in the
Edit Device page.

- The radio reports all unique tags (once). This can be adjusted using the tag ID filter in the Edit Device
page.

- The radio waits for a LOW signal on GPI 1. This can be changed using the Start Trigger (GPI Port and
Signal parameters) in the Edit Device page.

- The radio continues to read until no new unique tags have been read for 3 seconds. This can be
adjusted using the Stop Interval parameter in the Edit Device page.

User Defined Mode

This mode offers greater flexibility by allowing the modification of a larger number of parameters. There are
two options available in this mode:

« JSON File: The custom configuration file is uploaded in JSON format. Click Show Example to see a
sample file.

« Fill Form: Here, you can adjust the values of different parameters directly on a form.

The following figures show the user interface for each option.
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Figure 29 User Defined Mode-Fill Form
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Figure 30 User Defined Mode JSON File
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Antennas

In this section of the Edit Device page, you can specify the antenna power and, if desired, specify or
update the number of antenna ports and the x,y coordinates for each antenna.

Figure 31 Antennas
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Data Batching

Data batching combines multiple tag events into single event. Batching reduces network usage as well as
reader CPU usage. The following parameters can be adjusted:
« Reporting Interval: Event Report interval in milliseconds

« Max Payload Size Per Report: Maximum payload size in bytes. Default is 256 kb.
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Data Retention

Data retention enables a reader to buffer the tag events and stream data back to a server in case of
network issues or server failures. By default, retention will be enabled, and reader can retain the last
150,000 tag events and can stream data back to server at 500tps. The following parameters can be
adjusted:

. Throttle: Rate (in events per second) to report data events when network is reconnected
« Maximum number of events to retain

« Maximum event retention time (in minutes): Value of O or -1 indicate that the events that first fill the
buffer will be retained forever. A value of, for example, 10 indicates that events generated in last 10
minutes will be retained. Default value is O.

GPIO-LED

If you have selected the Portal mode of operation, the GPIO-LED menu is enabled. Here you can configure
GPIO and LED behavior based on pin high/low events.
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Figure 32 GPIO-LED Configuration
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XML

Fixed RFID readers can accept XML input (profile) with the settings for all configurable options.

One reader can be set up as the main reader, and its profile can be exported as XML. The profile can then
be published to other readers in Device Manager.
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Figure 33 XML Profile Window

ﬂn.IEBRA Dashboard  Alerts ‘ Infrastructure  Users  admin ~

< Edit Device

Transmit Power Location
@ DataURL [ ]®[e————— |||« Y ,
S Mode
SJ Antennas

Data Batching © a

Data Batchin
3 Reporting Interval

4D DataRetention  yi parioad Size Per Report [0}
) Gpio-Led
B xml Retention Config © %

Throttle ()

500

Maximum number of events to retain (D)
150000

Maximum event retention time (in minutes) ()

< Back [ ubts |
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Deploying a Reader

Publishing

Publishing sends all the configuration information to the reader.

« At the bottom of the Edit Device page, click Publish. Remember, you can open the Edit Device window
by clicking the Edit link in Device Manager.

{fr,,zignn Dashboard  Alerls | Infrastucture  Users admin v
< [Edit Device
B dentity Amternae a
#Antenna Ports
oD Data URL
|A - | [ same vaie on sl pons B All antennas use reades pasition
& Mode
Transmit Pawer Location
&) Antennas [ Dfe—— x ¥ z

18 10 16 20 28 30 5725 3138

= Data Batc

Transmat Power- Location
1o e——— % ¥ z
1 5725 |[3338 | ]
B xm
Transmit Power Location
] e——— % ¥ z
' 5728 | [333 | ]
Transmit Power Locaticn
[]® e X Y z

sIn_ ZEBRA Dashboard  Alerts ‘ Infrastructre Users admin v
Infrastructure / Devices 1202 (1> 9 yaphe) - | TRefresn + Add [ Templates (3 Fimware [ Certificates ‘ m &

= D [J Device Model |Name Firmware Version | Hostname Map Name v/

Device Model = 0O Fxrs00 FX7500-2216-1023541 & 192168192  initialized @ @@ NorthLASite  Office Area %u =
Al )

[ [ rxos00 FX9600-2216-1030591 ¥ 1921581242 Added oo NorthLASite  Office Area s [F]

Name =

| A

Firmware

| A

After a few seconds, the Status column in the Devices report displays Running, and the reader starts
reading tags and posting tag blink data to the specified Data URL endpoint.

ﬁh.ZEBRA Dashboard  Alerts | Infrastructure  Users  admin

Infrastructure / Devices 101 < 1> QAIMaps() v | Refresh + Add [E] Templates & Fimware [ Cerificates | M1 (8

E D [J Device Model Firmware Version | Hostname

[ Fx7500 FX7500-22.24-0031041 & 102768192 ] North LA Site Office Area et [1]

Device Model k
[ A

Name

[ A

Firmware =

[

Hostname

Reader Menu

The Reader menu is a 3-dot menu located at the far right on the reader line (not the header line).
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Figure 34 Reader Menu

Dashboard Alerts ‘ Infrastructure Users admin «

©rRefresh + Add [] Templates {& Firmware [ Certificates ‘ m &

Antenna Ports Site Name v Map Name v
o000 Morth LA Site Office Area Edit |T
Upgrade Firmware
L 1 Morth LA Site Office Area Initialize
View Details @
Edit On Map
Start
Stop
Restart
Reboot
Install Certificate
Delete

The menu selections include:
« Upgrade Firmware: Displays window enabling you to upgrade the reader firmware.

« Initialize: Turns off LLRP protocol and loads and starts the R2C application, enabling the reader to
communicate with cloud servers and the DMSVC service on a MWE RFID RM server.

» View Details: Displays a vertical column with reader information.

- Edit on Map: Allows placing a reader on a map and configuring the x and y coordinates of the reader
and its antennas.

« Start: Command sent to the reader to start reading tags.
« Stop: Command sent to the reader to stop reading tags.
« Restart: Stop and Start commands sent to the reader.

+ Reboot: Reboots the reader.

- Install Certificate: This menu item installs on the reader the certificate selected when configuring the
Data URL section in the Edit reader page. The reader uses this certificate to post data to the data
endpoint (HTTP or MQTT server).

. Delete: Removes a reader from Device Manager. Device Manager no longer manages the reader.
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Sites and Maps

This section describes adding sites and maps to the Site Manager.

Site Manager

Before adding a reader in Device Manager, you must add/create a site and load a site map. This is done
on the Site Manager page in the Reader Management web client. You can have multiple sites and multiple
maps under each site.

Figure 35 Site Manager

My Sites =+ Gowp 4 Site Q

& Al -
%P Detauh

%P Los angeles ~

Q@ nonh La site

* Office Area

# Parking Lot

Q@ southLasite

* Building 1

Launch the Reader Management web client. Click Infrastructure, and then click Site Manager.
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Figure 36 Infrastructure Menu

Infrastructure

site M;bmgev
Devic

L ZEBRA

MotionWorks Enterprise
ent

RFID R

hitps:/192.168.30.17/#/sies

The Site Manager window is displayed.
The left-side panel displays the site groups and sites. The right-side panel is the Config Map which displays
the location of each reader.

Figure 37 Config Map

{fﬁ.ZEBRA DEEGLLETG Alerts Infrastructure Users admin -
?\ Infrastructure / Site Manager World
. 5 +
My Sites 4+ Group 4 site Q =
Q@ an ~
909 Default
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Adding Site Groups

This section describes how to add Site Groups in the Site Manager.

1. Click + Group.

. zEBRA
(¥]  nfrastructure / She Manager I Config Map
My Sites +G@up +site Q [+]

® Al ~ |
%7 Default
Q
i
~_

2. In the Site Group Name field, enter a site name. For example, Los Angeles.
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3. Click Save.

Add Site Group

Site Group Mame

Los Angeles

CANCEL SAVE

The Site Manager tree-view pane displays the newly added site group name.

. ZEBRA

(X]  mfrastructure / She Manager

My Sites +opoup +site Q
® Al ~
% Default

%P Los Angeles

4. Create additional site groups as needed.

Editing a Site Group

This section describes how to edit a Site Group in Site Manager.
1. Hover the mouse over the site group name.

2. Click # to edit the site group name.

{fna ZEBRA Dashboard Alerts Infrastructure Users

[<] nfrastructure / Site Manager | ) Config Map

My Sites 4+ Group 4 site Q

® an ~
909 Default

909 Los Angeles % Fa |
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Deleting a Site Group

This section describes how to delete a Site Group in Site Manager.
1. Hover the mouse over the site group name.
2. Click § to delete the site group.

{f"a ZEERA Dashboard Alerts Infrastructure Users admin ~

World

|T‘ Infrastructure / Site Manager | ) Config Map

My Sites ~ + Group 4 site Q

® an ~
909 Default
w Los Angeles % rFa |

Adding a Site

This section describes creating and adding a site to a Site Group in Site Manager.

1. Click + Site.

{h ZEBRA

T| Infrastructure / Site Manager | I3 config Map

My Sites + Group  + 359 Q

® an A
'?09 Default

W Los Angeles

2. In the Site Name field, enter a name for the site. For example, North LA Site.

3. In the Location field, enter an address.

A blue pin is placed on the map at that location. You can zoom and pan the map, and drag the blue pin
to a more accurate location on the map.

46



Sites and Maps

4. From the Site Group drop-down list, select the Site Group. For example, Los Angeles.

Add Site E

Site Name
| North La site |

Location
| 200N Grand Avenue, Los Angeles, CA 90012 | @

Address Location

200, North Grand Avenue, Civic Center, Downtown, Los Angeles,

Los Angeles County, California, 90012, United States

Site Group °
Los Angeles A

CANCEL SAVE

5. Click Save.
The North LA Site is displayed as part of the Los Angeles site group.

" ZEBRA

E| Infrastructure / Site Manager

My Sites + Group 4 site Q)

® Al A
999 Default

‘b‘ Los Angeles ~
Q@ north LA Site

6. Create additional sites as needed.
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Editing a Site

This section describes editing a Site in Site Manager.

1. Hover the mouse over the site name.

3~ ZEBRA

|Z| Infrastructure / Site Manager

My Sites + Group 4 site Q
® Al ~
W Default
909 Los Angeles -~

Q@ nNorth LA Site
South LA Site & |
9 I 7 B

2. Click # to edit the site name.

Deleting a Site

This section describes how to delete a Site in Site Manager.

1. Hover the mouse over the site name.

{h ZEBRA

T| Infrastructure / Site Manager

My Sites + Group 4 site Q
@ an ~
'?09 Default
W Los Angeles ~

Q@ North LA Site
Q@ Ssouth LA Site N Pl

2. Click & to delete the site.
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Moving a Site

This section describes moving a site to another site group in Site Manager.

1. Hover the mouse over the site name.

. ZEBRA

|Z| Infrastructure / Site Manager

My Sites + Group 4 site Q

® an ~
W Default

'?09 Los Angeles -~
Q@ nNorth LA Site

Q@ southLASite N 2B

2. Click and drag to move the site to a different site group.

Adding a Map

You can add one or more maps under each site. Asset locations being tracked will be shown on these
maps. If you have a multistory building at a site, you can add a map for each floor. Or multiple maps can be
added for a campus with several buildings and parking lots.

1. Hover the mouse over the site name or next to it and click #.

\ ZEBRA

|Z| Infrastructure / Site Manager

My Sites + Group 4 site Q
® ai ~
909 Default
909 Los Angeles ~

@ north LA Site
Q@ south LA Site

a&™
]
i
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Sites and Maps

Click + Upload.

Update Site B

Site Name

North LA Site

Location
200 N Grand Avenue, Los Angeles, CA 90012 °

Address Location
200, North Grand Avenue, Civic Center, Downtown, Los Angeles,
Los Angeles County, California, 90012, United States

Site Group 9
Los Angeles 4

Site Maps + Upload

Note: Site map actions are automatically saved

CANCEL SAVE

In the Name field, enter the Name of the map. For example, Office Area.

X
Upload Site Map

Name

Select Site Map

CAMNCEL UPLOAD

Click Select Site Map and navigate to the location of the map file.

« Ifyou are using Reader Management software version 1.0, only Windows metafiles (.wmf) are
supported.

« A maximum file size of 8 MB is recommended.
Set the Max Zoom Level.

This defines how much you can zoom in when displaying the map in the web client. The default value
is 4, and the maximum available value is 8.

Click Upload.

The upload process may take a few seconds to many minutes, depending on the map size and Max
Zoom Level selected. The reason is that the map is uploaded and tiled for later use. Tiling is done only
when uploading a map into the system. After a few seconds, you will be returned to the site properties
window, but the tiling process will continue in the background. The name of the uploaded map is
listed under Site Maps, and the map image is displayed in the lower section of the window.
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7. Click Save.

Update Site

Site Name

| North LA site |

Location

‘ 200 N Grand Avenue, Los Angeles, CA 90012 | 9

Address Location

200, Nerth Grand Avenue, Civic Center, Downtown, Los Angeles, °
Los Angeles County, California, 30012, United States

Site Group

| Los Angeles v

Site Maps + Upload

® Office Area s 0

Note: Site map actions are automatically saved

CANCEL SAVE

8. The map named Office Area is displayed under the North LA Site. A rotating circle may be displayed

next to the map name, indicating the background tiling process.

. ZEBRA

Infrastructure / Site Manager

My Sites + Group 4+ site Q
® A A
"09 Default
709 Los Angeles A
Q@ nNorth LA site
€ Office Area )

@ southLASite
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. ZEBRA

[<] mfrastructure / Site Manager

My Sites + Group
Q® A
% Default
%’ Los Angeles
@ North LA site
@ Office Area

@ south LA Site

+ site

Q

Sites and Maps

When the tiling process is complete, click the map name to view the map.

Dashboard Alerts ‘ Infrastructure Users admin ~

North LA Site - Office Area

(114.7.108.8)

MapLoader coordinate system is not configured

10. Add additional maps as needed. For example, Parking Lot.
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11. Click Save.

Update Site

Site Name
| North LA site |

Location
‘ 200 N Grand Avenue, Los Angeles, CA 90012 ‘ o

Address Location

200, North Grand Avenue, Civic Center, Downtown, Los Angeles, 9
Los Angeles County, California, 90012, United States
Site Group
‘ Los Angeles - ‘
Site Maps + Upload
& Office Area |
® Parking Lot P |
Note: Site map actions are automatically saved.
CANGCEL SAVE

{ ZEBRA

T| Infrastructure / Site Manager

My Sites + Group 4 site Q
© an N
%" Default gt
(B}

909 Los Angeles ~

Q@ nNorth LA site
€ Office Area

€ Parking Lot
@ SsouthLASite

Clicking on a map entry will display the image in the map window.
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{fﬁ.ZEBRA Dashboard  Alerts | Infrastructure  Users  admin
\Z\ Infrastructure / Site Manager ‘ [ Config Map North LA Site - Parking Lot
My Sites +croup 4 sie Q
@ an ~l:

%P Defautt 15

909 Los Angeles ~

) b
@ north LA Site o
& office Area —— [T V.eri,‘w,—m
& Parking Lot f ’—L ‘ B UHHHHHHAHHHH ;j’*“
 soniasie || WE T
. | | aE i
By | T———
(Pond/ | o IVTTTLVPTTTRCRRTETToTITm [
| — — ) L't*"""'"'V"J';\'Xrﬁxﬁ‘\'ﬂm
LLOALCLE LRI AL A AL~ TT]

MapLoader coordinate system is not configured.

Calibrating a Map

This section describes how to calibrate a map in Site Manager.

1. Click & in the map window toolbar.

{ ZEBRA

|Z| Infrastructure / Site Manager

My Sites + croup 4 site Q

®
909 Default

909 Los Angeles
Q@ north LA Site
€ Office Area

@ Parking Lot
Q@ South LA site

Configure Map
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2. Enter the known x- and y-coordinates for two points on opposite corners of the map. In this example,
the coordinates of the lower left and upper right corners of the square surrounding the map image are

known.

Infrastructure Users admin ~

. ZEBRA Dashboard  Alerls

North LA Site - Office Area

T\ Infrastructure / Site Manager

+ Group 4+ site Cancel = Next Step

First Step: Define points

My Sites

® an ~
%9° Default Specify Lower Left Point
999 Los Angeles ~ X Y
EEXTY

Q@ North LA Site

& Office A Specify Upper Right Point

non

i
oaGRDE

@ Parking Lot
Q@ Ssouth LA Site

o

s] f |

MaplLoader coordinate system is not configured.

3. Click Next Step.

4. Two yellow dots labeled Lower Left and Upper Right are displayed. You can drag the dots to the correct
position on the map. For increased accuracy, you can zoom infout using your mouse wheel or the + and

— buttons on the map toolbar.

Infrastructure Users  admin ~

s ZEBRA Dashboard Alerts

North LA Site - Office Area

Infrastructure / Site Manager

(<

My Sited- Group  + Site

Second Step: Position Icons on Map

[ A [l - Forbetter accuracy zoom in and position icons on map
Coord system X/Y ratio accurate within 4.2720 %
97 Default o oo
&
V Los Angeles A

Q North LA Site
€ Office Area
@ Parking Lot

9 South LA Site

MapLoader coordinate system is ot configured.

Second Step: Position Icons on Map

For better accuracy zoom in and position icons on map
Coord system X/Y ratio accurate within 4.2720 %
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5. The calibration algorithm compares the aspect ratio of the map image with the aspect ratio of the
coordinate system you are defining by entering two reference points. The aspect ratios should match if
the map image and the two reference points are correct. The bar's color switches from red to green as
you move the yellow calibration dots on the map, and the agreement of the aspect ratios is greater than
1%. Click SAVE.

ﬁn.lEBRA Dashboard  Alerts ‘ Infrastructure  Users  admin

[<] infrastructure / Site Manager North LA Site - Office Area

My Sigesroup  + site Q Second Step: Position Icons on Map

® ~ [— | Forbetter accuracy zoom in and position icons on map
%P Defautt o Coord system X/Y ratio accurate within 0.0064 %
LA Uppe: sight
V Los Angeles ~ ¢ T ) 1147.109.8)
-] North LA e vdE e
Site s | .
@ Office Area 1 E|= [ § i
® Parking Lot Fali| e Ll oo B
°ScuthA = = 2L == :
Site [ L - -
T B~
D
ij L PN
i CCLLE
Lowsr et

MapLoader coordinate system is not configured.

The map is now calibrated. Move the mouse over the map. The x- and y-coordinates are displayed in the
lower right corner of the map window.

‘{fn.ZEBRA Dashboard  Alerts ‘ Infrastructure Users  admin v

(<] mfrastructure ; Site Manager North LA Site - Office Area

My Sitesroup 4 site Q

Q® ~lm:
709 Default ol (114.7,100.8)
o
%G Los Angeles ~ :
9 North LA o
Site E\l 1

& Office Area
® Parking Lot

9 South LA
Site

O R i O

oot

s ﬁ
Pl T Te

(72.46,101.64)

Editing a Map

This section describes how to edit a map in Site Manager.
1. To edit a map, hover the mouse over the map name.

2. Click # to edit the map name.
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Deleting a Map

This section describes how to delete a map in Site Manager.
1. To delete a map, hover the mouse over the map name.

2. Click § to delete the map.
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Certificates

Certificates are used to secure the connection between a reader and the MWE RFID server and between a
reader and a data endpoint server.

Certificates are categorized as follows:
« Reader-MWE RFID Server Certificate
- Data Endpoint Certificates

« Reader Certificates

Reader-MWE RFID Server Certificate

The Initialize command pushes a certificate from the MWE RFID server to the reader that is used in a
secure websocket connection between the reader and the MWE RFID server. This connection is used for
managing and monitoring the readers. The certificate is included with MWE RFID and normally does not
need to be replaced. If, for some reason, you do need to replace this certificate, contact Zebra Product
Support for instructions.

Data Endpoint Certificates

Some protocols such as TLS and secure websocket require a certificate to be installed on the reader that
will be used by the reader to validate the data endpoint server (HTTP or MQTT server). In other words, we
need to install the same certificate on the reader that is being used by the data endpoint server.

There are three steps:
1. Upload data endpoint certificates to MWE RFID server.
2. Assign a data endpoint certificate to a reader on the Edit Device page.

3. Install/push the certificate to the reader(s).
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Uploading a Certificate

This section describes how to upload a certificate.

1. Click Certificates.

il ZEBRA Dastboad  Alets | infiastuchre  Users  admin
Infrastruciure | Devices T-lofl £ 1 ) @ AIMaps{l) - |0n-nm + Add (5] Templates () Firmware Qn-m::u|-r§,
O e Model Fimware Version | Hostname Status AntennaPorts | Site Name i
Device Model | 0O eosw FXTS00-22-271T174M 4 192168192 . Horth LA Sité Dffice Area Em m
Al
Name =
Al
Firmware =

2. Click + Add.

ﬂn,zsmm Dashboard  Alerts | Infrastructwe  Users  admin

¢ DeviceManager / Certificates Refresh annw‘ Hﬁ | -| &

& Name

3. Type a Name for your certificate and click Select Certificate File.

Add Certificate

File Type

| CA Certificate v |

Mame *

|Certificate0n |

UploadFile
2 Select Certificate File *

UPLOAD AND SAVE CLOSE

4. A .pem file or a .crt file is required. Navigate to your certificate file and click Open.

2w folder B o~ [TH o
“ Name
@ cert0l.crt
¥ EA i ¥
File name: |certO1.crt V| Custom Files (*.crt*.pem) ~
Cancel
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5. Click UPLOAD AND SAVE.

Add Certificate

File Type
| CA Certificate v |

Name *
| Certificate0

UploadFile

2 Select Certificate File *

Selected files: cert01 crt

UPLOAD AND SAVE CLOSE

The certificate displays on the Certificates page.

Infrastructure Users admin ~

ifﬁ. ZEBRA Dashboard  Alerts

SRetresh 1Row | +Add | | B

< Device Manager / Certificates

O Name

[ Certificate01 cert01.crt ca-certificate 6/28/22,10:52:34 PM

Pushing a Certificate to a Reader

- In Device Manager, click @ in the reader line (not the header line), and then click Install Certificate.

Alerts | Infrastructure Users admin -

. ZEBRA f—

Infrastructure / Devices 1-10f1 < 1 > QAumMaps() ~ ‘ 47 Refresh + Add [E] Templates {2} Firmware [§ Certificates ‘ m &
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[ an | Ungrade Firmware [~
Initialize
Name = View Details
- Edit On Map
[ an | Strt
Firmware = Restart
‘ Al v | Reboot
Install Certificate
Hostname = Delets
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Status =




Certificates

Assigning a Certificate to a Reader

A data endpoint certificate is assigned to a reader in Device Manager.
1. From the Edit Device page, select the Data URL section and then click the Certificates tab.

2. Click the CA Certificate File drop-down list to see all the certificates you have previously uploaded and
select one of them for this reader.

The CA Certificate File drop-down list becomes enabled only when you select a protocol that requires
a certificate, such as TLS or Secure Websocket. See Data Endpoint Certificatesfor more details.

Py

Identit
B8 y Data URL =
GD Data URL , S
Endpoint Type | HTTP POST v
3 Mod
g Wode Endpoint Name * |HttpServert |
5 Antennas Endpoint Deseripti [HTTP Server 1 |
= Data Batching Connection Certificates
£0) Data Retention CA Certificate File l v
Certificate01
Gpio-Led
Mode
B xml -]
Type

Osimple ®@ QO conveyor @ @ Inventory @  Q Portal ®  Q User Defined ©

Tag ID Filter () Match (D Operation ()

|[- ] [- v

3. Click Publish to save your changes.

:

Bl Identity
Data URL -]
G2 Data URL . .
Endpoint Type | HTTP POST v
- S
& Mode Endpoint Name * () |HttpServer1 |
53 Antennas endpotDescrpton TP Server1 |
&= Data Batching Connection Certificates
£0) Data Retention CA Certificate File Certificate01 ~
File Version
Gpio-Led Certificate01 | ca-certificate cert01.crt 1.0 6/28/22, 10:52:34 PM
B xml
Mode 2
Type

Qsimple ® QcConveyor @ @ Inventory @ Q Portal @  Q User Defined ()

Tag ID Filter () Match ‘The configuration will be saved and
| | T —— -
B v
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Reader Certificates

When the reader connects to the data endpoint, it retrieves the certificate on the server and compares it to
the data endpoint certificate installed on the reader. If they match, the reader will send tag blink data to the
endpoint. In this case, the reader authenticates the server.

Some servers require authenticating the client (in this case, the reader) before accepting data. In this
scenario, the reader presents a certificate (.pfx file) to the server, and the server compares it with a device
certificate stored on the server. If they match, the server accepts data from the reader. In this case, the
server authenticates the client.

Enabling Certificate Authentication
This section describes how to generate and install a reader certificate on the reader.

1. Generate a reader certificate. The customer might do this depending on what kind of certificate they
want to use. Follow the naming convention endPointName_Hostname.pfx where endPointName and
Hostname are the values shown in the Edit Device page for the reader in Device Manager.

2. Copy the .pfx certificate to the MWE RFID Reader Management folder in the directory /data/MWE RFID
RM/certs.

3. In Device Manager, click Install Certificate from the reader actions menu (three vertical dots in the last
column)

4. Copy the .pfx certificate to the appropriate directory on the data endpoint server.
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Customization

The Devices page offers several customization options, including what columns to show/hide, the order of
the columns, report/map views, and details column, as illustrated in this section.

Customizing the Device Manager

1. Toselecta report/map view, click = on the toolbar. The following figure shows the Report & Map

Vertical option. The readers are listed in the report window on the left side and are displayed on a map
on the right side.

i ZEBRA

Dasiboars  Alerts | infrastuctre  Users  admin
MTastete / Devicat 1-zerz {1 > QAIMaps() + | O Fefresh o+ Add ETmﬁrmamml-&;
O OwvicoModel | Hame

FXT500 FX7500-22-16-1023541 4 102168192  Witaized  eeee

O Fxsson FX9600-22-16-1030581 3+ 1921581242  Added L1} a

= _
»
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2. To change the set of columns displayed, click [[] on the toolbar, and then check or uncheck the desired
columns. To change the position of a column, hover the mouse pointer over a column name, and then

click and drag = up or down.

Dashboard Aleris ‘ Infrastructure Users admin

< 1 > Q AIMaps(2) ~ ‘ rRefresh  + Add [E] Templates {8} Firmware [§ Certificates ‘ m &

Hostname Status ‘Antenna Ports Columns

Device Type

192.168.1.92 Initizlized 2000 North L{ .
Device Model

Name
Firmware Version %E

Hostname

192.158.1.242 Added L) North Li

Status
Antenna Ports
Site Name

Map Name

<R E<RN<HJ<N<Jmpm

Mac Address

3. To show the vertical details panel, click & on a reader row and click View Details from the drop-down
menu. You can select multiple readers in the report and move from one reader to the next using the
single arrow at the top of the vertical details panel.

ﬂH.ZEBRA Dashboard  Alerts ‘ Infrastructure ~ Users  admin ~

Infrastructure / Devices 1-20i2 < 1> Q AIMaps(2) v ‘ <7 Refresh  + Add [E] Templates {8} Firmware [ Certificates ‘ m §

Firmware Version | Hostname Status Antenna Ports Site Name v/ | Map Name /.

Configuration state.

¥+ 192168192  nitialized @@ @@ North LA Site  Office Area

500-22-16-1023541

Saved

< i

(] 500-22-16-1030591 ¥ 1921581242  Added (1] North LA Site  Office Area
View Details
EditOn Map @
stant

stop
Restart

g
H
< i

Device Type: RFID Reader
Description:

]
H
H
< <

Hostname: 192.168.1.92

Install Certficate

Coonfinates:  X: 5725 Y.31.38 Z:0
Delete

Hostname

|

Made Type: Simple
Status
|

TegiDFiter Match: Operation:

< i

Site Name /

< i

| North LA site «

Map Name v
| office Area «

<
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4. To hide the Details column, click 2.

Dashboard Alerts | Infrastructure Users admin ~

pfresh  + Add [E] Templates {8} Firmware [§ Certificates | m &

Site Name v ‘ Map Name

Configuration state

Morth LA Site  Office Area

Saved
North LA Site  Office Area

Device Type: RFID Reader
Description:

Hostname: 192.188.1.92

Coordinates: X-57.25 Y. 3338 Z:0
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Templates

You may need to add several devices in Device Manager with the same basic configuration. For example,
you may want to add several FX readers that have the same Operation Mode, for example, Conveyor
Mode, and have the same number of antennas. To save time, instead of adding this information every time
you add a new reader, you can define a template with this configuration and select the template with one
click when adding the new readers. This automatically populates the corresponding fields in the newly
added devices.

Creating a Device Template

1. To create a template, click Templates on the toolbar. If there are not any previously defined templates,
a blank page is displayed.

Dashboard  Aeris Infrastructure Users  admin ~

1202 1> 9 yaam v | ORetresn +Ady [ Templates @) Fimware [§ centiicates | 1
0l -

[] Device Moded | Name flfl\'lw.'lé";'&!iu‘.n‘\‘Ill:lstu.'qlr'»e Status ‘Ju-nm.a Ports Sile Name /| Map Name / | 3
192168192 Inftiized  eeee North LASite  Office Area I::-EI

Device Model = FXTS00 FX7500-22-16-1023541

i
[0 Fxoson FX9600-22-16-1030891 3 1921581242 Added (1] NorthLASite  Office Area Em(m

2. Click + Add on the toolbar to add a new template. A page showing the device types available is

displayed.
Q\Th. ZEBRA Dashboard ~ Alerts | Infrastructure Users  admin -
< Add Template
@ Type Device Type -]
RFID Reader
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Templates

3. Click RFID Reader.

A screen is displayed with basic configuration parameters that apply to the device type selected, such
as the Data URL, the Operation mode and its parameters, and the number of antennas enabled.

4. Fill in the values in the appropriate fields.

5. Click Create Template.

. ZEBRA Doshbosed  Aerts | Infecictue s admin ~
< Add Template:
Device Type = =
& Type
it m
T Mode
51 Antennas Davics Model 2
a Batching @® Fx7500 O Fxo600 Q ATR7000

Data URL -}
Spio-Led
Endpaint Type: [HTTP POST ~
o
Endpoint Name * (D) [HTTPServen ]
Endpoint Descriptian [My hutp server |
uAL® [hrtp://10.10.0.1 1agBlink]
Type* [ None |
Mode -}
Tree

Osimple @ @ conveyor @ Olnventory @ OPortal @ O User Defined @

Tag ID Filter © Match © Operation (D

[= | [P ~ | [ incude ~ |
RSSIFilter

Antennas

# Antenna Ports

B

[ o

Create Template L

6. Enter a name for the template and a description
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Templates

7. Click Create Template.

New Template Details
Mo device will be updated

Name*

FX7500 Template 001 |
21 characters left.

Description®

Template to be used with FXT500 readers in our Warehouse]

443 characters left.

Cancel Create Template

The new template is displayed on the Templates page.

ﬁﬂ. p43:1:7.% Dashboard  Alerts

< Infrastructure / Devices / Templates

0O wName Device Type Last Updated

[J Fx7500 Template 001 RFID Reader admin 6/20/22, 7:07:56 PM

Using a Device Template

1. Select the desired template.
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Templates

2. Click OK.

Current Template: No Template

Select Template Templates for FX7500 model
Search Templates Q
Template Name
FX7500 Template 001

N

Q’h.ZEBRA Dashboard  Aleits | Infrastucture  Users  admin ~

< Add Devices Manually

© serect ypes anamodels © Provide device details © Pizcenew devices on map

O e S ey e
1 RFID Reader - FXT500 FX7500-22-20-2016411 X [[192.168.1.44 X | FX7500 Template 00... [‘ i 2 v G

cancel ﬂ
M

\J

=4 NOTE: The number of antennas (and other parameters not visible in this window) are
= automatically populated. After entering the Hostname, click Save and continue adding a
reader.
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Device Manager allows you to easily upgrade the firmware of one or multiple readers at a time. After a
reader is initialized, you will see the firmware version running.

When it has been initialized, you can upgrade the reader firmware from Device Manager. Click * in the
Firmware column.

Figure 38 Firmware Upgrade Select

fq_l:.ZEBﬂn Dashiboan Mtz Infrastructure Usars admin -

Infrastructure | Devices 1-10f1 <1 » @ Custom Filter « |0M-_-u. + Add [E] Templates E;Fmacuﬁfdu|-f§_-,

Desvice Model Fitrimane Version 51z Antenna Paits Site Nave Mag Name

Device Model 2 IO moswo FXTS00-22-21-1039321 3207 & mmiesia m-o Horth L& Site Oftice Area ean [1]

The Firmware Upgrade window is displayed.

Figure 39 Firmware Upgrade Window

Firmware Upgrade

RFID Reader FX7500-22-21-1039321 Neo Firmware Available

In the Version Available column, the message No Firmware Available is shown. This is because there is no
firmware file on the MWE RFID server that can be pushed to the readers.
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Firmware

Uploading Firmware Files

1. Click Firmware on the menu bar.

. ZEBRA Dedtowrd et | Wimiuchn  Usws  adwe v

Inifrastructure [ Devices 1101 < 1 3 @ Custom Fimer ~ ‘ Crhemresn o+ Aoa [ Templates @) Firmware [§ cartificates | m &

Firmware Vorsion | Hostname Astenna Ports Site Narne Map Name

P D gy

FXTS00-22-21-1039321 Office Area

i

i ZEBRA Doshboard  Alets | Infrastucture  Users  admin ~

< Infrastructure / Devices / Firmware vatlﬂow‘ +Add |-‘ &

& Version

2. Click +Add.

Add Firmware

File Type

| Firmware

Device Model

UploadFile

2 Select Firmware File *

UPLOAD AND SAVE CLOSE

3. Select a Device Model and then click Select Firmware File.

Add Firmware

File Type

| Firmware ~ |
Device Model

[Fx7500 ~ |
UploadFile

UPLOAD AND SAVE CLOSE

4. Navigate to the location of the firmware file.
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Firmware

5. Select the file, and then click Open.

X
« 0SDisk (C) » tempb ~ O 2 Search temp6
aw folder == ~ [H 0
~ Name
H FXSERIES-3.20.9.zip
L 4 >
File name: V‘ ‘Compres&ed (zipped) Folder (*. ~
Open Cancel
e —
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Firmware

6. Click Upload and Save.

Add Firmware

File Type

| Firmware ~ |

Device Model
|FX7500 v |

UploadFile

2 Select Firmware File *

File selected: FXSERIES-3.20.9.zip

UPLOAD AND SAVE CLOSE

Add Firmware

File Type
Firmware
Device Madel
FX7500

UploadFile

L% Select Firmware File *

File selected: FXSERIES-3.20.9.zip

100%

CANCEL UPLOAD  CLOSE

7. Once the upload is complete, click CLOSE and the Firmware page displays the uploaded firmware
version.

‘\Tﬁ.ZEBRA Dashboard  Alerts Infrastructure  Users  admin ~

< Infrastructure / Devices / Firmware

mu-nmuw‘ +Add ‘-‘ &

0  vewion

O 32090 FX9600,FX7500 FXSERIES-3.200.2ip

You can upload different firmware versions to upgrade or downgrade your readers.

Upgrading Firmware on a Reader

Once you have uploaded one or more firmware versions, you can select any version to push to one or
more readers.

1. On the Device Manager page, click * next to the reader firmware version, or click & in the reader row
(not the header row) then select Upgrade Firmware.
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Firmware

2. In the drop-down list under the Version Available column, select the desired version, and then click
Upgrade.

Firmware Upgrade

AFID Reader FX7500 FX7500-22-21-1039321 Select or type a firmware version v

Select or type a firmware version
Close

Firmware Upgrade

AFID Reader FX7500 FXT500-22-21-1039321 Upgrade

Close

3. Close the Firmware Upgrade window.

Firmware Upgrade

AFID Aeader FXT500 FX7500-22:21-1039321 32070 32090 v

Close

I ZEBRA Dastbcard  Aerts | infastuctwe  Users  admin

Infrastructure / Devices 1-10f1 < 1 > © Custom Filter ~ ‘ £Refresh + Add [E] Templates &} Firmware [§ Certificates ‘ m &

Firmware Version Hostname
Device Model = O saso FX7500-22-21-1039321 3.20.7.0 + 102168192 Updating (@) @@ North LA site Office Area eait [2]
[ an
Name

When completed (update may take several minutes), Device Manager displays the new version in the
Firmware Version column of the reader row.

- ZEBRA Deswboard  Mets | infastuctus  Users  samin +
Infrastructure / Devices 1-10f1 < 1 > Q Custom Filter ~ ‘ £rRefresh  + Add [E] Templates &} Fimware [§ Certificates ‘ m §
= 0 [J  Device Model Hostname Site Name / Map Name /
Device Model = 0 rxis0 FX7500-2221-1039321 32090 ¥ 192168192 Updating @ @ North LA Site Office Area it [£]
[ an v
Name =
[ -~
Firmware =
[ v |
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Bulk Operations

Some actions done on a single reader can be performed on multiple readers simultaneously.

Performing Actions on Readers

1. To perform an action on a reader or multiple readers, click the checkbox next to the reader.

2.
Click in the header row (not the reader row), and then click the desired action.

Dashboard  eris | Infasirucie  Users aomin v

1Az £ 1) © ARMaps@) - |f4mu| + Add [3) Tewpiates {3} Firmwars Bmﬂuh!-&,

[— Status Artenna Ports | Site Name Map Name [HY

Dvica Model = | @ P FX7500-22-21-1099321 3 102188092 Ofine L Lo Onie Arme I”_’F::"“"‘
Al - e FX9600-22-23- 2112151 & eziesnan Added sees Morth LA Site Office Area Edit On Map
HT = T 9600 FXO600:22:23-2113231 & 1eieen1%0 doged R fanin LA sie [ e
A - Il Cortfcates
Femware = Daiete
Bl
Hostname =

Actions for multiple readers are limited to:
« Upgrade Firmware

« Initialize

« Edit On Map

« Install Certificates

Performing a Batch Import

You can add multiple devices in Device Manager is using Batch Import.

« Click + Add, and then click Batch Import.

Dashboard  Mlerts | Infmstructure  Users  admin -

1-3603 € 1> @ ARMaps(3) - |am + Aad mrm@ﬁmgmh!-&

Hostname Status ActennaPods | Site Hame Map Harme:
r
Device Model = @ P FRTS0022:21-1009321 3208 + 12 omne @ e Harth La Site ofcekes | sl g
£t 0n s
o N Fros00 FX9600-22:23-2112151 + iesin ansea sses orih L Site Otice asea
Name = I
Frg600 FYBGOO-2223211 3281 & 1e21680190 - ssss Harth La Site Offics Asea
P .
- nstallCetifcates
f— = Beire
a
Hostname =

The Batch Import window is displayed.
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Bulk Operations

Creating an Import File

1. In the Add Batch Devices window, click Download CSV file template template.

"‘\T".IEBRA Dashboard  Reports  History Aets | Ifstuctue  Configuration USers  admin =

< Add Batch Devices

@ #ad files 1o import @ confim imported device © Piacene

Mo files uplcaded yet

Dvag & Drop CSV files here

CSV file requirements.

» The import file must be csv extension
® Allthe data is read by rows, first the headers and then the information of the devices
= Al the nformation must be clear and separated by a comma

fenel

2. Enter the requisite date into the template fields and save the file with an easily identifiable name.

Downioad CSV file template

Uploading a Batch File

1. Drag the import file to the drop area. The file is shown under Uploaded Files.

2. Click Next step: Show Devices.

%., ZEBRA Dashboand Reporis History Aleris Infrastruciure  Configuration Users admin ~

< Add Batch Devices

@ 4ddfites to impont @ contirm imgorted devices @ Prace new devices on map
Uploaded Files
Batchimport-01.csv x

Drag & Drop CSV files here

Browse

CSV file requirements

« The import file must be csv extension
= Allthe data is read by rows. first the headers and then the infermation of the devices
= Allthe information must be clear and separated by a comma.

Download CSV file template

Cancel Next step: Show Devices

3. Click Save to add the readers to Device Manager. The Row Status column will show if the reader was
added successfully.
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Bulk Operations

4. Click Continue.

Dashboard  Alerts | Infrastructwe  Users

@ A fles to import © Frovide device details © Flacenew devices on map
RFID Reader (10) Devices with errors: 0 Download devices with errors
O T O -
RFID Reader -FX9600  [Warehouse 1 -Receiver 1 153.43.543.51 No Template 8203049 €060 780 @
2 RFIDReader-FX7500  |Warehouse 1 -Receiver 2 1534354352 No Template 10080 @
3 RFIDReader-FX9600  [Warehouse 1-Receiver3 153.43.543 53 No Template a @
4 RFIDReader-FX7500  [Warehouse 1 -Receiver 4 153.43.543.54 No Template 02804 m
5 RFIDReader-FX9500  |Warehouse 1 -Receiver 5 153.43.543.55 Ho Template 020043 w
6  RFID Reader - FX7500 Warehouse 1 -Receiver 6 153.43 543 56 No Template 02 @
7  RFIDReader-FX9600  [Warehouse 1-Receiver 7 153.43.543 57 No Template LEE T @
8 RFIDReader-FX7500  [Warehouse 1 -Receiver 153.43.543.58 No Template m
9 RFIDReader-FX3600  [Warehouse 1-Receiver 9 153.43.543 59 No Template LE] @
10 RFIDReader-FX7500  (Warehouse 1 -Receiver 10 153.42.543.60 No Template LE] @ .
“ >
Back to Landing Page m

5. Position the readers and antennas on the map.

‘lﬂ.ZEBRA Dashboard  Alerts Infrastructure ~ Users  admin ~

< Add Batch Devices

o

Devices with no site assigned (9) A

files to import e Provide device details jace new devices on map

Warehouse 1-Receiver 2 -
. (1147.1008)
Warehouse 1-Receiver 3 -
Warehouse 1-Receiver 4 e
- |

e

Site [North LA Site ASSIGN
Devices with No Maps Assigned (0) ~ ~

Maps|Office Area assion | 1B

Devices assigned to map (1) ~ [ j L

Cancel Kb

L ZEBRA Dashboard  Alerts ‘Inﬁas(mc{um

Infrastructure / Devices 1-130113 {1 > Q AnMaps(a) - ‘ 47 Refresh + Add [E] Templates {8} Firmware [§

= D ]  Device Model Firmware Version | Hostname
Device Madel [ Fx7s00 FX7500-22-21-1039321 32080 3 102168192 offline North LA Site Office Area
[ [ Fxgs00 FX960022.23-2112151 # 1921681202 Added North LA Site Office Area ea [£]
‘ Name [ Fxss00 FX9600-22-23-2113231 * 1921681190 Added North LA Site Office Area eai [£]
Al
[0 Fxos00 Warehouse 1 Regeiver 1 ¥ 153435435 Added North LA Site Office Avea eai [£]
" [ Fxrs00 Warehouse 1 Receiver 2 3 1534354352 Added edit [3]
Hostname [ Fxos00 Warehouse 1 -Receiver 3 # 1534354352 Added eai [£]
[ ] Fx7500 Warehouse 1 -Receiver 4 ¥ 1534354356 Added Edit m
Snm [J rxes00 Warehouse 1 -Receiver 5 ¥ 1534354355 Added edit [3]
[ an
[J Fx7500 Warehouse 1 Receiver 6 & 1534354356 Added cai [1]
Site Name
[ [ Fxgs00 Warehouse 1 Receiver 7 # 1534354357 Added eai [£]
0O  rx7s00 Warehouse 1 Receiver 8 ¥ 1534354358 Added e eai [1]
Map Name
[ [ Fxeso0 Warehouse 1 -Receiver 9 3 1534354350 Added eait [1]
[ Fx7s00 Warehouse 1 -Receiver 10 & 1534354360 Added car [£]
< »

6. Click Save All.
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Dashboard

The Dashboard panel offers an overview of devices and MWE RFID server heath. To open the Dashboard
page, click Dashboard on the menu bar in the Reader Management web client.

Figure 40 Dashboard Menu

{f". ZEBRA Dashboard Infrastructure  Users  admin

The following figure shows an example of data displayed in the Dashboard panel.

Figure 41 Dashboard

%. ZEBRA Dashboard  Alerts ‘ Infrastructure  Users  admin v
Dashboards / System Health
88 General / SystemHealth vy g W B @ lastéhours v @ O lWsv Q@
¥ Running Stopped With Errors With Warning

= - 1 1 0 0

. Aco Server Memory % Used Server Memary
e Total Uses
. 22.8ciB 6.53GiB
3 28.6%
Number of CPU Cores Total CPU Load

% g I . 17.17%
1) Name: South LA Site -

#ofEmors: 0
#of Warning: 0
Latitude: 339
Longitude: ~ -118
Status: 0

Used Storage Storage Load

302168 (device="/dev/mapper;...

——— 302168 {device="/dev/mapper/..

Containers Restarted In Last 8 Hours

Down

33 0 19

Device Status

This Device Status panel displays the number of devices Running, Stopped, With Errors, and With Warning.
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Dashboard

Figure 42 Device Status

Devices

Running : Stopped : With Errors - With Warning :

1 1 0 0

Status of Services

MWE RFID Reader Management service runs as Docker containers. This panel displays how many
services/containers are up or down. It also shows how many service restarts have happened in the last 8
hours.

Figure 43 Status of Services

Containers Restarted In Last 8 Hours

33 0 1

Server Resources

This Server Resources panel displays available and used memory, CPU, and disk space on the MWE RFID
server (under / and /home partitions).

Figure 44 Server Resources

Server Memory % Used Server Memory
Total Used
22.8GiB 6.53GiB
28.6%
Number of CPU Cores Total CPU Load
I . 17.17%
Used Storage Storage Load

=== 302168 {device="/dev/mapper/...

———————— 302168 {device="/dev/mapper/...
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Panel Menu

Map

Dashboard

Click the Devices drop-down. From this menu you can View or Hide the panel, Edit, Share, Explore, or
Inspect the panel, and more.

Figure 45 Panel Menu

Running : Stop

1 1

Server Memon
Total Used
22.8GiB 6.6

B @

e @ & &

=p

Devices -

View
Edit
Share
Explore
Inspect

More...

Remave

-
-
=
-

0

W
@ 3 With Warning :

: 0

P

w

X

I » dServer Memory

. 29.2% |

The Map panel displays each site as a triangle on the map. If no devices show errors in Device Manager,
then the triangle is green. If devices at this site show errors in Device Manager, the triangle will be red.
Hovering over a triangle displays a popup window with information, including the site name and the
number of errors and warnings currently open for this site.
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Dashboard

Figure 46 Map Panel

Sites ~

Mame: South LA Site
# of Errors: 0
#of Warning: 0

Latitude: 33.9
Longitude: -118
Status: 0

Dashboard Versions
If changes are made to the dashboard, and you want to revert the dashboard to its original state, use this
url:

https://trifecta-server/trifecta/vi/app/grafana/d/teTé6wS8nz/system-health?
orgld=1&refresh=10s&editview=versions

The version history of the dashboard is shown, allowing you to revert the dashboard to its original form.
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Figure 47 Dashboard Version History

& System Health / Settings

tl} General .
Versions

O Annotations
Variables Version Date Updated by Notes

i 3 2022-08-18 16:26:11 admin Latest
& Links
o Versions 2 2022-08-18 16:26:01 admin ) Restore
& Permissions 1 2022-08-05 09:36:48 £) Restore
<> JSON Model

P Compare versions

Save dashboard

Save As...
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Troubleshooting

This section provides troubleshooting solutions for potential problems.

Table1 Troubleshooting
Problem

When launching
MWE RFID Reader
Management web
client, that is, when
attempting to
connect to http(s)://
[server_IP_or_Name],
the message is
displayed: ‘Cannot
reach/connect to web
page’ or a similar
message.

Potential Cause

No network connectivity
between the client
machine and the

MWE RFID Reader
Management server.
Firewall or router
blocking port 80

or 443 between

the client machine

and MWE RFID Reader
Management server.

Solution

Verify that there is network connectivity between
the client machine and the MWE RFID Reader
Management server.

Verify that port 80 or 443 are open for traffic
between the client machine and the MWE RFID
Reader Management server at routers/firewalls.
To verify that port 80 or 443 on the server can be
reached from the Windows machine hosting the
web browser, run this command in a CMD window:

« For testing port 80: telnet http://
Server_lPaddress_or_Name Browser

« For testing port 443: telnet https://
Server_lPaddress_or_Name Browser

If you get a blank command window with no
error message, that is good. If you get a ‘failed to
connect’ or similar message, that is bad.

When entering

login credentials in
the login page in

the MWE RFID Reader
Management web
client, the following
message is displayed:
‘Incorrect username or
password.

Incorrect username or
password entered.

Verify the user has the correct username and
password.

Have admin user reset the user password. This is
done in the Users menu in the MWE RFID Reader
Management web client.

Have admin user delete the user and add it back.
This is done in the Users menu in the MWE RFID
Reader Management web client. Then the user
can log in and change the password in the login
account menu (rightmost link in the menu bar).

83




Troubleshooting

Table1 Troubleshooting (Continued)

Problem

When launching

the MWE RFID Reader
Management web
client or when entering
login credentials, the
following message

is displayed: ‘Server
error’ (or some
message other than
‘incorrect username or
password’).

Potential Cause

A required MWE

RFID Reader
Management service is
not running.

Solution

1. Connect a Putty window to the MWE RFID
Reader Management server.

2. Login using the login credentials (username/
password) trif-user / Zebra123.

3. Perform the steps listed below running the
commands indicated:

a. Verify that all MWE RFID Reader
Management services are up and running:
# cd /data/trifecta # docker-compose ps. All
services should show State = Up. If a service
is down, start it manually: # docker-compose
start (service name).

b. If the issue persists, restart all services: # ./
trifecta --restart.

c. Ifthe issue persists, select the logs of any
service that is down. Use this command
to select the logs: # docker logs (service
name).

d. If the issue is unclear from the logs, send the
logs to L3 Support or Engineering.

e. Also, check messages in the browser
Console: open your browser and press
F12 on your keyboard to open the browser
console. Attempt to log in and select error
messages in the Console tab and in the
Network tab in the browser console.

When trying to load a
map image (.wmf file)

in Site Manager, the
following message is
returned within a few
seconds: ‘Tiling process
exited with code 1 or
similar message.

The .wmf file is
corrupted or is not a

fully compliant .wmf file.

Use .wmf file generated by Autocad. When
opening the project file in Autocad, if prompted,
select the ‘Do not show proxy graphics’ option.
Then export a .wmf file.

When opening or
refreshing a report in
the MWE RFID Reader
Management web
client, the following
message is displayed
for more than a minute:
‘Retreiving data from
server’.

The user has been
logged out for
exceeding idle time,
and the browser failed
to display the message
‘login token expired’ or
similar message.

Refresh the browser page or relaunch the browser.
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Troubleshooting

Table1 Troubleshooting (Continued)

Problem

When opening or
refreshing a report in
the MWE RFID Reader
Management web client
or when performing a
data entry operation,
one of the following
messages is displayed:
‘Server error’ ‘Could not
complete action’ * 500
server error’.

Potential Cause

A required MWE

RFID Reader
Management service is
not running.

Solution

. Connect a Putty window to the MWE RFID

Reader Management (Linux) server.

. Login using the login credentials (username/

password) trif-user / Zebra123.

. Perform the steps listed below running the

commands indicated:

a. Verify that all MWE RFID Reader
Management services are up and running:
# cd /data/Trifecta # docker-compose ps All
services should show State = Up.

b. If a service is down, start it manually: #
docker-compose start (service name).

c. Ifthe issue persists, restart all services: # ./
Trifecta --restart

d. If a service still does not start, check the
service logs using this command: # docker
logs (service name)

e. Ifthe issue is unclear from the logs, please
send the logs to L3 Support or Engineering.

f. Also, check messages in the browser
Console: open your browser and press
F12 on your keyboard to open the browser
console. Attempt to log in and check for
error messages in the Console tab and in
the Network tab in the browser console.
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