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MWE Configuration Guide

This document provides instructions for configuring the MotionWorks Enterprise (MWE) 2.0.n software
from Zebra Technologies Corporation after it has been installed. The ‘n’ in the version number indicates
the latest 2.0 release. For installation instructions and server requirements, please see the separate
document MWE 2.0 Installation Guide.

When configuring MWE, it is helpful to understand its basic architecture and the relations between its
software modules. The simplified diagram below illustrates the main MWE software components hosted by
the MWE server and some of the external clients and consumers.
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An MWE deployment may or may not require a ZLA, which is a CentOS appliance that captures data from
different types of sensors, puts the data in a standard format, and forwards it to the MWE server. For
example, MWE 2.0 supports deployment of passive RFID readers without a ZLA, sending data directly to
the MWE server. Also, you could have a location sensor or third-party application feeding data to MWE via
the MWE API. However, most type of sensors supported by MWE 2.0 do require a ZLA.

Please note that the screenshots and figures included in this document may vary slightly from the MWE
2.0.n version that you have installed, where n identifies different version or releases of the MWE 2.0
release.
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Launching the Web Client

Once MWE has been installed, most configuration tasks can be done using the MWE web client, along
with the System Builder discussed later in this document. To launch the client, open a web browser
(Chrome, Firefox, Edge, ....) on a client machine or server on the network, and point it to
http://MWE_Server_Name, where MWE_Server_Name is the MWE Linux server name or IP address. The
login page will be displayed:

Y ZEBRA

MOTIONWORKS ENTERPRISE

£ USERNAME
() PASSWORD

I
LOGIN RESET

Default login credentials are Username = admin and Password = admin.

See Changing the Administrator Password on page 7 for information regarding how to change the default
password.

Observe the landing page and the main menu bar at the top of the page. The menu items are: Dashboard,
Reports, History, Alerts, Infrastructure, Configuration, Users, admin (the name of the account currently
logged in).

The default admin / admin account has access to all items in the main menu bar.

The following sections describe a sequence of typical steps in configuring the MWE software.
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Changing the Administrator Password

MWE includes a default administrator account with access to all menu items, pages and functionality
available in the web client:
e Username:admin

e Password:admin

To change the admin password, login using the admin account and select Change Password from the
admin tab:

Infrastructure Configuration Users admin ¥

Change Password @

User Settings

Sign Out

Change Password

Username
admin

Cumrent Password
New Password (required)

Confirm Password (reguired)

CANCEL SAVE

Enter the current password and the new password, and click Save.

Sign out by selecting admin > Sign Out from the main menu bar.
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Adding site groups, sites, and site maps
One of the core functionalities of MWE is processing and displaying asset location data from multiple sites

across a city, country, or the world. This section explains how to add sites, site groups, and site maps to
the system.

Adding Site Groups

Open the Infrastructure > Site Manager page:

< C 0 A Notsecure | 10.21.205.105/#/landing oo Q w 0 * 8

2% Apps Zebra P1 Linux - CentOS New Vision Data Ford Other bookmarks

Q\n, ZEBRA Dashboard Reports History Alerts Infrastructure eIV IERLA] Users admin ~

Appliances

Devices

Hardware Devices
Printer Settings
Site Manager

WherePorts

;{fﬁ. ZEBRA Dashboaid Repoits History Mails | Indi astrcture Configuiation [ admin =

Infrastiucture [ Site Manoger

My Siles + Giop 4 Siw Q| £

RLAND BUEEM n

& an -
FINLANT POCCHA
%F Default CAMADA AT u
BELAS ABiA
MOETH MNAFYCR
ARSRACH . EAZAKIETAN D NGOULA
FRARCE WAL T A DI DA A
e, st ORI &
STATES OF AN T TA )
RAAPEICA U, Ry U e mPUBLE W
PAMIETAN OF CHINA
[
A O CunA kR [T LA OMAN L=y
GUATTMALA MIGER VETRAL
ETHIOPA. i
LA 7 LE) LARNEA
LINEEA
LLET ) MENTA o
FERL
BRANL
i AN A
PARAGUAT
soarm
ATEA
ARGEWTHeA

If you are using the default installation world map (refer to the MWE 2.0 Installation Guide) observe a world
map with few country names in the Site Manager window. The map in the figure above corresponds to a
more detailed map (north-america_us.mbtiles) installed at installation time.
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For example, if your company has two sites in the city of Los Angeles, namely, a North LA site and a South
LA site, and you would like to group them under a group named Los Angeles. To add a site group, click the
+ Group link:

b ZEBRA
Infrsstuciuee | Site Maruger
My Sites | #.omp + 300 Q| < _
La)
g
X

o i -

% Detaun

Add Site Group

Site Group Name

Los Angeles

CAMCEL SAVE

Enter the Site Group Name (Los Angeles) and click Save. The Site Manager tree-view pane will now
show the newly added site group name (Los Angeles):

3. ZEBRA Deshboasl| Baie

Infrastructure / Site Manager

MY S“es + GrDuD + . q <
@ Al ~
%9 Default
%g" Los Angeles
CANADA
NORTH
AMERICA
UNITED
STATES OF
AMERICA

Create additional site groups as needed.
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To edit or delete a site group, hover over the site group name or next to it. Two icons become visible; a

pencil icon and a trash can icon. Click the pencil icon to edit the site group name and click the trash can
icon to delete the site group.

. ZEBRA
Infrastructure / Site Manager
My Sites + Group + Site Q| < _
@ Al ~
%P Default

%" Los Angeles @ V|

Adding Sites

Add the North LA Site and South LA Site sites under the Los Angeles group, and click the + Site link to
add a site.

. ZEBRA

Infrastructure / Site Manager

My Sites + Group +@3Ae Q <

® Al A
%" Default

%" Los Angeles

. $ % S g =
Add Site & " =4
X 2 &
& % & [
Site Name: Orsini Beach
T 1 " 4 Volleybail r4,
North LA Site ¥ tin Y. g Chinata
Los 4
7 Publiq
Location
200 N Grand Ave, Los Angeles, A 90012 | @ / Gioi)
Site Group :
Los Angeles v &
e &
-
Bunker Hill %
Market & Deli > N
@y,
BUNKER HILL e
fe Los Angeles

=]

=9 & Law Library g e
& X, G & Metro

CANCEL

SAVE

Fill in the following fields:

Site Name Type in the desired site name
Location

You can zoom and pan the map and then drag the blue pin to the correct address. Or
you can simply type the address and press the Enter key; the map will pan and zoom
and the pin will be placed in the correct location automatically.

Site Group

Click the down arrow and select the desired site group, in this case Los Angeles.

10
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_/‘ NOTE: You will see a detailed street map, as show in the figure above, only if you have installed a detailed

4 map such as north-america_us.mbtiles at installation time. You will see no map in the above window if you
are working with the MWE default world map. Other than seeing no map in the above window, using the
default installation map does not affect MWE functionality.

Click the save button and observe the North LA Site listed under the Los Angeles group:

. ZEBRA

Infrastructure / Site Manager

My Sites + croup +site Q£

I||n|r|!ge 7|

@ Al A Burbank
g7 Default o Glendale Pas¢
%9" Los Angeles A :
South P,
@ North LA Site 5

West Hollywood Y ns

serly Hills A
Los Angeles Tponi

Weman
Comr "

Similarly, for the South LA Site:

. ZEBRA

Infrastructure / Site Manager

My Sites + croup + site Q| £

® Al A
e ANGELING
W Default ___‘: @ HEIGHTS £
%" Los Angeles ~ ¢ .
© north LA Site . ' =
© southLaA site o 0
Los Angeles .,

LITTLE TORY
HISTORIC
DISTRICT

[;!

1"
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To edit or delete a site, hover over the site name or next to it. Two icons become visible, namely, a pencil
icon and a trash can icon. Click the pencil icon to edit the site, and click the trash can icon to delete the

site.
. ZEBRA
Infrastructure / Site Manager
MySItes + S + = Q <
® Al ~ 5
%P Default y gy, Mg
%97 Los Angeles ~ f E

Q@ nNorth LA Site
©Q southLa Sit%/' ]

Los Angeles

LITTLE 7€
HISTOF
DISTRE

5|

8

The third icon, a set of parallel horizontal lines, allows a site to be dragged to a different Site Group.

Adding Maps
One or multiple maps can be added under each site. Assets whose location is being tracked will be shown

on these maps. If you have a multistory building at a site, you may want to add a map per floor. If you have
a campus with several buildings and parking lots and you would like to add a map for each of them.

12
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To add a map under a site, hover over the site name or next to it, and observe the Edit icon (pencil icon)
next to it. Click the Edit icon. In the example below, we click on the Edit icon next to the North LA Site:

U ZEBRA

Infrastructure / Site Manager

My Sites + croup + sie Q| €

@ Al A 2
G ANGELING
%97 Default y oo e i
s fis
%" Los Angeles A :

Q@ nNorthLASite ' W

@ south LA Site A 9

]

Los Angeles

UITTLE TOKYO
J HISTORIC
(D) . DISTRICT

Update Site . L"'}'{“?S'"
Site Name Palndale ) - Ve Adelant
North LA Site | S Victorville
Location Phelan Hesperia
Santa Clarita
M%O}Ol:l(} d Ave, Los Angeles, CA 90012 ° o
i insl\r;ge\es v @ @
= e gesopena T San Bernardif
tos Angetes B Ontario
e o © Riverside
Torrance @ & Anaheim ® @
Santa Ana
Huntington|ine
ach
Mission Viejo s
CANCEL SAVE ted
Click the + Upload link:
X
Upload Site Map
Name
File
Max Zoom Level
4 v
CANCEL UPLOAD
Provide the following information:
Name: Enter any map name you deem appropriate
File: Click the Select Site Map button and browse to the location on your local computer

where the map file you want to upload resides. In MWE 2.0, only windows
metafiles (.wmf) are supported.

Max Zoom Level: | This defines how many times you will be able to zoom in when displaying the map
in the web client. The default value is 4 and the maximum available value is 8. For
large files, a lower zoom level will result in a smaller upload time.

13
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Once you have selected a map file (.wmf), the map file name will be displayed:

Upload Site Map
Mame
Office Area
File
NorthLA_Office.wmf
Max Zoom Level

4 v

CANCEL UPLOAD

Click the Upload button. The upload process may take from a few seconds to many minutes, depending
on the map size and Max Zoom Level selected. The reason is that the map is both being uploaded and

tiled for later use. Tiling is done only once when uploading a map into the system. Once the upload and

tiling process is completed, you will be returned to the site properties window.

The uploaded map name will be listed under Site Maps, and the map image will be displayed in the lower
section of the window, as shown in the figure below:

Update Site Lancaster -
Quartz Hill
Lake Los Angeles
Site Naifie Palmdale Adelanto
North LA Site \W Victorville
Ol
ten Phelan Hesperia
200 N Grand Ave, Los Angeles, CA 80012 Q Santa Clarita
b
Site Group
Los Angeles v o &
id Oaks ¥ u d
asadena @
Site Maps () i
E slpkad Los Angeles © Ontario
€ Office Area Pl | HI
I b Riverside
Note: Site ly saved
Torrance 0 @ anaheim m @
Santa'’Ana
Huntingtony . ine
CANGEL SAVE

You can add more maps. After adding a second map named Parking Lot, you will see:

Update Site Lancaster E
Quartz Hill
Lake Los Angeles
e o Palmdale Adelanto
: North LA Site A\ Victorville
=
Location - Phelan Hesperia
200 N Grand Ave, Los Angeles, CA 20012 | @ Santa Clarita
i)
Site Group
Los Angeles v s -
d0als Pasadena g
2 =i San Bernardi
Site Mope slipksad Los Angeles o Ontario
€  Office Area P | I
. o= Ty i
€  Parking Lot P4l | Riverside

Torrance &7 ¥ Anaheim @

@

Santa Ana
Huntingtonine

Office Area [ Parking Lot

CANCEL SAVE

The Edit (pencil) and Delete (trash can) next to each map entry in the figure above and allow you to edit
or delete a map file.

14
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Once you are done adding maps for this site, click the Save button. The tree-view pane will now show the
maps added under the North LA Site:

. ZEBRA

Infrastructure / Site Manager

My Sites + croup  + site Q| €
® Al ~
%P Default o W é
%97 Los Angeles S ¢ ;
@ north LA Site = F
€ Office Area > o y 0
€ Parking Lot
Los Angeles,
@ south LA site
e B et LITTLE TOKYO
Vi, T = HISTORIC
vl o L DISTRICT
(4..' "

Clicking on a map entry displays the map image in the map window:

{ﬁ'-. ZEBRA Dashboard Reports History infrastructure Confguration Users admin

infrastructure / Site Manager

My Sites =+ Group
o Al -
%F Default =
V Los Angeles -~ v
@ ronn LaSie ; T

# Office Area
$ Parking Lot

° South LA Site

Map cooidinate system is nol conligured

/‘ NOTE: In the figure above the label displayed on the lower right corner of the map window. It reads Map
= coordinate system is not configured. We have uploaded a map image, but we have not calibrated the map,
that is, we have not defined an x,y coordinate system for each map in order to correctly display asset

locations on the map image.

15
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Calibrating a Map

To calibrate a map, click the gear icon on the map window toolbar:

. ZEBRA

inirastructure / She Manager

Q@ Al -
%" Default =
%P Los Angeles ~lw —
Q northLasite & H
© office Area 5
e g I
° South LA Site T

Enter the known (x,y) coordinates for two points on opposite corners of the map. The example uses the
coordinates of the lower left and upper right corners of the square surrounding the map image, known from

a site survey.

Dsshboard  Pepots  Heslory Aerty inrasiructure

i ZEBRA

+Gros o+ Ste &

My Sites
& an -~ [+] [First Stepc Define paints
% Default Lower Left Point
% Los Angeles ~ _ ¥
@ rionth La site e o o e
‘Specify Upper Right Poin
® 0ffice Ares % —— ‘J reny

® packing Lot

@ soum La site =

L O

Click the Next Step button indicated by the red arrow in the figure above. You will see two yellow dots
labeled Lower Left and Upper Right which you can drag to the correct position on the map:

Dashboard  Reports  History  Alerts ‘Infrasmsc\ure Configuration  Users  admin ~

. ZEBRA

(€]  mirastructure / Sne Manager
North LA Site - Office Area

My Sites  + @roup  + site @ MAP
Save

3 Second Step: Position Icons on Map

® an
%P Default For better accuracy zoom in and position icons on map
%" Los Angeles ~
Q@ north L site
@ Office Area
€ Parking Lot
Q@ southiasite

For better accuracy, zoom in when positioning the yellow dots. You can zoom in and out using your mouse
wheel or the + and — buttons on the map toolbar.

16
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Finally, click the Save button:

i!_‘_ﬂ:,IEBﬂ,h Dasnocam  Reponts  Mistery Infrastructure  Configueation USES  admin ~

| (€] mmasuctuee s Sma Manager

My Sites 4 Group 4 Site Q MAP
© al B ] 5¢cond step: Position icons on Map
%P Detault For better accuracy zoom in and position icons on map
Los Angeles R
geb IO
Q nonh Lasie o -
# Office Area e [
# Farking Lot £ l 1 n ]

@ soutnasie IHe- -

The map is now calibrated. As you move your mouse over the map, observe the (x,y) coordinates
displayed on the lower right corner of the map window:

i ZEBRA Castbowd  Peports  Histoy  Aeds | Efastuciwe  Confguatin  Uses  admin =

[]  inbrastructure / Smm Manager

My Sites  + Group + site Q

® al -
%P Default =)
%P Los Angeles ~lw _
Q torth LASite o T I

& Office Area
#& Parking Lot | IH
9 South LA Site

(2a60,5858) |

17
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Registering a Zebra Location Appliance (ZLA)

A ZLA (Zebra Location Appliance) is an appliance that collects location and telemetry data from a variety
of sensor types and location devices, runs location algorithms and filters data, and forwards data across a
network to a MWE (Linux) server. A ZLA can be a physical device as in the picture below, or a virtual
machine.

Zebra Location Appliance (ZLA)

A deployment of MWE may or may not require a ZLA. For example, MWE 2.0 supports deployment of fixed
passive RFID readers without using a ZLA. Also, you could have a location sensor or third-party
application feeding data to MWE via the MWE API. However, most type of sensors supported by MWE 2.0
do require a ZLA.

A ZLA needs to be registered with a MWE server for the ZLA to be able to forward data to that server, and
for the MWE web client to be able to monitor, configure, and update the ZLA. If a ZLA was registered as
part of the MWE software installation process (see the MWE 2.0 Installation Guide) then the ZLA will
already be listed in the Infrastructure - Appliances page:

e . http://10.21.205.45/#/appliances - O Search... P~ PR -

& Zebra Enterprise Motionwo... L]

Q\It.ZEBRA Dashboard Reports History Alerts | Infrastructure Configuration Users admin ~

Infrastructure / Appliances C' Refresh 5" Start / Stop Services ‘\ Logs u More 1 Results

Appliance Firmware Version Last Firmware Update Last Config Update Message Filters

O vzla20 Failed 1.2.01 None None

The Status column will show Failed or Activating until a site.json configuration files is published to the
ZLA using System Builder. See System Builder on page 22.

_/‘ NOTE: The ZLA firmware version must be 2.0.0-1 or higher. See the MWE 2.0 Installation Guide for details
4 on upgrading the ZLA firmware.

If the ZLA for a site has not yet been registered, here are the steps to register it (see the MWE 2.0
Installation Guide for more details):

1. Log into the ZLA using the root account (obtain login credentials from Zebra) and open a Terminal
window. You can use Putty or similar SSH client to remotely access the ZLA.

2. Change directory to /opt/zebra/zla/icsagent and run the configure script:

# cd /opt/zebra/zla/icsagent

18
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# ./configure.sh

You will be prompted to enter some information and answer some yes/no questions. Answer as shown
in the figure below. For Server Host, enter the fully qualified domain server name or IP address of

your MWE Linux server.

3. Run the register script:

# ./register.sh

You will be prompted to enter some information and answer some yes/no questions. When prompted,
enter Username / Password (default is admin / admin) and enter a name of your choosing for the ZLA.
This name will be displayed in the MWE web client.

,c_[-?root@FWA32?O—ZEBRA—4:/ODt/zebra/zIa/icsagent = | B || 2%
@ FW, —~ZEBRA nt]#

m

4. Restart the icsagent daemon:

# systemctl restart icsagent

At this point, the ZLA should be listed in the Infrastructure > Appliances page of a web client
pointing to the MWE server.

19
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Associating a ZLA with a site

Once a ZLA has been registered with a MWE server, a web client pointing to that server will show the ZLA
listed in the Infrastructure > Appliances report:

e §. hittp;//10.21.205.45/%/appliances « ¢ || search P RRARAEC L)

@ Zebra Enterprise Motionwo... % |

Q\".ZEBRA Dashboard Reports History Alerts | Infrastructure Configuration Users admin ¥

Infrastructure / Appliances C'Refresh 7" Slart/ Stop Services W\ Logs £} More 1 Results

Appliance Firmware Version Last Firmware Update Last Config Update Message Filters

(] vzla2o Failed 1.2.0-1 None Hone

NOTE: The Status column will show Activating or Failed until a site configuration file is uploaded to
the ZLA using the System Builder tool as explained in System Builder on page 22.

NOTE: The ZLA firmware version must be 2.0-1 or higher. Refer to the MWE 2.0 Installation Guide for
details on upgrading the ZLA firmware.

The next step is to associate the ZLA with a site by specifying the site where the ZLA is located, so that
tags and assets located by that ZLA will be reported by MWE in the correct site and on the correct map.
For example, if the ZLA in the figure above, named vz1a20, is physically located at our North LA Site,
receiving and processing tag blinks from sensors at that site, we need to associate this ZLA with the North
LA Site. To do so, select the ZLA (check the checkbox in the first column), click the More link on the report
menu bar, and select Edit Appliance from the popup menu:

Add Appliance

vzla20 Failed 1.2.0-1 ) None Edit Appliance o

Delete Appliance
Reboot ZLA

Upgrade Firmware

OO m N +

Manage Filter Profiles

Update Appliance

Appliance Name
vzla20
uuibD
Oe48bcfa-235d-4ae2-8c6c-f12c2a5424b3
Files
UPLOAD PUB KEY FILE

Site
North LA Site

CANCEL SAVE

20
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Click the down arrow in the Site field and select the correct site (North LA Site in our example) from the
drop-down list. Click Save. The Appliances page will now show under the Site column the site associated
with the ZLA:

]
Qh.IEBRA Dashboard Reports History Alerts | Infrastructure Configuration Users admin ¥

Infrastructure / Appliances C Refresh  F°Start/Stop Services A\ Logs  LXMore 1 Results

Site ‘ Appliance Status ‘ Firmware Version Last Firmware Update ‘ Last Config Update Message Filters

Morth LA vzla20 Failed 1.2.041 (N None M) None

A ZLA can be associated with only one logical site defined in the Site Manager page (see Adding site
groups, sites, and site maps on page 8). In practice, you can have several physical sites associated with a
single ZLA by adding multiple maps (one or more maps per physical site) under a logical site in the

Site Manager page.

21
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System Builder

The System Builder tool is used to define the configuration file consumed by a ZLA (Zebra Location
Appliance). If your MWE deployment does not require a ZLA, then you do not need to use System Builder.

If your deployment does require a ZLA, then the next step in the system configuration is to use System
Builder to perform the following tasks:

On the map, add and place the location sensors and other infrastructure devices that are or will be
installed at the site.

Specify the location algorithms to be used at the site. This is necessary only for some types of sensors.

This section describes the basic steps in System Builder required to perform the above tasks. For more
detailed information on System Builder functionality, refer to the System Builder User Guide.

Launching System Builder

The System Builder tool is installed by the MWE Tools installation program and can be run on the MWE
Windows Application Server or on any laptop.

1. To launch the tool, click the Zebra icon on the Windows taskbar. The tool launcher opens.

o BhEERE sem

2. Select the Installation tab and click the System Builder link:

[#] : WihereTosks Launcher jBE
Be ESt L
WhereTools
Launcher
Dpmsion | Adwewasion | Dhagrosics | | inutelation| | Bocumentston
—Actions Indre.str
Megman Uninyd I e pschor e b matalaton
2 = 2 el wpgpading o e system by
o Sugtem Bukder ‘sl suppor anel movice

|

ern indtensten

Alternatively, use the Windows search tool to search for and launch System Builder.
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3. When prompted, select MNE mode (as opposed to VSS legacy mode):

m - [ O x
File Edit Operations Device View Lock Options Help
PoEdHimeoRedhARRL L ik @ G« " AEAEOAP OO0 NN OmME R oax000
ook ORANESBOALGO T T am: i BE AL 0

F Choose Program ...

Choose Program Mode:

VS5 MWE

4. Click the bownload tool button (down arrow icon) to download maps from the MWE server. You will be
prompted to connect to the MWE server.

5. Enter the server name or IP address of the MWE (Linux) server. The admin login account is the same
as for the web client.

& Choose MWE Server = '='-

MwE Server |1 92.168.30.143

Uszemarme Iadmin

Password I""""ﬁ

[~ Usessi Cancel Connect

6. Click Connect.

You will be prompted to select a site from a list of all the sites you have previously added in the web
client. In this case, this list includes North LA Site and South LA Site. For this example, select North LA
Site. Click OK, and observe the Site Attributes dialog window.

Select a Site -

North LA Site

South LA Site

Cancel aK

7. At the top center of the dialog window, verify that the WhereNet option is selected in the Hardware
Support pane.
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8. Accept all default settings and click OK:

Change Site Attributes

Site C
Site Name (1 - 19 chars)
Noith LA St

Site 1D (4 decmal digits)

555 23888241876 752336

Hardware Suppor
@ \herenet Dot

whetenet | herePart | Location Sensor |

[ Hardware Used At This Site |

Measurement Lni
* Fest

RTLS Apps At This St
ot e o C Meters
[ Locate I Comm
Defaul Obstuction Categon
Sigrificantly Obstuc_~

IP Address Mode

W Location Sensars [~ Enable IPv6 L5 |LP | ANDeviess |

R Prosimity Sensors Netwark Prefis

¥ Health Fief Tags

¥ Wieless Time Ref Tags

W WherePatts \(A_/U:N (B-wl Raan?[mg:swec

¥ FFID Readers 2 e

[ BLE Beasons i B! =l
Tag Location Based 0

¥ Linked Datthubs Bttt

v Cisco MSEs Defres
 Algoithm Piiorty

[~ ATR CLASs prifle=asic/asioripn dat

vt

[~ Geminis Y55 EaErD enable_tot

¥ 4052 or higher uriteteat

Default Device Commands

Change Defines

Cancel

The System Builder displays one of the maps (Office Area map) belonging to the North LA Site (see

Adding site groups, sites, and site maps on page 8).

File Operations

der. C

Devi Lock

Opti

Edit

w

SEEHE R ed

o [roORQ:

IS site: North_LA_Site.json

@) 2P Host
[ Location Sensors

[P Loc Health Tags
@ Wireless Time Tags
() Whereports
e BLE Devices
- Darthubs
W31 Cisco MSEs
TR ATRCLASS
™ Geminis
[ Tag Types
% Regions
oyt Islands
{7 Obstades
& Map Notes
¥ Consistency Errors

(114.7.109.8)

X

N ‘/
Pt
=

e il
VODOLOLO

==

3

9353.9, 34240

Coord system X/ ratio accurate within 0.0000%, or 0.00 feet
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9. To switch to the second map (Parking Lot map) belonging to the North LA Site (see Adding site groups,
sites, and site maps on page 8), click the Switch Map tool button.

Ele Edt Opempons Device |

LS System Buikder: C:Prog
Qe rew an:l.;. E.a:!mlu Help

5@ 8l %ol A KM Ly
SIS 19830 AHE@ *
i Siter Morth LA Sitejson b e,

] : Cable LengShs o Wa,
& oeM

Observe the list of all maps previously added under the North LA Site. Select the desired map to view:

Choose a Map | — I:'-

Office Area
Parking Lot

Cancel oK

After making any changes, publish to the MWE server or you can save locally to publish later.

10. To publish your changes, click the Publish tool button:

File Edit Opepitions Qevi:e View Lock Options Help
o PediAkayl Lo
o RORQHNOBEQALDE 7

X
R Site: North_LA_Sitejson  sg Err...
(- ) Cable Lengths M Wwa...
7% DEM \ £k

You will be prompted with a couple of confirmation windows.
11. Accept the default options and click Upload/OK when prompted.

When publishing in System Builder, the configuration information entered for the site is uploaded not only
to the MWE server, but also to the ZLA associated with the site. The location algorithms that run on the
ZLA need this information.

If you prefer to save your work to a local folder and publish later, select File > Save As... fromthe main
menu. System Builder will save all information in a text file, usually referred to as the site file, and it will also
automatically save to the same folder all map files (.wmf) associated with the site. The information in the
site file is in json format. You can later load the site file into System Builder by selecting File > Open
Site File.. from the main menu.
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Adding Infrastructure Devices

Devices that are installed as part of the location infrastructure may include different types of sensors or
devices supported by MWE, such as 24730 sensors, UWB sensors, passive RFID sensors, DART hubs,
BLE beacons, BLE bridges or mobile receivers, Zebra CLAS servers, Zebra Gemini, tag magnetic exciters,
time reference tags, and more. This section provides examples of how these devices are entered into the
system.

Entering the ZLA IP address

Before we add any devices, we need to enter in System Builder the IP address of the ZLA. As mentioned
in the previous section, when doing a Publish operation in System Builder, the system design information
entered into System Builder (such as location devices and location algorithms) is uploaded not only to the
MWE server but also to the ZLA associated with the site. This information is uploaded to the ZLA in the
form of a json file, named site.json and commonly referred to as the site file.

This site. json file is read by the ZLS Service and the Blink Service on the ZLA, these are the services that
run the location algorithms. The Blink Service will check that the ZLA IP address in the site.json file
matches the actual IP address of the ZLA,; if they don’t match, the Blink Service will not run.

1. To enter the ZLA IP address into System Builder, double-click the ZLP Host item in the tree-view pane:

‘ﬂ :
e u@l ___f't _a«?%_ _%
o ﬁ@aa TYTVYY

"-ﬁ-ste North LA Sitejson  Name

| ZLP Host
/ d Location Sensors
(G4 RFID Readers
Loc Health Tags
Wireless Time Taags
WherePorts

me BLE Devices
= Darthubs

ZLP Host Properties X

ZLP Host

Processor Roles

I~ Assoc [~ Time Service
[~ Locate

[~ Whereport [~ BLE Processor
[~ GPSProcessor [V I

I~ Survey

BLE Algorithms
Maximum likelihood (bilat or trilat) to
locate BLE receivers and beacons

Presence algorithm to locate mobile
BLE beacons
1P Address
" Generate From Device #
(= Spedfy By Hand

10.21.205,59|

Optional Description

Advanced oK Cancel
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2. Type in the correct ZLA IP address in the IP Address field and click OK:

3. If you click the Publish tool button (up arrow) on the top toolbar, the map calibration and ZLA IP
address is uploaded to the MWE server and to the ZLA, and the Infrastructure > Appliances page
in the web client should show Status = Running, and Last Config Update = Successful for the
ZLA:

] /
SeWa ReelANR
ﬁ-@@ﬁ&ngua{

x
L Siter Morth LA _Site jeon  Name

B 0P Host
LOCHBON SenEors
G RFID Readers

Loc Health Tags
Wireless Time Tags

QiuZEBRA Dashboard Reports History Alerts | Infrastructure Configuration Users admin ¥

Infrastructure / Appliances C Refresh 5> Start / Stop Services '\Logs £ More 1 Results

Site Appliance ‘ Firmware Version Last Firmware Update ‘ Last Config Update Message Filte ;

North LA Site  vzla20 Running 1.2.0-1 (W] None (/] Successful

Adding BLE Beacons

This section describes how to add BLE beacons. In one typical deployment scenario, BLE beacons are
placed at fixed locations throughout a facility. When a WhereNet tag with a built-in BLE scanner comes
close to a BLE beacon, the tag will read the beacon’s MAC address and other parameters, and include this
information in the tag blink (tag RFID transmission). A WhereLAN sensor hearing the tag blink will forward
the digitized information to a ZLA across the network. The Blink Service on the ZLA will read the MAC
address from the tag blink and assign to that tag the x,y coordinates of the BLE beacon having that MAC
address in the site.json configuration file published by System Builder. Finally, the Blink Service will
forward the tag ID, and x,y coordinates to the MWE server. This is essentially a presence location
algorithm.

Fixed BLE beacons can also be used to perform full locate (Presence, 2-D, 3-D) of BLE receivers, which
are devices that scan for Bluetooth smart beacon emissions and forward the data via a WiFi access point
to a (http) server or ZLA on the network. The receiver will forward the MAC addresses and RSSI signal
intensity of the fixed beacons it detected, and the Blink Service on the ZLA will then calculate the location
of the receiver using the known locations and RSSI values of the fixed beacons.
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To add a BLE beacon in System Builder:

1. Right-click on the spot on the map where you want to place the BLE beacon, and select New > New
BLE Beacon from the popup menu:

[ zLS System Builder: C:\tempS\SB_3010\North_LA_Site\North_LA Sitejson - u] X
File Edit Opentions Device View Lock Options Help
B3 A RO ARAS L L mex QMAREEAOB cimanalB @B
o [rokauN+BQLEETUD (v =[BEEL
x
33 Site: North LA Sitejson _Name
&) 2P Host . (114.7,109.8)
1 Location Sensors [y Select .
B\ RFID Readers e =<
[0 Loc Health Tags r " ™ Pan 1:
£ Wireless Time Tags = Zoomin  Ctrl+l
) Whereports 0 o =
e BLE Devices o [ [ & ZoomOut : 9
= Darthubs o 55 MaxZoom In g @
W& Cisco MSEs
- ¥ Fitln Window F2 8
M ATR CLASs i
B2 Geminis /[0 Show Thumbnail VODOLO00
Tag Types LA RedrawMap B -
£& Regions 18 — b
! Idands New B8 New Proximity Sensor
{2 Obstaces P New Location Sensor
& MapNotes
& Consistency Eirors ';EE B New WLN3 Sensor
[s) T New WLN3 Sensor (WiFi)
ey 4B NewDWR
B NewCPU
o
New Loc Health Tag
e . B New Wireless Time Tag = E
© New WherePort
& NewMap Note
@ New Reference Point
3 N
B New Darthub
o T |@ New RFID Reader
— M New Cisco MSE ]
™ New ATR CLAS
—_— e B New Gemini
28,1069 *** 2 Consistency Check Errors And 1

A BLE beacon icon is shown on the map where you right-clicked, and BLE1 is shown in the lists of BLE
beacons in the middle pane:

SR e ARRSL L @
XN eBQAHNEBTHm:

=
I

I Site: North LA_Sate json
&b P Host

P
wa BLE1
Location Sensors
b, RFID Readers
Loc Health Tags
\Wireless Time Tags

WherePorts
i BLE Devices
o Drthubs
M Cisco MSEs
M AR ooass
B Geminis
5 Tag Types:
£ Regons

o Islands
/T Obstades

2. Drag the BLE icon on the map to the desired location.

3. Double-click on the BLE icon on the map or on BLE1 in the middle pane. The BLE Properties window

will open:
[ BLEDevico BLE! Properties | — |21 [
ER BLE1
BLE Device Identity “BLE Device Info-
Number |1 Category [Beacon -
macmo | Model |
IMB 1000
Enabled [ MB2000
IMB200 1
IMB3000
Coordinates IMB3200
X Coord 209 IMB4000
IMB400 1
¥ Coord 88.0 Aruba Beacon

2 Coord 0.0

Optional Description
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4. In the Category drop-down list, select Beacon.
5. In the Model drop-down list, select your beacon model.
6. In the Beacon MAC/ID field, type in the Beacon MAC address.

The x,y values shown are the ones of the spot where you placed the BLE beacon on the map. If you
have more accurate x,y values (from a survey, etc), you can type them in the above window, and click
oK.

Add as many additional BLE beacons on each map as necessary. When you publish, all devices that
you have added will be shown in the Config > Hardware Devices page in the web client:

%‘.IEBRA Dashboard Reports History Alerts | Infrastructure Configuration Users

admin ¥

[E Reports / Hardware Devices @ RunReport  * Export @ Details 1 Results 1 ‘ B ‘ &

= D 1 filters ‘Nlme Site Names/ ‘Surveyx ‘ Surveyy = ©

Type
Al v

D BLE Beacon BLE1 North LA Site 202 894

Name

All v

Site Name v/
North LA Site - |

Adding BLE Receivers

A BLE receiver scans for BLE beacon emissions, filters beacons based on its scanning configuration, and
forwards data (such as a beacon’s MAC address) via a Wi-Fi access point to a (http) server or ZLA on the
network. Fixed BLE receivers placed at know locations can be used to locate mobile BLE beacons. BLE
receivers are also referred to as BLE bridges.

BLE Receivers are added in System Builder in the same manner and using the same dialog window as
explained above for BLE Beacons, with the difference that in the Category drop-down list you need to
select Receiver. In the Model drop-down list, select your receiver model:

BLE Device BLE1 Properties | — | & [

BLE BiE1
=
BLE Device Identity BLE Device Info
Number |1 Category |Receiver -

MAC/ID Model [
MB5000
v
Enabled [v Laens
Aruba AP Receiver
Coordinates ReceivelOhers

XCoord | 20.9 Calibration Beacon -
Y Coord 88.0 Config b

Z Coord 0.0

Optional Description

oK Cancel

A BLE receiver requires a receiver configuration file that specifies operating parameters and an IP address
where to post the data. Use the configuration drop-down list to select a configuration file for the receiver.
This list initially will be empty, as System Builder does not include any default configuration files. This
receiver configuration file is typically named ReceiverConfig.json, with an added suffix when working
with multiple configuration files.
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A BLE receiver needs to get initialized or ‘bootstrapped’ by downloading a bootstrap configuration file
named badge_config.json as explained in Appendix: BLE Receiver Configuration on page 63. This file
instructs the receiver on how to access a particular WiFi network and provides the receiver with the IP
address of the ZLA where to get the ReceiverConfig.json file. See Appendix: BLE Receiver Configuration
on page 63 for more details on the bootstrapping step.

1. Toload or create a ReceiverConfig.json file in System Builder, click the BLE Receiver tool-button
in System Builder shown in the figure below:

D —
BF LG ROOARRS LI wx MARARAOE B amW
ceroRaxE[+8Q L@@ tum: i =[PILL

k4

Ua Sie: Melbourne_Office json Name | Descrption |

2 Cable Lengths wx BLEL
@ ZLP Host e BLEZ —
i CPus |- \

This will open the BLE Receiver Config window:

i |

=
2. You can click the Import from File button to load previously defined configuration files. Otherwise,
you can create a new file as explained below.

3. To create a new receiver configuration file, click on the New button to open the BLE Configuration
Editor:

¢} BLE C ion Editor [=[= B
— s
= ety |
wL
[

Configuration
[
= Cancel
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4. In the Name field, enter a unique name for the configuration file, such as ReaderConfigl.

n BLE Configuration Editor CTE

Name

|ReceiverConfig1 Save Changes
Type , :
[Mpact =l AT

URL
http://192. 168.1.83:8005ReceiverConfig L json

Configuration
{ A
"scanIntervalinmilliseconds": 5ee,
"wifiTransmissionInterval®: 18,
“heartbeatIntervalinseconds”: 3@,
"timePullIntervalInMinutes™: 5,
“peaconwhitelist™: [{
"uuid”: "FE913213-8311-4A42-8C16-47FAEACO3SFE",
“type": "mpact”
Lt
"uuid”: "80901200-0080-1000-8000-80805FIB34FE",
“type": "ibeacon™
L {
"uuid": "FE913213-8311-4442-8BC16-47FAEACS3B0B",
"type": "mpact”

1,
"profiles”: [{
“name”: "Location Beacons”,
"profileLon”: o,
“profilexigh”: 993,
"beaconType1": "Mobile",
“proximityRanges™: [{
"name”: "Near",
"rssilon”: null,
"rssidigh": null,
"beaconnitcount™: 1,

v
< 7 Cancel

5. In the Type drop-down list, select a type of receiver: Mpact or Aruba.

Select Unknown for other types or if you don’t know the type. Selecting the correct type helps the ZLA
process data more effectively.

6. In the URL input box, copy and paste the value of the receiverConfigURL field from the
badge_config.json bootstrap file. See Appendix: BLE Receiver Configuration on page 63 for details.
For example, this value could be:

http://192.168.1.83:8005/ReceiverConfigl.json

The IP address in the URL above is the IP address of the ZLA. Port 8005 must be open on the ZLA.
ReceiverConfigl. json is the name of the configuration file to be retrieved by the receiver.

7. In the Configuration input box, type or paste the contents of ReceiverConfigl. json (see the sample
ReceivercConfig.json in Appendix: BLE Receiver Configuration on page 63). Note that the name of
the configuration file in the URL must be included in each of the serviceUrls as shown in the figure
below:

n BLE Configuration Editor [=[o |

C;::mw | S
r:::ct =l g

URL L 1
|ttp://192. 168.1.83:8005 ReceiverConfig L.json
Configuration
=sendClosestonly™: false, i

"suppressRepeats”: true

b

Lo

“name": "Asset Beacons”,

profileLow”: 1801,

“profilexigh®

"beaconType1”

“proximityranges
“name": y
"rssiLow™: null,
"rssinigh™: null,
"beaconsitCount™: 1,
"scanRetentionInterval™: 1,

"sendClosestonly™: false,
*suppressRepeats™: true
n
1,
"serviceurls™: {
“timeService™: "http://192.168.1.83:8005/Receiverconfigl/gettine”,
“eventService”: "http://192.168.1.83:8005/ReceiverConfigl/event/”,
“healthService": "http://192.168.1.83:8085/Receiverconfigl/health/~

31



MWE Configuration Guide

8. Click Save Changes. At this point your newly created ReceiverConfigl. json will be listed in the BLE
Receiver Configuration window:

] BLE Receiver Configuration [=[= =]
Type: Configurations:
Mpact - ReceiverConfig1 Import from File
WRL:
New
|htto://192. 168.1.83:8005ReceiverConfig1.js0n
coyon
{ ~
“scanIntervalInMilliseconds™: 500, Delete

“wifiTransmissionInterval™: 1e,
“heartbeatIntervalInseconds™: 3@,
~timePullIntervallnMinutes™: 5,

"60001200-0000 1000 -8000-00805FIB34FR"

“ibeacon”

“uuid™: "FE913213-B311-4A42-BC16-47FAEACI38DB",
“type™: "mpact”

I
"profiles™: [{
"name”: "Location Beacons",
"profileLow": o,
"profilexigh™: 993,
“beaconType1”: "
“proxinityRangs
“nane"
“rssilow":
“rssixigh®: null,
"beaconwitcount”: 1,
“scanretentionInterval”: 1,
"sendClosestonly”: false,
“suppressRepeats”: true

n

b
“name”: "Asset Beacons”,
“profileLow": 1001,

"profilenigh": 65534, o
oK
< (0 >

9. Click OK. You can similarly create multiple ReceiverConfig.json files. You are free to give these files
meaningful names of your choosing, but each name must be unique.

You should now be able to select a receiver configuration file for each BLE receiver that you add in
System Builder.

¢} BLE Device BLE2 Properties [ oI

BLE
= BLE2

BLE Device Identity BLE Device Info

Nomber 2 Category [Recever <]
macmo | Model [MB5000 =
Enabled [V

Coordinates Receiver Config

XCoord | 57.2 Calibration Beacon -
Yeoord [551 Config || -
2cod [ 05 rerrr—

Optional Description

OK Cancel

This section describes the Calibration Beacon field in the receiver properties window shown above. As
mentioned earlier, one can use a set of fixed BLE beacons at a site to locate mobile receivers.
However, as mentioned in the next section, one can also use a set of fixed receivers to locate mobile
beacons. In this latter case, using a calibration beacon can increase locate accuracy.

A calibration beacon is a BLE beacon placed at a fixed distance from a fixed receiver (check with Zebra
for the correct distance). This beacon should be configured with the same power settings as the mobile
beacons to be tracked and located. This allows the location algorithm to know the intensity of the BLE
beacon signal at a given distance from the BLE receiver.

_/‘ NOTE: BLE beacon power and other settings are configured using an Android mobile application
|-'~_-‘| discussed in separate documentation.
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10. To add a Calibration Beacon in System Builder, simply add a BLE beacon as explained in Adding BLE
Beacons on page 27. Then you will be able to select it in the Calibration Beacon drop-down list in
the receiver properties window:

¢ ] BLE Device BLE2 Properties | == [
BLE g g2 b
=
BLE Device Identity BLE Device Info
Number [2 Cateory [Recshver |
MAC/ID [aa:00:11:22:33:44 Model [MB5000 |
Enabled [v
Coordinates Receiver Config
Xcoord | 57.2 Calibration Beacon | -
Y Coord 55.1 Config [ReceiverCo
ZCoord | 0.0
Optional Description
oK Cancel

Locating with BLE Beacons and BLE Receivers

We have described in the two previous sub-sections how to add infrastructure BLE beacons and BLE
receivers to the system using the System Builder tool. This section describes location algorithms
supported for various combinations of BLE beacons and receivers.

First a note on nomenclature:

An infrastructure or fixed beacon or receiver is a beacon or receiver that is installed at a fixed position at
a site and is added in System Builder as part of the site’s location infrastructure.

And asset or mobile beacon or receiver is a beacon or receiver that can move around a site and is
being tracked and located by the infrastructure or fixed beacons and receivers.

Secondly, the different algorithms involving BLE beacons and receivers are enabled/disabled via
checkboxes in the ZLP Host Properties window:

LLF 1IUBL VPSS ~

ZLP Host

Processor Roles
[~ Assoc

[~ Locate
[~ Whereport [ BLE Processor
[~ GPSProcessor 1o DREwe!

[~ Survey

(" BLE Algorithms
r Maximumn ikelihood (bilat or trilat) ta
locate BLE receivers and beacons

r Presence algorithm to locate mobile
BLE beacons

1P Address
(" Generate From Device #
(¢ Specify By Hand

|1n.21.2ﬁ5.59

Optional Description

Advanced | OK Cancel
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The table below presents some possible deployment scenarios and the supported location algorithms. It
also indicates what checkbox to check in the ZLP Host Properties window to enable the algorithms.

Option to select in ZLP

Deployment Scenario Supported Location Algorithms Host Properties Window
You would like to locate Presence This is the default
mobile receivers using fixed algorithm. No option needs

Mobile receivers are located using fixed
beacons and the Presence algorithm,
that is, a mobile receiver is reported to be
at the x,y coordinates of the closest fixed
beacon.

to be selected in the ZLP
Host Properties window.

beacons.

Full locate Select Maximum

In this case, mobile receivers are located | 1ikelihood..

using fixed beacons and the MLE
(Maximum Likelihood) algorithm. This
algorithm first attempts a trilat solution
(on a plane), then a bilat solution (on a
line), then a Presence solution (x,y set
equal to closest fixed beacon), in that
order. If the algorithm can calculate a
trilat solution, it will report it; otherwise it
will attempt a bilat solution. If it can’t
obtain a bilat solution, it will use a
Presence algorithm.

_/‘ NOTE: When MLE is enabled,
7¥%2| mobile beacons in the vicinity of

mobile receivers that have been
located by MLE will be reported at the
same location as the mobile receivers. In
other words, mobile beacons will
automatically be located using the mobile
receivers of known location and a
Presence algorithm.
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Option to select in ZLP

Deployment Scenario Supported Location Algorithms Host Properties Window

You would like to locate Presence Select Presence
mobile beacons using fixed | \obile beacons are reported to be at the algorithm to locate

receivers. x,y coordinates of the closest fixed mobile BLE beacons
receiver.
Full locate Select Maximum likelihood

In this case, mobile beacons are located
using fixed receivers and the MLE
(Maximum Likelihood) algorithm. This
algorithm first attempts a trilat solution
(on a plane), then a bilat solution (on a
line), then a Presence solution (x,y set
equal to closest fixed beacon), in that
order. If the algorithm can calculate a
trilat solution, it will report it; otherwise it
will attempt a bilat solution. If it can’t
obtain a bilat solution, it will use a
Presence algorithm.

You would like to locate Presence Select BLE Processor
Coffey tags (WhereNettags | |, this scenario, Coffey tags (WhereNet

with built-in BLE scanner) tags with a built-in BLE scanner) are

using fixed beacons. located by fixed beacons using Presence,

that is, a tag will be reported to be at the
X,y position of the closest fixed beacon.

Adding DART Hubs

A DART hub receives DART tag blinks from various DART sensors connected to it, runs the configured
location algorithms, and generates locate packets (tag blinks with x,y coordinates) that are made available
via a TCP port for other applications to consume. A ZLA can connect to this port, retrieve the DART blinks,
optionally apply filtering, and forward them to the MWE server.

For a ZLA to connect to a DART hub, the hub needs to be added in System Builder. To do so, you can so
one of the following:

¢ Click Darthubs in the tree-view, then right-click in the middle pane, and select Add Darthub from the
popup menu:

[ zLs System Builder: C:\temp5\SB_3010\North_LA_Site\North_LA Sitejson

File Edit Operations Device View Lock Options Help

8- RO ARSLL L miyx @[AEF

coroeeaxzmeBQrA®@®TUm:i DD
=

35 Site: North_LA Site.json _Name | Desaription
: Host

£ Wireless Time Tags
O Whereports
we BLE Devices

rthubs

* Right-click anywhere on the map window where you would like to place a DART hub, and select New >
New Darthub from the popup menu.
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¢ Click the Create Darthub button on the toolbar.

. o I
[roeaxmeBqgre®etum .  =[Boss

®
T Site: North LA _Site.json _heame | Description !
{ ﬂ 27 Host
Locaton Sensors
i, RFID Readers & (1147 109 £)
Log Health Tags

| T “J 0
Wirsless Time Tags \/ = *—‘——,‘]1 -
WharePorts A s f — _
me BLE Devicss V i . —| L-l:ll z |
bt ¥ = -l e

In the Darthub Properties window, enter the IP address of the DART hub and click OK.

I Darthub UWBL Properties [eI®] =]

- UWB1

[Darthub Identty —————|

Number [t
PAddress  [10.21.205.14

Enabed [V

[ Coordinat

s
X Coord | 126.2

Y Coord | -394
ZCoord | 0.0

Optional Description

-4

Adding Passive RFID Readers

Passive RFID readers scan and capture data from passive RFID tags near the readers, including the ID of
reader and antenna capturing the data, the tag ID, and other encoded tag data. The ZLS Service on the
ZLA gets this tag data across the network from the readers, assigns the x,y coordinates to the tag data per
the antenna ID in the site.json file, and optionally applies data filters configured in the site.json file.
Finally, the ZLS Service forwards the data to the MWE server.

This section describes the basic steps to add an RFID Reader in System Builder. For more details, please
consult the VSS 4.2 Support for Passive RFID Tags rev.1.2 document available from Zebra Product
Support.

Typically, a passive RFID reader will require two configuration files, usually named ADD_ROSPEC.xml1 and
SET_READER_CONFIG.xml. If you are planning to also read the User Memory block on a passive RFID tag,
you will need a third configuration file typically named ADD_ACCESSSPEC. xml.

The parameters controlled by these configuration files will not be discussed here; it is assumed that the
user has some basic familiarity with passive RFID readers and configuration files. It is possible to load
multiple configuration files into System Builder and then assign them to passive RFID readers defined in
System Builder.

36



MWE Configuration Guide

1. To load passive RFID reader configuration files in System Builder, click the Manage RFID Reader
Configs button on the toolbar, shown in the figure below.

ﬁ ZLS System Builder: C\Testing - MWE\SystemBuilder\5an_Jose\San_Jose json

File Edit Operations Device View Lock Options Help

BEHE RO EARALS L imE«xAMEEEAONBamE
c o RORQAXE[+B QARG FITHE = PEEL

b4
G Sike: San_Jose.json Na... |
D Cable Lengths
@ ZLP Host
B CPUs
¥l Location Processors
I Location Sensors
& RFID Readers
@ Locating Antennas
Loc Heakh Tags

This opens the RFID Reader Configuration window.

[ARFID Reader Configuration [E=]r=]

<xml version="1.0" encoding="UTF-8"2> - [ADD ROSPEC —
<11rp:SET_READER_CONFIG xmlns:1lrp="http://ww.11rp.org/1t =
<1lrp:Reset’ 1£>1</11rp: SET_READER _CONFIG
<1-- all the events are disabled. Change from @ to 1 tc New
<11rp:ReaderEventliotificationSpec>
Ed

<11rp:EventNotificationState> it

<11rp:EventTypesReader_Exception_Event</11|=

<Alrp:NotificationState>d</11rp:Niotificati
</11rp:EventliotificationStates Delete
<llrp:EventliotificationState>
<11rp:EventType>GPI_Event</1lrp:EventType>
<Alrp:lotificationState>d</1lrp:Notificati
</11rp:EventliotificationState>
<11rp:EventliotificationState>
<11rp:EventType>R0Spec_Event</11rp:EventTy
<Ulrp:lotificationState>d</1lrp:Notificati
</11rp:EventliotificationState>
<1lrp:EventliotificationState>
<Llrp:EventType>ATSpec_Event_liith Detailsc
Alrp.
</11rp:EventliotificationState>
<1lrp:EventliotificationState>
<llrp:EventTypesReport_Buffer Fill Warning
<1lrp:NotificationState>d</11rp:Notificati
</11rp:EventliotificationState>
<llrp:EventliotificationState>
<lrp: pe>ATSpec_Event</11rp:
<Ilrp:NotificationState>d</11rp:Notificati

</11rp: EventlotificationState>
<11rp:EventNotificationState>
<11rp: EventType>RFSurvey_Event</1lrp:Event
<11rp:NotificationState>d</11rp: Notificati
</11rp:EventlotificationState>

E

< i ] »

2. Click Import From File, browse to the file you want to load (ADD_ROSPEC.xml in the example below),
optionally edit it, and then click Save As New Config.

EM RFID Reader Configuration Ee]=]

RFID Config Editor @] J
Name J
[ADD_ROSPEC .

Text Save As New Config

<2xml version="1.0" encoding="UTF-8"2> P
<11rp:ADD_ROSPEC xmlns:1lrp="http://www.11rp.org/1tk/schema/core/encoding/xml/1.8" Ver [~
<I1rp:ROSpec>
<11rp:ROSpecID>1</11rp:ROSpecID>
<1lrp:Priority>8</1lrp:Priority>
<11rp:C i 11rp:C =
<11rp:ROBoundarySpec>
<11rp:ROSpecStartTrigger>
<11rp:ROSpecStartTriggerType>Inmediate</11rp:ROSpecSta
</11rp:ROSpecStartTrigger>
<11rp:ROSpecStopTrigger>
<1

rigg

iggerType>Null</1
<11rp:DurationTriggerValue></11rp:Durati
</11rp:ROSpecStopTrigger>
</11rp:R0BoundarySpec>
<11rp:ATSpecs
<11rp:AntennalDs>6</11rp:AntennalDs>
<11rp:ATSpecStopTrigger>
<11rp:ATSpecStopTriggerTypesull</11rp: ATSpecStopTrigg J
p:

<1lrp: 88 88
a </11rp:ATSpecStopTrigger>

<11rp:InventoryParameterSpec> -
Tl « i » € e

You can repeat the above steps for SET_READER_CONFIG.xml and additional versions of these two
configuration files. The RFID Reader Configuration window will show a list of the configuration files that
have been loaded into System Builder:
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A RFID Reader Configuration

[Ee])f=
0" encoding:

ET_READER_CONFIG menJ;‘USE;E ;itp://ww.]lrp.arg/l! E 7CONFIG

p: y >1¢/11rp:

all the events are disabled. Change from @ to 1 tc New
Edt
Delete

<2xml version:
<lrp:

<11rp:ReaderEventfiotificationSpecs
<11rp:EventliotificationState>
<11rp:EventType>Reader_Exception_Event</11
<11rp:NotificationState>d</1lrp:Notificati
</11rp: EventhotificationState>
<11rp:EventllotificationState>
<11rp:EventType>GPT_Event</11rp:EventType>
<11rp:MNotificationState>d</1lrp:Notificati
</11rp: EventNotificationState>
<11rp:EventliotificationState>
<11rp:EventType>ROSpec_Event</11rp:EventTy
<11rp:NotificationState>d</1lrp:Notificati
</11rp: EventhotificationState>
<1lrp:EventllotificationState>
<11rp:EventType>ATSpec_Event_With Detailsc
<11rp:NotificationState>d</11rp:Notificati
</11rp:EventliotificationState>
<11rp:EventliotificationState>
<11rp:EventType>Report_Buffer_Fill Warning
<11rp:NotificationState>d</11rp: Notificati
</11rp: EventhotificationState>
<1lrp:EventliotificationState>
<11rp:EventType>ATSpec_Event</11rp:EventTy
<11rp:NotificationState>d</1lrp:Notificati
</11rp: EventNotificationState>
<11rp:EventliotificationState>
<11rp:EventType>RFSurvey_Event</11rp:Event
<11rp:NotificationState>d</1lrp:Notificati
</11rp: EventhotificationState>

I

I

2
\i
R

If you are planning to read the User Memory block on a passive RFID tag, you must add an
ADD_ACCESSSPEC. xml configuration file.
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1. To add a passive RFID reader in System Builder, select the RFID Readers item in the tree-view,
right-click in the middle pane and select Add RFID Reader from the popup menu:

m ZLS System Builder: C\Testing - MWE\SystemBuilder\San_ose\San_losejson

File Edit Operations Device View Lock Options Help

DEHEC R OE - ARAL L i e @ EAEMEAO

co[reeeaxnesoree@Ftum s @Eas
x

s Site: San_Jose.json Na... | Description

D Cable Lengths

& ZLP Host

£ cpus

{7 Location Processors

¥l Location Sensors

& RFID Readers

Locating Antennas

Loc Health Tags

Wireless Time Tags [ Add RFID Reader

& WherePorts
& Reference Points

til Access Points
@ WhereTracks

s BLE Beacons
& Darthubs
Ao

The RFID Reader properties window opens.

[ RFID Reader RDR1 (1) =]
RFID Identty | Antennas |
-RFID Reader Identity —————

Number [1
Enabled [
Network Model | d =l
@ P4 C P6 Date Instaled [12/30/1899
1P Address Serial Number
Description
Mac Address I
["RFID Reader Location tocation Lock
~Location From... ,Z_'L‘;L -
@ Survey Point o
™ Ignore Pings On Other Floors.
C TypeIn Coords
" Mouse Posttion [LockType ———

€ None
[survey Pont— ) € RFID XY

Bl € RFID Zore

Edit

XCoord [108.7

Y Coord | 894

ZCoord | 0.0 Change Defines
Reader Config [SET_READER_CONFIG |
RO Spec Access Spec
ADD_ROSPEC

=

The RFID Reader properties window has two tabs, namely, RFID Identity and Antennas, as seen in the
figure above. In the RFID Identity tab, the following parameters are required:

¢ |P address

* Model: the drop-down list shows the RFID reader models currently supported. Most of the times
selecting Generic Reader will suffice for any RFID reader supporting the LLRP protocol.

* Coordinates (x,y) for the reader body (not antennas). You can type in the x,y coordinates, or you can
drag the RFID Reader icon on the map to the desired position.

* A SET_READER_CONFIG file. A single such file can be selected per reader.
¢ At least one ROSpec file
¢ Atleast one Access Spec file if you would like the reader to read a tag’s User Memory block

Optionally, commands and configuration parameters can be entered in the Defines section for each
reader.
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The figure below shows the Antennas tab:

@ RFID Reader RDR1 (1)

RFID Idertity Antennas |

-Antennas Configuration

Yes 90.9, 684, 0.0

2
3 Yes 90.9, 684, 0.0
4

Yes 90.9, 684, 0.0

Each antenna entry in the Antennas page can be edited by double-clicking on the corresponding line.

% RFID Reader RDR1 (1) [x]

Ankenna Defirition

Humber [+ Enabled [
Bestription [

Artenna Location——| [-Antenna Defines

X Coord [ 90.9

¥ Coord | -88.4

2 Coord | 00

Change Defines
apply Cancel

Enable as many antennas as are connected to the reader and make sure to enter the correct x,y,z for each
antenna. Optionally, antenna commands or configuration parameters can be entered in the Antenna
Defines section for each antenna. Click OK once you have entered all required information.

You can add as many additional RFID Readers on each map as necessary. When you publish, all devices
that you have added will be shown in the Config > Hardware Devices page in the web client.

Adding Gemini Devices

Zebra’s Gemini is a software module that consumes location data from certain devices, such as Zebra BLE
beacons and receivers, and can forward it to a Kafka server in a predefined json format (Gemini format). In
this context, such devices are sometimes referred to as Gemini devices. Please see the Gemini
documentation for details on configuring the Gemini software.

The ZLA in the MWE system can read data from the Kafka topic being populated by Gemini on a specified
server, process it, and forward it back to the MWE Linux server as standard tag blink locate packets.
Therefore, the Gemini data will be displayed in the MWE web client reports and map, be available via the
MWE REST API and Camel interface, be used to define rules in the Business Rules Engine, and more.
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To add a Gemini device in System Builder, click in the Geminis item in the tree-view, then right-click on
the middle pane and select Add Gemini from the popup menu:

File Edit Operations Device View Lock Options Help
EEe- RedtANGLL L mx @
o hOR_RNESBQA®D T m: "

x

"@sate:mrm_m_sue.mm Hame | Description |

B 2P Host

Location Sensors
i |5y RFID Readers
il Loc Health Tags 7
R Wireless Tme Tags % ok
i O WherePorts LW 4 f—l
{~-ui BLE Devices X LJ
-4 Darthubs /)
-y Cisco MSEs

| ATR CLASS

|- M Geminis

B Tag Types

(T Regions

|--oyt Islands |
|-~ EF Map Notes | ”V

fiar |
¥ & C

Add Gemini.%. |

This opens the Gemini Properties window:

Gemini GEM1 Properties - O X

= GEMI

Gemini [dentity Coordinates
Number |1 X Coord | 39.1
Enabled v ¥ Coord | -27.5
Date Installed | 7/27/2019 ~ ZCoord| 0.0

Access Parameters
Kafka Brokers |10.21.205‘45:90‘92

Input Sensing Topic |mwe‘ds\hcs.sersing

Device Type |BLE v

Optional Description

oK

The info provided in this window is used by the ZLA to retrieve Gemini data from the specified Kafka server
and Kafka topic.

Kafka Brokers Enter the IP address of the server hosting the Kafka topic being populated by
Gemini and the port where Kafka is listening. The format is IP_Address:Port
as shown in the figure above. The IP address will normally be the IP address
of the MWE Linux server, but it could be of any server hosting a Kafka
instance. The Kafka port is typically 9092, and it will be 9092 for Kafka hosted
on the MWE Linux server. It is possible to specify several kafka servers by
entering: IPAddressi1:Portl,IPAddress2:Port2

Input Sensing Topic Enter the name of the Kafka topic being populated by Gemini. This name can
be configured in a Gemini configuration file; please see the Gemini
documentation for details. In figure above, for example, the name of this topic
is mwe.sensing.device.

X,Y,Z Coordinates These coordinates are for information purposes only and are optional, as the
server hosting Gemini can be a remote server and the location of this server
has no bearing on the data being reported by Gemini. If you leave these
coordinates blank, System Builder will default them to 0.
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/‘ NOTE: Gemini devices, as well as Zebra CLAS servers and Cisco MSE servers, are supported in System
= Builder version 3.0.1 and later. If you don’t see these items in the System Builder tree-view, please
double-click the Site entry at the top of the tree-view to open the Change Site Attributes window, and
verify that the desired devices are selected, as shown in the figure below.

<] ZLS System Builder: CAProgram Files («86)\Zebra\ZLP\ZL PTools\North_LA Site\North LA Si

eice Vien _Lock_Opiions il
e AL L Lmiox AERAROO BB aman ot

o0 _ome | Descroton

Adding CLAS Servers

Zebra’s ATR CLAS (Configuration, Location Analytics Software) is a server software module that collects
data from ATR RFID readers and can post this data to a remote Kafka server, using the default topic name
rtls.tag_location_update.v2.json. Refer to the the CLAS documentation for details on configuring the
CLAS software.

The ZLA in the MWE system can read data from the Kafka topic being populated by CLAS on a specified
server, process it, and forward it back to the MWE Linux server as standard tag blink locate packets.
Therefore, the ATR RFID reader data will be displayed in the MWE web client reports and map, be
available via the MWE REST API and Camel interface, be used to define rules in the Business Rules
Engine, and more.

To add a CLAS server in System Builder, click on the ATR CLAS item in the tree-view, then right-click in the
middle pane and select Add ATR CLAS from the popup menu:

m ZLS System Builder: C:\Program Files (x86)\Zebra\ZLP\ZLPTools\San_Jose\Sar

File Edit Operations Device View Lock Options Help

SEHA R OE[ ARSI L™

LYY D YL ERE
x

';! Site: San_Jose.json Name | De tion
-} ZLP Host
]l Location Processors
- {Efl Location Sensors
B\ RFID Readers
Locating Antennas
% Loc Health Tags
@ Wireless Time Tags
WherePorts
8 Reference Points
&l Access Points
e BLE Devices
@ Darthubs
% Cisco MSEs
™ ATRCLASs

Add ATR CLAS
b

= Geminis
&g Dynamic Device Locates
[ Tag Types
{7 Regions
- e

T,
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This opens the ATR CLAS Properties window:

[A  ATRCLAS CLAS2 Properties | = | O [ |

—_—

7= CLAS2

ATR

ATR CLAS Identity | - Coordinates
Number [@ X Coord | 10.8
Enabled W ¥ Coord | 22.7

Date Installed | 10/ 1/2019 ~ ZCoord | 0.0

Access Parameters
Kafka Brokers |192.168.30.213:9092

Input Sensing Topic |Fﬂ5‘tag_\DCEhm_updaﬁe.v2.;son
Server URL |https://192.168.30.206

User Name  [rtisadmin Password [Z@EtR 11§
Optional Description
oK Cancel

The info provided in this window is used by the ZLA to retrieve CLAS data from the specified Kafka server
and Kafka topic.

Kafka Brokers Enter the IP address of the server hosting the Kafka topic being populated by
CLAS and the port where Kafka is listening. The format is IP_Address:Port as
shown in the figure above. The IP address will normally be the IP address of
the MWE Linux server, but it could be of any server hosting a Kafka instance.
The Kafka port is typically 9092, and it will be 9092 for Kafka hosted on the
MWE Linux server. It is possible to specify several kafka servers by entering:
IPAddress1:Portl,IPAddress2:Port2

Input Sensing Topic Enter the name of the Kafka topic being populated by Gemini. By default,
CLAS posts data to a Kafka topic named rtls.tag_location_update.v2.json

X,Y,Z Coordinates These coordinates are for information purposes only and are optional, as the
server hosting CLAS can be a remote server and the location of this server has
no bearing on the data being reported by CLAS. If you leave these coordinates
blank, System Builder will default them to O.

CLAS Server URL, These parameters are optional. If provided, and if the CLAS version is 2.2.28 or
User Name, and higher, then the ZLA will automatically contact the CLAS server and supply the
Password Kafka Brokers and Input Sensing Topic values entered in the ATR Properties

window so that CLAS posts data to the specified Kafka server and Kafka topic.

If the CLAS Server URL, User Name, and Password are not provided in the ATR CLAS Properties window,
or the CLAS server is running a version lower than 2.2.28, then the following parameters must be manually
configured in the rtls.conf configuration file on the CLAS server:

location_endpoint_addr = <MWE-LinuxServer-IP>:9092

location_endpoint_topic = rtls.tag_location_update.v2.json

location_analytics_site_id = <MWE-MapID>

Where <MWE-MaplD> is the id of the Map in MWE, and where the blinks should be posted. This MapID
can be read from the MapID column in the Tags report in the MWE web client.

The CLAS service must be restarted for changes in rtls.conf to take effect. Refer to the CLAS
documentation for more details on configuring the CLAS software.

43



MWE Configuration Guide

Adding Cisco MSE

MWE can consume and process locate data generated by one or more Cisco MSE’s. A Cisco MSE is
added to MWE by simply specifying the URL (REST API URL) and login credentials for the MSE in System
Builder. The map file, map name, and map calibration used by MWE and MSE must be the same. The
origin of the coordinate systems in MWE and MSE, however, can be different. MWE will automatically
convert the x,y coordinates received from the MSE system to the MWE coordinate system.

1. To add a Cisco MSE device in System Builder, click on the Cisco MSE item in the tree-view, then
right-click on the middle pane and select Add Cisco MSE from the popup menu:

ZLS System Builder: C:\Progr
File Edit Operations Device View Lock Options Help

PEEe Ded b ARALL L mi
ook QuNeBQA®BTHE

S Site: North LA Sitejson _Name | Descripton |
Tk ZLP Host
-l Location Sensors
-3y RFID Readers
[l Loc Health Tags
Wireless Time Tags
@ WherePorts
-4tk BLE Devices
- Darthubs
e Cisco MSEs T |
% ATR CLASs [ Add gjsco msE |
---Bem Geminis b
[ Tag Types
/% Regions
-l Islands
/T Obstades
[ Map Notes
-~ Consistency Errors

PN 1 ‘

The Cisco MSE Properties window opens:

‘_'s:-:‘;'.E‘ SE1 Properties . O X

= MSE1 ‘

Cisco MSE Identity Coordinates
Number [ X Coord
Enabled W ¥ Coord

Date Installed | 7/18/2019 ~ 2Z Coord

~Server Parameters
REST APLURL [

User Name Password
ZLA Http Port [8500

Optional Description

2. Provide the APl URL and login credentials for the Cisco MSE.

Adding WhereLan lll Sensors

This section describes how to add a couple of WhereLan Il sensors (also known as WLN3 or G3 sensors),
which detect and process transmissions from WhereTags (a particular type of RFID tag from Zebra
Technologies).
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1. To add a G3 sensor, you can right-click on the spot on the map where you want to place the G3 sensor,
and select New > New WLN3 Sensor from the popup menu.

ZLS System Builder: C:\Program Files (x86)\Zebra\ZLP\ZL PTools\North_LA _Site\North_LA Site json = [
File Ecit Operations Device View Lock Options Help
BB LA R eI ARAL LI« O EMAREERON D @EaW B

c-[roaaxE[+8q @@ TNwDBEED

B Site:North LA Sitejson 34 rr (114.7,109.8)
D Cable Lengths e
oBM
= vas :
1 Location Processors = [y select Esc
8] Location Sensors e RS
IEA RFID Readers
Locating Antennas T E & Zoomin Crrivl
Loc Health Tags ; ; & Zoom Out
(B Wireless Time Tags N
WherePorts
Reference Points 22 FitinWindow F2
L Access pants [ Show Thumbnsil r
gl WhereTracks I [
e BLE Beacons A Redraw Msp
Teg Types [ B New Proximity Sensor
@. Regons B New Location Sensor oFrie
o Islands
/% Obstades o M New Locating Access Point
[ New w3 sensor —

B New WLN3 Sensor (WiF)
New Location Processor
New Locating Antenna
8 Newcpu

[ NewLoc Health Tag
New Wireless Time Tag
@ NewWherePort

& MapHotes
& Consistency Errors
e
Y
I New WhereTrack
bl New Access Point

JL H = NewMap Note

ornce arnce @ orre
New Reference Point

I i@ NewBLE Beacon :li;

® =g

New Dart RTLS Health Tag

hoteLme

N[

| 364, 962 [ 1 Consistency Check Errors And 1 Warnings! =

A WLN3 Sensor icon will be shown on the map where you right-clicked, and LS1 (for Location Sensor
#1) will be shown in the lists of Location Sensors in the middle pane.

[’ B Opemions.” Device. Wiew Lock, "Qtions Help:
PEEG - Red ARSI LI MExQMAEMEEF
o hoRaAxE[EBQANEO T I HNLEBIAEL

G Site: borth LA Stejson  LSL

| 51- ) Cable Lengths
T Dam I
B crus

Location Processors

8 Location Sensars

2 RFIDReaders
Locating Anternas
Lot Health Tags
Wirsless Time Tags
WharePorts
Reference Ponts

Bl Access Ponts

Ml WhereTracs

ns BLE Beacons

B 70 Trpes

2. Drag the sensor icon to the desired location on the map.
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3. Double-click on the WLN3 Sensor icon on the map or on LS1 in the middle pane.

The Sensor Properties window will open.

WLN3 Sensor LS1 Properties .

WLN3 Sensor | Tme Source | Antennas |

loaatonSensor ez o]
E ety 3w

Serial Number
WLNS Sensor [ |
Number

Eniicd v UsesPOE ™

Desarpton: |

Date Installed: |12/30/1893 ~

Location Sensor Connectivity

Internet Protocol Version
@ IPvd
C Py

letwork Connectivity
@ Wired (Ethemet)
Wi

PAddess |
 Generate From DHCP
€ Generate From LS #
@ Specify By Hand

192.168.30.21

thernet MAC Address (12 digits)
0004F10a1202

Advanced oK Cancel

4. Type in the sensor IP address (or otherwise select DHCP) and the sensor MAC address.

The x,y values can be manually adjusted in the Antennas tab. More details on the parameters found in

the Antennas and Time Source tabs are beyond the scope of this document and can be found in the
System Builder User Manual.

5. Click OK.

You can add as many additional sensors on each map as necessary. When publishing, all devices that you
have added are shown in the Config > Hardware Devices page in the web client.

& C' | @ 10.21.1.64/#/reports/3AFD3EDD-9BEA-48C8-9555-DB6098723B9A

a % % 8] o
2% Apps [} Diagnostics & Reports

Other bookmarks
Q. Dashboard  Reports | Histoy | Alerts Infrastructure | Config Users  admin v
Reports > Hardware Devices ® Run Report

2Resuts Ml | A | ©

Type Name Site Name Survey x Sunvey y Survey z
o
O 18.8 885 0

BLE Beacon BLE1 North LA Site FFOOFF No -

‘ [  Location Sensor Ls1 North LA Site 369 976 12 0000FF No

Specifying Location Algorithms

When adding WhereLAN sensors or DVR sensors in System Builder, one or more location algorithms must
be specified. Supported location algorithms include trilateration, bilateration, presence, broadway, and
maximum likelihood. Once one or more Location Sensors have been added on a map in System Builder,
one must define locate regions and specify the location algorithms to be used in each region.

46



MWE Configuration Guide

Device Manager

System Builder is used to generate a site configuration file (site.json) that is consumed by a ZLA. This file
includes configuration and operational parameters for the location sensors installed at a site. A ZLA sends
configuration information to these sensors and receives tag location data from them.

MWE 2.0 supports an alternative method for adding locating devices to the MWE system in a simpler way,
directly from the Devices report in the MWE web client. This report is also referred to as Device
Manager. The picture below shows the Devices report in the MWE web client.

Q‘hIEBRA Dashboard  Reports  History Aerts ‘ Infrastructure  Configuration Users  agmin ~

Infrastructure / Devices 9 North LA Site - Office Area (0) = | % Refresh  + Add @ Site nfo [E] Tempiates ‘ m &

Device Type = | Device Model = | Firmware Config. State = |site Name = |Map Name

RFID Reader FX7500 192.168.1.93

Published Morth LA Site

RFID Reader FX5500 153.44 543 50 nla Saved Morth LA Site Edit
RFID Reader FX5500

RFID Reader FX7500 15344 54353 n/a Saved Horth LA Site Edit

OO0 000 ).

H
(]
153 44 543 52 n/a Saved Horth LA Site Edit m
Hi
H

| & & & |« m

RFID Reader FX5500 15344 543 54 na Saved Morth LA Site Edit

4 »

On this page you can add, configure, and manage devices. Only passive RFID readers (FX7500, FX9600)
can be added in this page in MWE 2.0. The readers must have firmware version 3.9.16 or higher and must
have the R2C (Read to Cloud) application installed. Support for other device types will be added in future
MWE releases.

For a detailed description of the functionality available in Device Manager, refer to the Device Manager
User Guide.
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Defining Zones

When tracking and locating an asset, we typically want to know not only the x,y coordinates, but also the
name of zones or locations where that asset is and has been. In MWE 2.0, zones are defined in the
Infrastructure > Site Manager page. Click on a map in the tree-view and then click on the
Configure Zones tab in the map window. Note that the map must be calibrated before you can define
zones.

%I,IEBM Dashbaaid Reports Histary Alerts | Infrastructure Conligueation Lsers admin =

E Infrastructire / Site Manages L) configure ap P2 configure zones North LA Site - OfficeAea Zones Panel [
hySiten CE.rmp ccis 5 B, £ B - x}® =~ ~ {3 ¥ & 2 Zones (0) Q
& an »

%G Defaunt

% Zebra e

%97 Los Angeles A = A Srr—

Q@ nonn La Site
#® Office Area

Ho zone selected

Hover over each tool on the toolbar to display a tooltip indicating the tool function. The tools are intuitive to
use and can be learned quickly by simply trying them. The Publish/Save Zones tool-button offers two

options: Save to Staging saves zones without publishing to MWE in case you want to continue to work
on the zones later, while Publish Zones publishs the zones and that become visible and active in MWE.

‘ I3 configure Map ':(:«mﬁgure Zones

8, £ # - x &

<

-]

B Saveto Staging
T Publish Zones

O | ]
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Configuring Authentication Modes

MWE supports the following authentication modes for accounts logging into the MWE web client and MWE
configuration tools.

Database In this mode, login accounts are created and authenticated locally in the MWE
database. The default admin account created by the installation scripts is a local
database account.

LDAP When this mode is selected, login accounts are authenticated against a LDAP
server on the network. Active Directory authentication is supported under this
authentication mode. When the LDAP mode is selected, it is still possible to
specify an exception list of local database accounts that are authenticated against
the local MWE database.

ADFS In this mode, login accounts are authenticated against an ADFS server on the
network. This mode does not allow login by any local database accounts.

Database, ADFS This mode allows accounts authenticated against an ADFS server and local MWE
database accounts.

oIDC In this mode, login accounts are authenticated against an OIDC server on the
network. This mode does not allow login by any local database accounts.

Database, OIDC This mode allows accounts authenticated against an OIDC server and local MWE
database accounts.

When installing MWE, select one of these authentication modes. Normally one chooses Database at
installation time, as the other options require entering several configuration parameters that may not be
available at installation time.

At any time after installation, one can select and configure any of the authentication modes listed above.
This is done by updating the /root/mwe/ .env configuration file on the MWE Linux server, as explained in
the following sub-sections.

Database

¢ Edit the .env file and set:
AUTH_TYPE=database

* Save the file and run these commands to apply the change:

# cd /root/mwe
# docker-compose up -d authsvc

e The final step is to use the Users menu item in the MWE web client to create users (login accounts),
user groups, and specify permissions for each user group, as explained below.
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LDAP

To create local user accounts and user groups, log into the MWE web client using the MWE admin account
and click on Users on the menu bar. This tab includes two sub-tabs or pages, namely, USER GROUPS
and USERS.

{fn, ZEBRA Darstutecnisre] Reports Hestory Meris idasinucte Configuraiion

USER GROUPS

= Mefresh 4 AddGroup o EdiGeoup [ Delete Broup

=) Group: Description Ricke Actees Location Rescurce Typs Reciurcos Tags Alerta Erifrsenaciure User Mgt

The USER GROUPS page is the place where to add user groups and specify the permissions for each
group. These groups will exist only on the local MWE database.

The USERS page is where one can create local user accounts (stored in the MWE database) and assign
them to user groups. Domain login accounts do not need to be added here.

-Eﬁ;ﬂ!.ZEBM Deabboard  Feports History ety |Ir-a.-1nm Configeration 2 “

USERS

o Rairesh 4 AsdUssr 7 BStUser @ Pesetpasewond | Deles User

O  ussmama First Nama Last Name Usser Description oroup Days nactive

¢ Edit the .env file and set:
AUTH_TYPE=1dap

Provide valid values for the LDAP parameters in the .env file. Default values in .env are provided only as
examples and are shown below:
LDAP_URL=1dap://192.168.30.52
LDAP_USER_BASE_DN=CN=Users,DC=CLUSTER,DC=ZEBRA,DC=COM
LDAP_SEARCH_BASE_DN=CN=Users,DC=CLUSTER,DC=ZEBRA,DC=COM
LDAP_EXCLUDE_USERS=admin,userl,user2
LDAP_DEFAULT_USERGROUP=defaultLdapUserGroup
LDAP_AD DOMAIN=CLUSTER
LDAP_VENDOR=ActiveDirectory
LDAP_SVC_ACCOUNT_NAME=uid=Ldap.Svc,ou=People,dc=cluster,dc=wherenet,dc=com
LDAP_SVC_ACCOUNT_PASSWORD=password
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Here is a brief explanation of some of the parameters:

LDAP_URL These four parameters should be provided by the customer’s IT
LDAP_USER_BASE_DN department.

LDAP_SEARCH_BASE_DN
LDAP_AD_DOMAIN

LDAP_VENDOR This parameter can be set to ActiveDirectory or OpenLdap, depending
on the LDAP version being used.

LDAP_EXCLUDE_USERS This is a comma separated list of local MWE local login accounts (that
is, accounts defined using the MWE web client and stored in the MWE
database) that are allowed to login when LDAP is enabled.

LDAP_DEFAULT_USERGROUP If MWE cannot obtain from the LDAP server the user group for a
particular user, or if the obtained user group cannot be matched to an
existing MWE user group, then MWE will assign this user to the MWE
user group specified in LDAP_DEFAULT_USERGROUP. The default setting is
LDAP_DEFAULT_USERGROUP=defaultLdapUserGroup. The user will
therefore have the MWE permissions or access level associated with
this default user group.

LDAP_SVC_ACCOUNT_NAME These two parameters are needed only for OpenLDAP, which requires
LDAP_SVC_ACCOUNT_PASSWORD |a service account to grant access for directory search of a user's DN
(Distinguished Name). In OpenLDAP, DN is required for the user login.

NOTE: You will see the parameter LDAP_SVC_ACCOUNT_PASSWORD in the .env configuration file only
before running the MWE installation or upgrade scripts. These scripts will remove all passwords from the
.env file and encrypt them into the vault service. Therefore, you can only enter the password in .env before
performing an MWE installation or upgrade. To change the password after installation, please run these
commands on the Linux server:

# cd /root/mwe
# ./mwe --update-openldap-password
You will be prompted to enter the password for LDAP_SVC_ACCOUNT_PASSWORD.

After providing valid values for the LDAP parameters in .env, save the file and run these commands to
apply the changes:

# cd /root/mwe
# docker-compose up -d authsvc

The final step is to create MWE user groups that match the names of user groups on the LDAP server. For
example, if the domain user accounts that will log into the web client belong to the LDAP user groups
Managers and Operators, then you should create the user groups Managers and Operators in MWE.

1. Log into the MWE web client using the MWE admin account.
2. Click on Users on the menu bar, and select the USER GROUPS tab.
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ADFS

3. Add the groups and specify the permissions granted to each group, as shown in the figure below.

Don'’t forget to also add the group defaultLdapUserGroup mentioned above.

‘ & cC 0O A Not secure | 10.21.205.108/#/users o Q I 3

. ZEBRA
USER GROUPS
AND PERMISSIONS

C Refresh 4 AddGroup  EditGroup [ Delete Group

a Group Description Role Access Location Resource Type Resources Tags Alerts Infrastructure User Mgmt Configl
View ALL ALL v v v v e ~
[0  wEAdministrator
Edit ALL ALL v v Vg v v
View ALL ALl v + e
[[] defauliLdapUserGroup
Edit
View ALL ALL v s i
[0  operators
Edit
View ALL ALL v v v 4 4 v
[0 managers
Edit ALL ALL v v v Vv v ~

1. Edit the .env file and set:

AUTH_TYPE=adfs

2. Provide valid values for the ADFS parameters in the .env file. Default values in .env are provided only
as examples and are shown below:
ADFS_CLIENT_ID=fce8beb4-3974-4d02-a3d4-a7233343fcd8
ADFS_CLIENT_SECRET=eb4QD9L5xwJOYWBOY4-iBTIi4YqkgBNOixVx_xm5

ADFS_DISCOVERY=https://WIN-C3V920I207].example.com/adfs/.well-known/openid-configuration/
ADFS_RELYING_PARTY_TRUST_ID=mwe-adfs
ADFS_PARSER=IsMemberOf
ADFS_TIDENTITY_KEY=mail
ADFS_GROUP_KEY=memberof

The values for these parameters should be provided by the customer’s IT Department.

It should be noted that possible values for ADFS_PARSER are:

IsMemberOf (e.g. [CN=MWE,...)
groupsOnly (e.g. [MWE, ...])

tokenGroup (e.g. [zebra\MWE, zebra.lan\MWE, ...])

3. After providing valid values for the ADFS parameters in .env, save the file and run these commands to
apply the changes:

# cd /root/mwe
# docker-compose up -d authsvc

The final step is to create MWE user groups that match the names of user groups on the ADFS server. For
example, if the domain user accounts that will log into the web client belong to the ADFS user groups
Managers and Operators, then you should create the user groups Managers and Operators in MWE.

1. Log into the MWE web client using the MWE admin account.
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2. Click on Users on the menu bar, and select the USER GROUPS tab.

3. Add the groups and specify the permissions granted to each group, as shown in the figure below.

& C O A Notsecure | 10.21.205.108/#/users oo Q ¥ =208 0
Slﬁ"w, ZEBRA Dashboard Reports History Aleris Infrastructure  Configuration Users
USER GROUPS
AND PERMISSIONS
C Refresh 4 AddGroup  EditGroup [ Delete Group
View ALL ALL v v v Ve e v
[0  wEAdministrator
Edit ALL ALL v v Vg v v ~
View ALL ALl v v 4 Ve
[[] defauliLdapUserGroup
Edit
View ALL ALL v v v
[0  operators
Edit
View ALL ALL v v v 4 4 v
[0 managers
Edit ALL ALL v v v v v ~
4 4
Database, ADFS

1. Edit the .env file and set:
AUTH_TYPE=database, adfs
2. Configure the ADFS parameters as explained in the previous section.
3. In the MWE web client, add as many local user accounts as desired (see section Database above).
4. After updating .env, save the file and run these commands to apply the changes:

# cd /root/mwe
# docker-compose up -d authsvc

5. When launching the MWE web client, you will see both the normal login screen for database accounts
and an ADFS Login button for ADFS account login.
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Installing a SSL Certificate

Here are the steps to install a SSL certificate on the MWE server:

¢ Putty into the MWE server

¢ Create a custom directory:

# mkdir /data/mwe/images/certs/custom

e Using Putty or WinSCP, copy the certificate files (pem) to this location:
/data/mwe/images/certs/custom/

The certificates names must be server.pem, server.key and cacert.pem

* In Putty, switch to mwe user and mwe directory:
# su - mwe (if prompted for a password, it is ‘Zebral23’)
# cd /data/mwe

¢ Run this command:
# ./mwe --configure-secure-connection

[mwe@z21st-cent@8 mwe]$ ./mwe --configure-secure-connection

Configure secure communication to MWE and between MWE/RFID Readers.

Do you want use secure connection to MWE Server (y/n): y ----> Answer y

Is DHCP used in Zebra RFID Readers (y/n): n ----> Answer y or n
In order to communication securely, MWE needs valid certificates.

The certificate can be provided in the following way:

Select certificate option:

0. Configure later by running ./mwe --configure-secure-connection (use default unsecure
settings for now).

1. The customer provides certificates based on your fully qualified domain name (FQDN)
(preferred).

2. MWE generates certificates based on your fully qualified domain name (FQDN)

3. MWE generates default certificate (based on zebramwe)

4. Cancel and keep current settings

Choose an option: 1. ----- > Select option 1
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Camel Interface and REST API
MWE provides the Apache Camel interface and a REST API for third party applications to integrate to
MWE.

Camel is a flexible and powerful interface that allows data exchange between different systems, and
provides routing and mediation rules in a variety of domain-specific languages, including Java, Scala, and
XML.

Details on the MWE Camel interface and on the MWE REST API are provided in separate documentation.
Request the latest version of these documents from Zebra Product Support.
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Configuring Email Notifications

MWE supports sending email notifications when a system alert or a resource alert is generated by MWE.
System alerts are about the health and status of the MWE system, including tags, sensors, readers, and
the MWE server itself; these alerts are predefined in MWE. Resource alerts are defined by a user using the
Business Rules Engine provided in MWE and are based on the location and status of tags and resources.

In MWE 2.0, the information about the email server to be used for alert emails is manually entered in a
configuration file on the MWE server. In a future MWE release this information will be entered via the MWE
web client. The two sub-sections below explain how to enter the email server information for business
rules alerts and for system alerts.

Resource Alerts

The Business Rules Engine in MWE sends email notifications to the email server specified in the
/etc/zebra/mwe/conf/camel/general.properties file on the MWE server. Refer to the MWE 2.0
User Guide for details on the Business Rules Engine.

The content of the general.properties file is:

email.username=senderemail username
email.password=senderemailpassword
email.server=smtp.example.com
email.protocol=smtp

email.port=25
email.from=senderusername@exampleServer.com

Each parameter in the file has default sample values explained below.
email.username and email.password |If the email server requires an authentication account to

accept messages from the MWE server, provide the account
credentials here.

email.server Name or IP address of the email server.

email.protocol It can be smpt or smpts.

email.port This is the port on the email server where to send email
messages. You should check with the customer’s IT
department.

email.from Enter here the email address that you would like to be shown

as Sender in the email messages generated by the Business
Rules Engine

For the changes in general.properties to take effect, please run the following command on a Teminal or
Putty connected to the MWE server:

# docker restart mwe_camel_1

Device Alerts

The System Alert Settings report in the MWE web client lists the device alerts available in MWE. They
include alerts related to the health and status of tags, sensors, and readers that are part of the location
infrastructure. Information about the email server to be used for these device alert is entered in the
/data/mwel/.env file on the MWE server.
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The configuration parameters are:

al_email_host This is the name or IP address of the email server

al_email_name and al_email_address | The name and email address that should be shown in the
Sender field of email messages

al_email_SMTP_useSASL Enter N (default) if the email server does not require an
authentication account to accept messages from the MWE
server. Enter ‘Y’ if it does require it; in this case, the login
credentials need to be entered using the WT Alerts tool (see
below).

For changes to any of the parameters discussed above under the System Alerts section to take effect, it
is necessary to restart the Alert Notification Service on the MWE Windows server. You can do this from
Windows Services or from the MWE WT Services tool.

# su - mwe
cd /data/mwe

docker stop mwe_monitor_alertmanager

#

#

# docker-compose stop alertsvc

# docker start mwe_monitor_alertmanager
#

docker-compose up -d alertsvc
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ZLA Median and Rate Filters

The ZLA is the device or module within MWE that receives all data from a variety of locating devices and
then forwards it to the MWE. Often the data is redundant, and it is desirable to filter it to decrease network
traffic or system load.

MWE provides median, time rate, and distance rate filters that can be defined separately for WhereNet
tags, passive RFID tags, and BLE blinks (from Coffey tags). A filter defined at the ZLA level is applied to all
tags of a type (WhereNet, RFID, BLE). The MWE User Guide explains how to apply similar filters to a
particular resource type defined by a user.

1. To define and apply a ZLA filter, launch the MWE web client and open the Infrastructure >
Appliances report.

2. Select the desired ZLA, and select More > Manage Filters from the menu bar.

& C' ©® Notsecure | 10.21.205.45/#/appliances or @ ¥ ® Q o

i1 Apps  For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now. Other bookmarks
qn. ZEBRA Dashboard  Reports History Alerts | infrastructure  Configuration Users  admin ~

Infrastructure / Appliances C'Refresh 7 Start/StopServicess N Logs XX More

Site Appliance Firmware Version Last Firmware Update ‘ Last Cq

Add App

v San Jose FWA3270-ZEBRA-4. Runniny 1.1.04 S Neone Edit Appliance it
q PP

Delete Appliance
Reboot ZLA

Upgrade Firmware

Manage F\I\ErPruﬁ@

4 O 8w N +

The dialog window opens:

Manage Filter Profiles

Default

CANCEL APPLY

For example, if you would like to define a rate filter for WhereNet (24730) tags and passive RFID tags such
that at most one blink is allowed through every 10 seconds per tag ID.

1. To define such a filter:
a. Click on rateFilter24730.
b. Check the Enable this filter checkbox.

c. Check the Do not report if less than .. seconds since last report checkbox.
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d. Enter 10 in the corresponding input box.

Manage Filter Profiles

[v]

CANCEL APPLY

2. Then:
a. Click on rateFilter24730.
b. Check the Enable this filter checkbox.
c. Check the Do not report if less than .. seconds since last report checkbox.

d. Enter 10 in the corresponding input box.

Manage Filter Profiles.

Enable this filter

rateFilterRFID

CANCEL appLy

3. Inthe Save As.. input box, enter a filter name of your choosing; for example, RateFiltere1, and
click the Apply button.

Manage Filter Profiles

Filter Profile

Default v

Save As

RateFilter01

Enable this filter

[ Feportblink move by more
than _ feet sin p

CANCEL APPLY

After a few seconds, the Message Filters column inthe Appliances report shows the filter being
applied:

<« C  ® Notsecure | 10.21.205.45/#/appliances o Q # §] Q (2]

5% Apps  For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now... Other bookmarks

31". ZEBRA Dashboard  Reports History Alerts

infrastructure  Configuration Users  admin ~

Infrastructure / Appliances CRefresh 7 Start/StopServices  R\Logs %X More 1 Results

Site Appliance Status Firmware Version Last Firmware Update ‘ Last Config Update ‘ Message Filters

San Jose FWA3270-ZEBRA-4 Running 1.1.04 ()] None 9 Successful  RateFilter01
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4. Toremove the filter, select the Default filter (assuming it still has its default configuration with no filters
enabled), or create and apply a filter (named, for example, NoFilter) that has no filters enabled.

X
Manage Filter Profiles

Filter Profile

[ pefaurt v

RateFilter01

O Enable this filter

ccccc

Currently, in addition to the Default filter, only one additional filter can be saved for future use.

For a description of how the time rate filter, distance rate filter, and median filter work, refer to the MWE

User Guide section on Resource Type Filters, where the same filters are described but are applied to
resource types defined by a user.
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Other Configuration Tasks

The configuration tasks described in this document are performed only once or seldom after installing the
software. After completing these configuration steps, the system should be fully functional. In particular,
the Reports > Tags page in the web client should show tag blink data with x,y coordinates being
displayed on the correct site map.

However, there are several additional configuration tasks that further customize the application or that are
performed on a frequent basis. These tasks include defining resource types, associating tags with
resources, defining data filters, configuring the various reports (columns displayed and column order), and
more. This configuration tasks are described in the MWE User Guide, which also describes the basic
functionality of the web client for end users.
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Reference Documents

* MWE 2.0 Installation Guide

¢ MWE 2.0 User Guide

*«  MWE Camel Interface

* MWE REST API

e CLAS Server and Software Installation Guide
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Configuration

This appendix discusses the initialization of MPACT BLE receivers. An MPACT BLE receiver is initialized
(or bootstrapped) by downloading a bootstrap configuration file named badge_config.json. as explained
below.

When powered up, a receiver checks its internal flash to check whether it has been initialized. If the
initialization has previously been done, it uses that configuration in flash for its operations. A receiver can
also be re-initialized at any time by pressing button 2 on the receiver for 30 to 40 seconds.

MB6000 MB5000

If the receiver has not been configured previously, or it has been reset, it will act as a WIFI client and
attempt to join a WiFi network with the following parameters:

SSID mpact_init
Security Type wpa2
Security Key mpact123

Once the receiver has joined the WIFI network successfully, it will try to connect to a web server running at
the following specific IP address and port:

HTTP Server IP Address 192.168.1.100
HTTP Server Port 8005

The receiver performs a HTTP GET operation to download the bootstrap configuration file
badge_config.json.

Therefore, for a receiver to obtain its bootstrap configuration file badge_config.json::
1. Setup a WiFi access point on a 192.168.1.x network with the parameters given above.

2. Add to this network a computer with IP 192.168.1.100 running an http server (such as a Windows
machine running MS web server), and open port 8005 on this computer.

63



Appendix: BLE Receiver Configuration

3. Place the file badge_config.json at the root of the web server. Configure the web server to serve the file
via port 8005.

A sample badge_config.json is given below:

{
"wifiProfiles": [{

"ssid": "WIFIe1",
"securityKey": "1112223334",
"securityType": "WPA2",
"wpaEnterpriseUser": ""
"wpaEnterprisePassword":
"eapType": ""
"enable": true

}

1,

"gatewayConfigs": [{
"user": "superuser",
"password": "mpactl23",
"receiverConfigURL": "http://192.168.1.83:8005/ReceiverConfig.json",
"configPullFrequencyInMins": 15,
"enable": true

}]

}

Typically, the only values needed to change in badge_config.json are the ones highlighted in red color font
in the above example.

The wifiProfiles section specifies the WiFi access point on the network that the receivers will connect to
for retrieving receiver configuration and sending data. This is the same network hosting the ZLA.

The gatewayConfigs section specifies the IP address of the ZLA (192.168.1.83 in the example above)
from where the receiver will pull a configuration file named ReceiverConfig.json, which specifies where to
post data and other operating parameters. This file is pulled periodically with a frequency specified by the
configPullFrequencyInMins parameter.

A sample ReceiverConfig.json file is given below:

{
"scanIntervalInMilliseconds": 500,
"wifiTransmissionInterval”: 10,
"heartbeatIntervallnSeconds": 30,
"timePullIntervalInMinutes": 5,
"beaconWhitelList": [{
"uuid": "FE913213-B311-4A42-8C16-47FAEAC938FE",
"type": "mpact"
b A
"uuid": "00001200-0000-1000-8000-00805F9B34FB",
"type": "ibeacon"
b A
"uuid": "FE913213-B311-4A42-8C16-47FAEAC938DB",
"type": "mpact"
Jap
"profiles": [{
"name": "Location Beacons",
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"profileLow": @,

"profileHigh": 999,

"beaconTypel": "Mobile",

"proximityRanges": [{
"name": "Near",
"rssilow": null,
"rssiHigh": null,
"beaconHitCount": 1,
"scanRetentionInterval®: 1,
"sendClosestOnly": false,
"suppressRepeats": true

}]

b A

"name": "Asset Beacons",
"profilelLow": 1001,
"profileHigh": 65534,
"beaconTypel"”: "Fixed",
"proximityRanges": [{
"name": "Near",
"rssilow": null,
"rssiHigh": null,
"beaconHitCount": 1,
"scanRetentionInterval”: 1,
"sendClosestOnly": false,
"suppressRepeats”: true
}]
H
"serviceUrls": {
"timeService": "http://192.168.1.83:8005/ReceiverConfig/gettime",
"eventService": "http://192.168.1.83:8005/ReceiverConfig/event/",
"healthService": "http://192.168.1.83:8005/ReceiverConfig/health/"

}

Typically, the only values you will need to change in badge_config. json are the ones highlighted in red
color font in the above example.

A BLE receiver will process data only from BLE beacons having a UUID listed in the beaconWhiteList
section.

The section profiles allows a BLE receiver to apply different processing parameters to different BLE
beacons depending on the value of the beacon’s Major property, which is specified when configuring a
BLE beacon. If a beacon’s Major property falls between the values profileLow and profileHigh for a
profile, then the BLE receiver will use that profile when processing data from the beacon.

The IP address in the serviceUrls section is the IP address of the ZLA and tells a BLE receiver where to
get current time and where to post Beacon data (events) and receiver health and status messages. As
mentioned previously, this IP address is the only parameter you typically need to modify in the
ReceiverConfig.json file.

Next, load ReceiverConfig.json in System Builder, so that its content will be embedded in the site.json
configuration file published by System Builder to the ZLA, allowing the ZLA to serve ReceiverConfig.json
to BLE receivers.
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The BLE Receiver Conf i gvindow opens:

4. | BLE Receiver Configuration \;‘E-

Type: Configurations:

-_-,' Import from File
URL:
‘ New
Config JSON Edit

K

i

Click Import from File to load the file.

In the URL input box, copy and paste the value of the receiverConfigURL field from
badge_config.json. In our example of badge_config.json given above, this value would be:

http://192.168.1.83:8005/ReceiverConfig.json

In the Config JSON input box, copy and paste the contents of ReceiverConfig.json:
_"ﬂ' BLE Configuration Editor [=[= [

Name

]ReceiverConﬁg s ave Changes
Type

m ,ZJ Save As New Config

URL
|http://152. 168. 1.83:8005 ReceiverCanfig

Configuration
{ ~

"scanIntervalInMilliseconds™: see,
"wifiTransmissionInterval™: 1e,
"heartbeatIntervalInSeconds”: 3@,
“timePullIntervalInMinutes™: s,
"beaconwhiteList™: [{

"uuid": "FE913213-B311-4A42-BC16-47FAEACI3BFE",

“type™: “mpact”

Y £
"uuid”: "eeeellee-2002-1002-5002-22805FIB34FE",
"type™: "“ibeacon™

L

"uuid™: “FE913213-B311-3A32-8C16-47FAEACI3EDE",
"type™: "mpact”

1,
“profiles®: [{
“name™: "Location Beacons®,
"profileLow™: @,
"profilenigh": 999,
"beaconType1™: "Mobile",
"proximityRanges”: [{
"name”: “Near",
"rssitow™: null,
“rssidigh™: null,
"beaconHitcount™: 1,

)
< > Cancel

In the Type dropdown list, select the type of receiver.

Click OK and save and/or publish the new site.json with System Builder.
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The previous steps specify that the ZLA will server the ReceiverConfig.json file via port 8005 (as
indicated in the URL http://192.168.1.83:8005/ReceiverConfig.json) and therefore TCP port
8005 must be open on the ZLA. The installation package for ZLA software version 1.1.0.5 and later will
automatically open this port, but for versions 1.1.0.4 you will need to manually open this port.

To manually open TCP port 8005 on the ZLA, modify the content of the /etc/firewalld/zones/public.xml on
the ZLA. Add the line highlighted in red color font below:

<?xml version="1.0" encoding="utf-8"?>

<zone>

<short>Public</short>

<service name="dhcpv6-client"/>

<service name="ssh"/>

<port
<port
<port
<port
<port
<port
<port
<port
<port
<port
<port
<port
<port
<port
<port

protocol="udp"
protocol="udp"
protocol="tcp"
protocol="udp"
protocol="udp"
protocol="tcp"
protocol="tcp"
protocol="tcp"
protocol="udp"
protocol="tcp"
protocol="udp"
protocol="tcp"
protocol="tcp"
protocol="tcp"
protocol="tcp"

</zone>

port="12282"/>
port="2496"/>
port="12277"/>
port="12284"/>
port="12273"/>
port="21"/>
port="13287"/>
port="12283"/>
port="13282"/>
port="13283"/>
port="13286"/>
port="9001"/>
port="12285"/>
port="9003"/>
port="8005"/>

For the change to take effect, run the following command (in a Terminal or Putty window):

# firewall-cmd --reload
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	2. Select the Installation tab and click the System Builder link:
	3. When prompted, select MWE mode (as opposed to VSS legacy mode):
	4. Click the Download tool button (down arrow icon) to download maps from the MWE server. You will be prompted to connect to the MWE server.
	5. Enter the server name or IP address of the MWE (Linux) server. The admin login account is the same as for the web client.
	6. Click Connect.
	7. At the top center of the dialog window, verify that the WhereNet option is selected in the Hardware Support pane.
	8. Accept all default settings and click OK:
	9. To switch to the second map (Parking Lot map) belonging to the North LA Site (see Adding site groups, sites, and site maps on page 8), click the Switch Map tool button.
	10. To publish your changes, click the Publish tool button:
	11. Accept the default options and click Upload/OK when prompted.

	Adding Infrastructure Devices
	Entering the ZLA IP address
	1. To enter the ZLA IP address into System Builder, double-click the ZLP Host item in the tree-view pane:
	2. Type in the correct ZLA IP address in the IP Address field and click OK:
	3. If you click the Publish tool button (up arrow) on the top toolbar, the map calibration and ZLA IP address is uploaded to the MWE server and to the ZLA, and the Infrastructure > Appliances page in the web client should show Status = Running, and L...

	Adding BLE Beacons
	1. Right-click on the spot on the map where you want to place the BLE beacon, and select New > New BLE Beacon from the popup menu:
	2. Drag the BLE icon on the map to the desired location.
	3. Double-click on the BLE icon on the map or on BLE1 in the middle pane. The BLE Properties window will open:
	4. In the Category drop-down list, select Beacon.
	5. In the Model drop-down list, select your beacon model.
	6. In the Beacon MAC/ID field, type in the Beacon MAC address.

	Adding BLE Receivers
	1. To load or create a ReceiverConfig.json file in System Builder, click the BLE Receiver tool-button in System Builder shown in the figure below:
	2. You can click the Import from File button to load previously defined configuration files. Otherwise, you can create a new file as explained below.
	3. To create a new receiver configuration file, click on the New button to open the BLE Configuration Editor:
	4. In the Name field, enter a unique name for the configuration file, such as ReaderConfig1.
	5. In the Type drop-down list, select a type of receiver: Mpact or Aruba.
	6. In the URL input box, copy and paste the value of the receiverConfigURL field from the badge_config.json bootstrap file. See Appendix: BLE Receiver Configuration on page 63 for details. For example, this value could be:
	7. In the Configuration input box, type or paste the contents of ReceiverConfig1.json (see the sample ReceiverConfig.json in Appendix: BLE Receiver Configuration on page 63). Note that the name of the configuration file in the URL must be included in...
	8. Click Save Changes. At this point your newly created ReceiverConfig1.json will be listed in the BLE Receiver Configuration window:
	9. Click OK. You can similarly create multiple ReceiverConfig.json files. You are free to give these files meaningful names of your choosing, but each name must be unique.
	10. To add a Calibration Beacon in System Builder, simply add a BLE beacon as explained in Adding BLE Beacons on page 27. Then you will be able to select it in the Calibration Beacon drop-down list in the receiver properties window:

	Locating with BLE Beacons and BLE Receivers
	Adding DART Hubs
	Adding Passive RFID Readers
	1. To load passive RFID reader configuration files in System Builder, click the Manage RFID Reader Configs button on the toolbar, shown in the figure below.
	2. Click Import From File, browse to the file you want to load (ADD_ROSPEC.xml in the example below), optionally edit it, and then click Save As New Config.
	1. To add a passive RFID reader in System Builder, select the RFID Readers item in the tree-view, right-click in the middle pane and select Add RFID Reader from the popup menu:

	Adding Gemini Devices
	Adding CLAS Servers
	Adding Cisco MSE
	1. To add a Cisco MSE device in System Builder, click on the Cisco MSE item in the tree-view, then right-click on the middle pane and select Add Cisco MSE from the popup menu:
	2. Provide the API URL and login credentials for the Cisco MSE.

	Adding WhereLan III Sensors
	1. To add a G3 sensor, you can right-click on the spot on the map where you want to place the G3 sensor, and select New > New WLN3 Sensor from the popup menu.
	2. Drag the sensor icon to the desired location on the map.
	3. Double-click on the WLN3 Sensor icon on the map or on LS1 in the middle pane.
	4. Type in the sensor IP address (or otherwise select DHCP) and the sensor MAC address.
	5. Click OK.


	Specifying Location Algorithms

	Device Manager
	Defining Zones
	Configuring Authentication Modes
	Database
	LDAP
	1. Log into the MWE web client using the MWE admin account.
	2. Click on Users on the menu bar, and select the USER GROUPS tab.
	3. Add the groups and specify the permissions granted to each group, as shown in the figure below.

	ADFS
	1. Edit the .env file and set:
	2. Provide valid values for the ADFS parameters in the .env file. Default values in .env are provided only as examples and are shown below:
	3. After providing valid values for the ADFS parameters in .env, save the file and run these commands to apply the changes:
	1. Log into the MWE web client using the MWE admin account.
	2. Click on Users on the menu bar, and select the USER GROUPS tab.
	3. Add the groups and specify the permissions granted to each group, as shown in the figure below.

	Database, ADFS
	1. Edit the .env file and set:
	2. Configure the ADFS parameters as explained in the previous section.
	3. In the MWE web client, add as many local user accounts as desired (see section Database above).
	4. After updating .env, save the file and run these commands to apply the changes:
	5. When launching the MWE web client, you will see both the normal login screen for database accounts and an ADFS Login button for ADFS account login.

	Installing a SSL Certificate

	Camel Interface and REST API
	Configuring Email Notifications
	Resource Alerts
	Device Alerts

	ZLA Median and Rate Filters
	1. To define and apply a ZLA filter, launch the MWE web client and open the Infrastructure > Appliances report.
	2. Select the desired ZLA, and select More > Manage Filters from the menu bar.
	1. To define such a filter:
	a. Click on rateFilter24730.
	b. Check the Enable this filter checkbox.
	c. Check the Do not report if less than … seconds since last report checkbox.
	d. Enter 10 in the corresponding input box.
	2. Then:
	a. Click on rateFilter24730.
	b. Check the Enable this filter checkbox.
	c. Check the Do not report if less than … seconds since last report checkbox.
	d. Enter 10 in the corresponding input box.
	3. In the Save As… input box, enter a filter name of your choosing; for example, RateFilter01, and click the Apply button.
	4. To remove the filter, select the Default filter (assuming it still has its default configuration with no filters enabled), or create and apply a filter (named, for example, NoFilter) that has no filters enabled.

	Other Configuration Tasks
	Reference Documents
	MB6000
	1. Setup a WiFi access point on a 192.168.1.x network with the parameters given above.
	2. Add to this network a computer with IP 192.168.1.100 running an http server (such as a Windows machine running MS web server), and open port 8005 on this computer.
	3. Place the file badge_config.json at the root of the web server. Configure the web server to serve the file via port 8005.





