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MotionWorks Enterprise
2.0

This user guide focuses on the features and functionality of the MotionWorks Enterprise 2.0 web client, the
main tool for users to view and interact with the data provided by the real-time asset tracking MotionWorks
Enterprise (MWE) system from Zebra Technologies Corporation.

Zebra Technologies offers world-class real-time asset tracking and management software solutions to
optimize the flow of goods in complex logistical operations, increasing productivity, lowering operational
costs, and improving safety and security. Zebra Technologies uses a wide range of scalable RTLS (Real
Time Locating Systems) technologies to generate accurate, on-demand information about the physical
location and status of assets.

MWE is a software suite that provides tools for designing, configuring, operating, and troubleshooting
RTLS solutions. MWE serves as the central repository for all the real-time location and communication
data captured by the RTLS-tracking infrastructure. MWE also provides tools for integrating RTLS data with
customers and third-party applications.

Some of the location and telemetry RFID technologies supported by MWE include:
e Passive RFID

« UWB

* Bluetooth Low-Energy
e WiFi

e 1SO 24730

« GPS

The diagram below provides an overview of some of the RTLS system components and data flow. The
over-the-air RF transmissions from tags (RF transmitters) are detected by sensors connected to a network.
This connection can be wired or wireless. The data generated by the sensors flow across the network to a
Zebra Location Appliance (ZLA) and then to a MWE server. Multiple sites are supported, each with its own
ZLA.
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MotionWorks Enterprise

Centralized deployment

ZLA Appliance at site 2

= e
ZLA Appliance at site 3 e

ZLA Appliance at site N

A ZLA can collect, process, and filter location and telemetry data from multiple sensing devices and can
also run a variety of location algorithms. A ZLA can be a virtual appliance or physical appliance. A physical
ZLA is 1U rackmount box installed on-site feeding tag blink and location data to MWE server installed on
site or remotely at a data centre.

MWE 2.0 also supports direct communication from passive RFID readers to MWE running locally or in the
cloud. No ZLA appliance is required in this case.

The MWE software is installed on a Linux server (Red Hat or CentOS). The diagram below illustrates the
various MWE software components hosted on the MWE Linux server and their relation within the MWE

software.

yum LDAP, ADFS, Docker
repository OIDC Server registry

ZLA

Other location -
data sources

MWE web PR
Client —

REST APl —
Client

ﬂ

MWE —

Tools

Apache
Camel

Elastic
Search

MWE Linux Server

This guide assumes that the MWE software is previously installed and properly configured. Consult the
following documents for details on MWE installation and configuration:

e MWE 2.0 Installation Guide
* MWE 2.0 Configuration Guide
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Term List

The table below provides a brief overview of the terms used in the MWE documentation:

Table 1

MWE Definitions

Term Definition

Tag An active or passive RFID transmitter. It can be a WhereNet tag, DART (UWB) tag,
GPS tag, EPC (passive RFID) tag, BLE tag.

Resource An object, equipment, vehicle, etc. whose location and status is to be tracked.

Asset Synonym with Resource.

Tag ID A unique tag identifier that is included in every tag transmission.

Resource ID A unique identifier that identifies the resource being tracked.

Asset ID Same as Resource ID.

Resource Type

A type or category of resources as defined within the MWE software. Examples of
resource types are printer, trailer, container, truck, airplane, etc. Every resource
within the MWE software belongs to a resource type.

Tagged
Resource

A resource whose Resource ID is associated with a Tag ID in the MWE software.

Unassigned Tag

A tag whose Tag ID is not associated with a Resource ID within the MWE software.

Tag Blink

A tag transmission (one or multiple bursts of electromagnetic waves in the RFID
part of the spectrum).

Location Sensor

A device that captures tag blinks and forwards them across the network to a server
or ZLA.

ZLA

Zebra Location Appliance. A physical or virtual appliance that receives data from a
variety of sensors and runs location algorithms. The resulting coordinates x,y or
latitude/longitude are forwarded to the MWE server.
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Launching the MWE Web Client

To launch the client, open a web browser (Chrome, Edge, Firefox) on a client machine or server on the
network, and point it to http://MWE_Server_Name or https://MWE_Server_Name, where
MWE_Server_Name is the Linux (Red Hat) server name or IP address.

The login page is displays:

< C O © Notsecure | 10.21.205.45/#/login QA w = 2
/

Y ZEBRA

MOTIONWORKS ENTERPRISE

Next, enterthe login credentials. This could be a local account created and stored in the local MWE SQL
database, or it could be a domain account authenticated by an OpenLDAP, Active Directory, or ADFS
server. See the MWE Configuration Guide on how to configure authentication modes and login accounts.

NOTE: Depending on the MWE version, you may see some differences between the screens depicted in
this document and the screens in your MWE version.

Enter your login credentials. This could be a local account created and stored in the local MWE SQL
database, or it could be a domain account authenticated by an OpenLDAP, Active Directory, OIDC, or
ADFS server. Please see the MWE Configuration Guide on how to configure authentication modes and
login accounts.

Note that the browser may display a not secure or certificate error or similar warning in the URL bar when
using https. This is because the MWE installation script installs a default self-signed certificate on the
MWE Linux server. Refer to the MWE Configuration Guide for instructions on installing your own valid
certificate on the MWE Linux server.



MotionWorks Enterprise 2.0

After logging in, view the landing page with a menu bar at the top of the page containing several items:
Dashboard, Reports, History, Alerts, Infrastructure, Configuration, Users, and admin (the name of the
account currently logged in).

<« C 0 A Notsecure | 10.21.205.45/#/landing o Q Y 113 2

{".ZEBRA Dashboard  Reports History Alerts |\nfvas(mctule Configuration Users  admin ~

MotionWorks Enterprise

VISIBILITY THAT'S VISIONARY.

The menu items that are visible on menu bar depend on the access level granted to your login account. If
you have full access, you should see the 8 menu items listed above.

To sign out, click the down arrow in the rightmost (account name) menu item and select Sign Out.

admin ~ I

| Change Password ‘

Q\IT‘ZEBRA Dashboard Reporis History Aleris | infrastruciure  Configuration Users

User Settings

Sign Out
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Ul Basics
This section provides an overview of the MWE web client user interface. Note that depending on

your MWE version, you may see some differences between the screens and menus depicted in this
document and those in your MWE version.

Menu Items and Reports

Hovering the mouse over a menu item on the menu bar displays a list of available reports under that menu
item in alphabetical order, as in the following figure.

‘Q‘T.ZEBEA Dashboard  Reports History Alerts ‘In'rastmctuve Configuration Users  admin v

call History

Resource Event History
Resource Zone Correlation History
System Alert History

Tag Blink History

MotionWorks Enterprise
VISIBILITY VISIONARY.
rionn

10.21.205.60/#/history
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The following table lists the reports under each menu item and a brief explanation for each report. These
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reports will be explained in greater detail later in this guide.

Table 2 Menu ltems
Menu Item Report Description

Dashboard This tab includes reports that present summary information in
graphical form.

Resources Graphical summary of number of tracked resources, listed by
type, site, zone, and custom properties.

System Health | Graphical summary of open system alerts per site, including ZLA,
sensor, tag, and other alerts.

Alert Manager | Tool for configuring alerts related to the health of the MWE Linux
server. It is meant only for advanced users and system
administrators.

Grafana - This tool presents pre-defined dashboards showing health and

System Health | status of the MWE Linux server.

Kibana - While the MWE web client offers out-of-the box reports that

Application display application historical data, this tool allows direct access to

History Data the application historical data in the MWE Elastic Search
database.

Kibana - This page allows access to the different logs generated by MWE

Application microservices. It is typically used for diagnostics and

Logs troubleshooting.

Prometheus Tool for building queries on the MWE Linux server health. It is
meant only for advanced users and system administrators.

Reports Includes reports (in table form) with status information on tags
and resources being tracked at a site. It also includes a report on
import data entry operations.

Import Includes the import data entry form and shows a history of import
transactions done via the MWE web client

Resources Displays status information about each resource being tracked at
a site.

Tags Displays status information about each resource or asset being
tracked at a site, regardless of tag association.

History Reports that provide historical data on tags, resources, locations,
events, system alerts, and more. Each report has purging and/or
archiving settings that are discussed later in this document.

Call History Shows shows every blink from any WhereNet Call Tag. These
blinks have TagStatus=2 in the blink packet (as opposed to
TagStatus=0 for blinks from regular WhereNet tags).

Resource Displays all events generated by the MWE system related to

Event History

resources being located and tracked, including Zone Change,
Resource Alert, Pickup, Dropoff, Shipped, Received.

Resource
Zone
Correlation
History

Displays a history report that shows when 2 different resources
were in the same zone over a specified time window. The report
will show every occurrence and dwell time over that time window.



https://prometheus.io/docs/visualization/grafana/
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Table 2 (Continued)Menu ltems
Menu Item Report Description

System Alert Keeps a record of every system alert that has been opened and
History closed.
Tag Blink Keeps track of every single tag blink processed by the system.
History Data is only kept for the most recent 7 days.

Alerts This tab includes a single report.
Alert This report lists the people (from the Contacts report) that will be
Notifications notified via email when a specified alert is triggered.
Configuration
Open System | Lists all system alerts that are currently open.
Alerts

Infrastructure The reports under this tab allow users to monitor and manage

location appliances, define sites and site groups, and upload site
maps.

Appliances Allows users to monitor and manage location appliances.
Devices Allows adding, configuring, and managing devices directly from
(Device this page. No ZLA appliance is required for devices added in this
Manager) page. In MWE 2.0, only passive RFID readers (FX7500, FX9600,
ATR) are supported; must be running firmware v.3.7.26 or higher,
and must have the R2C (Reader to Cloud) application installed.
Hardware Lists all of the hardware installed at a site as part of the location
Devices infrastructure. This report gets populated when System Builder (a

MWE system design tool) performs a publish operation. Refer to
the MWE Configuration Guide for more details.

Site Manager

This is where users define sites and site groups, and upload site
maps.

WherePorts

Lists all WherePorts defined in System Builder. WherePorts are
also listed in the Hardware Devices report, however, this report
provides additional information about the configuration of each
WherePort.

Configuration

This tab lists reports that are used to configure different aspects of
the MWE software. Entries in these reports can be created,
modified, or deleted using data entry.
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(Continued)Menu ltems

Report

Contacts

Description

Users can manage the list of contacts to be used in emailing
alerts and scheduled reports.

Resource
Alert Settings

This menu item opens a web page where one can define resource
alerts (business rules).

Resource
Type Settings

This is where resource types are defined. Examples include car,
trailer, printer, or any other resource type. Each resource type has
a set of properties and filters that are specified in this report.
Individual resource/asset of this resource type can then be
entered into the system with unique resource ID and associated
with a tag ID. This can be done using data entry in the Resources
report (under Reports tab), data import, or via the API.

System Alert
Settings

Lists all available system alerts. This report allows customization
of alert messages and the specification of email distribution list for
each alert.

Virtual Tag
Settings

Define virtual tags using this setting. Several real tags can be
associated with a virtual tag (in the Virtual Tag Assignment
Settings report). The tag blink data reported by MWE for a virtual
tag is a configurable combination of the data from the real tags
associated to that virtual tag.

WherePort
Dissociate

Associating or dissociating tag ID’s to or from asset ID’s are done
using data entry, data import, or the API. Tag dissociation can be
done automatically when a tagged asset crosses the field of a
WherePort device (a magnetic exciter). In this report, enter the
WhererPort ID’s that being used to perform this task.

Zone Group
Settings

Displays Zone Groups published by Zone Builder tool and
provides data entry to change some zone group parameters.

Zone Settings

Displays Zones published by Zone Builder tool and provides data
entry to change some zone parameters.

Users

This tab includes two sub-tabs or pages, namely, USER
GROUPS and USERS. The USER GROUPS page is the place
where to add User Groups and specify the permissions for each
group. If using a domain server for authentication, the name of
domain groups can be added here. The USERS page is where
one can create local user accounts (stored in a local MWE
database) and assign them to User Groups. Domain login
accounts do not need to be added here.

(logged in
account)

The last tab shows the name of the account currently logged in to
the web client, and includes items to change user settings and to
sign out. A local account can also change password here.
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Report Interface

All reports under the Reports, History, Alerts, and Configuration menu items have a similar user
interface. In addition to the main menu bar, there is a report tool bar in lighter gray color, a report/map
window, and a filter's column. The following figure shows the Reports > Tags report.

NOTE: Depending on what version of MWE you are running, the name and order of menu items shown in
the figures below may differ slightly from your version.

Delete Show Details Save report as new
R Soliiied column for report under Saved
Hide/show Regort HOw B selected item tab
filter currently item fLem )
open Show/hide
Colfimn Select Number of _ Export columns; change
item Run/refresh  recordsin Editfupdate report column order Switch betweer

Report selected item

filters

report and maj
views

report the report

Q\T_li, y{1:1:7. Dashboara  Reports  History Aleils | nfrastructure  Configurition Users  admir -

E]aqxxuﬂags omanm.| +Add A Edit chlele[ * Export | 0 Details |l| 5] [ &

= 0 i | Resource ID | Zone Group | Zone -
Tag D = ] a4020363 Ho Unassigned Tag On-Site On-Site San Jose Office Mo Ho
Al . [0 44020487 Ho Unassigned Tag on-Site onSite SanJoseoffice Mo No
Registered [ 4eos2068 HNo Unassigned Tag On-Site on-Site San Joge Office Mo Mo
Al v
[] 4ao1a3s0 No Unassigned Tag On-Site On-Site San Jose Office Mo No
Resource Type
Al > [0 45048248 Ho Unassigned Tag On-Site On-Site $an Jose Office Ne No
Pk = [0 44020509 o Unassigned Tag on-Site on-Site san Jose Office Mo Mo
Al it D 44020483 No Unassigned Tag on-Site on-Site San Jose Office Ne No
SIS, My, Zoo iclip, Zoie D 45048200 No Unassigned Tag On-Site on-Site San Jose Office No No
Choose >
[] 4s0s3080 No Unassigned Tag On-Site on-Site San Jose Office Ne No
Locatin . . .
9 [0 44019675 Ho Unassigned Tag Or-Site On-Site San Jose Office No No
All v
D 44021759 Ho Unassigned Tag on-Site on-Site San Jose Office No No
Reader ID
all = EI 44019513 No Unassigned Tag On-Site on-Site San Jose Office Mo No
Blinking [ 44020699 Ho Unassigned Tag On-Gite On-Site San Jose Office No No
an i [ 44020035 No Unassigned Tag on-site on-Site san JoseOffice  No No
q »

10
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The following figure provides additional details on the filter's column.

_/‘ NOTE: Not every column in a report has a filter associated with it.

Show/hide
Hide/show  individual Reset all
filter filters; filters to This icon indicates that
column change default value this filter supports multi-
filter order Al selaction

"\ . LEBRA Dashboard Reports
[__<_] F.eports s Tags £+ Refresh 511 Rows
|
D] | Resource ID Zone
Tag D [0 44020363 o Unassigned Tag On-Site
Al - _ :
[] 4acz0a87 No Unassigned Tag On-Site
Ringi
i [0 4cos3068 No Unassigned Tag on-Site
All w
] 44019380 No Unassigned Tag on-Site
Resource Type
Al A [0 4spas24s ] Unassigned Tag On-Site
Filter/ :
i Click down arrow or
Current name white space to show
filter value possible values

1"
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Dashboard

The Dashboard > System Health page presents a graphical summary of the health of the system,
including servers, appliances, sensors, and tags.

< C O A Notsecure | 10.21.205.37/#/dashboard/0 o Q Y I e

“\fh.ZEBRA Dashboard Reports History saved Infrastructure Config Users

Dashboards / System Health Resources

System Health i

Number_ of open alerts Status of ZLA appliances. Under i NULHTL‘;;R‘:E:PD:‘ te_thnolig\rt %
affecting the M_WE normal operating conditions, the ZLA ! BI"H: e 'cht Blf B! L é |n:ch t: atus
servers. Red: high status should be ‘Running’. (Blinking, INking, Good Battery,
severity; Orange: Low Battery)

medium; yellow: low

# of Anpha
2 ==
4 | o I ot E—
D Mguren, ChCHED B B
Salt Uik Oty bl "
vies STATES OF A IE:-\‘_.—\.I
ke AMERICA :
e -~ - e
v i
L Ao Alwet Type ¥ o Alarty
Pruen ..‘
FP— I ttent Network Faikire
Hensaton
(hirwuates
s
My wr MEXKO (uRa
Cuslalnar s e 3 I
*Mesico Ciy
™
e .
=] GUATEMALA
< I!‘ﬁ 1 @
Click on a dot
h . . Other system alerts currently
to see the This graph shows how many location open
Alerts per site. Green dot means number of devices (Location Sensors, WherePorts,
there are no alerts open for this site. open alerts. RFID Readers) have open alerts and how
Red dot means there is one or mare many have no alerts currently open.

alerts open for this site.

_/‘ NOTE: Depending on your MWE version, you may see a different version of this dashboard where the
|:' _-‘l graphs have been replaced by tables, but the meaning of the panels is still the same.
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Users

The Dashboard > Resources page provides several counters related to the location and status of
resources being tracked across multiple sites.

< c O A Not secure | 10.21.205.37/#/dashboard/1
an.ZEBRA Dashboard Reporis History Alerts Saved Infrastructure
Dashboards / Resources Resources
System Health

<« C Y A Notsecure | 10.21.205.37/#/dashboard/1

?
o
pas
i
0

‘\‘:ﬁh. ZEBRA Dashboard  Reports History Saved Infrastructure

Dashboards / Resources

Resource Count by Type Resource Movement By Site Resources By Zone
Toy . Al .
p— m——— n—
Blink Sender Tag 1 10 site In out -] §
Calliper 1 1 0 Troy 0 1
Cart 5 5 0
Demo 8 g 0
Fixed Beacon 25 25 0
Fixed Receiver 6 6 0
Forklifts 2 2 0
Lifting Tools 4 4 (1}
Mobile BLE Beacons 7 7 0 a a
Other Tools 10 m_ o
Resources by Custom Attribute Value
Forklifts v gsites T
2

<

Zone Resource Type count

1 Office 7 Forklifts 1
Officel Cart 1
Officel Demo 1
Office1 Passive Tag 4

& Large Conference Other Tools 1

Komatsu Raymond Toyota INo Value] m Large Conference VMR 1 .

Larae Confaranca Mnhila BLE Rearans 1

The Users page includes two tabs, namely, User Groups and Users.

The USER GROUPS tab is the place where to add User Groups and specify the permissions for each group.
Only the administrator user group is created at installation time. If using LDAP/ADFS/OIDC authentication,
the name of groups on the LDAP/ADFS/OIDC server can be added here. If using MWE database
authentication, newly added groups will exist only on the local MWE SQL database.

‘ &« > C O @® Not secure| 10.21.205.45/#/users Q 1 - X :
q\“‘.IEBﬂA Dashboard Reports History Alerts | Infrastructure Configuration Users H

USER GROUPS

AND PERMISSIONS

W Delete Group

C Refresh  + AddGroup /" Edit Group

D Group | Description Role ‘ Access Location Resource Type ‘ Resources ‘ Tags ‘ Alerts ‘ Infrastructure ‘ User Mgmt ‘

View ALL ALL of of o 7 of
[0  administrator
Edit ALL ALL v v v v v

13



MotionWorks Enterprise 2.0

The USERS tab is where a user can create local user accounts (stored in the MWE database) and assign
them to User Groups. Domain login accounts do not need to be added here.

a¢==;e'

< C ¢ @ Notsecure | 10.21.205.45/#/users
Q\ﬁ‘-zEBRA Dashboard Reports History Alerts | Infrastructure Configuration Users m

USERS
AND ASSOCIATED GROUPS

C Refresh + AddUser ° EditUser () Resetpassword [ Delete User

User Description Days Inactive

O Usemame First Name

0  admin

[J  nikhielesh D nik

administrator 0

administrator

It is possible to configure the system to do only LDAP or ADFS or OIDC user authentication, or only MWE
local account (in MWE SQL database) authentication, or a mixed mode allowing both MWE local
authentication and one of the LDAP/ADFS/OIDC authentication methods. This configuration is done in the
.env configuration file on the MWE Linux server. Refer to the MWE 2.0 Configuration Guide for details.

Login Account Menu

The last item on the menu bar has the name of the login account currently logged into the web client. In the
example below, it is admin:

& c O A Notsecure | 10.21.205.45/#/landing o Q W = =

Q\ﬁT.ZEBRA Dashboard Reports History Alerts | Infrastructure Configuration Users admin >
L Change Password @

User Settings
o Sign Out

=N

MotionWorks Enterprise

VISIBILITY THAT'S VISIONARY.

1021.205.45/+/ [

In this example, a local user (a login account stored in the local MWE database) can change their
password. The Change Password menu item is not enabled for domain accounts, which are controlled by

a domain controller on the network.

14
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The User Settings item provides web client settings that are applied only to the account currently logged
in. Lastly, the Sign Out item allows a user to sign out.

Prerequisites
The MWE Installation Guide and MWE Configuration Guide explain the MWE software installation and
configuration steps that must be completed before a user launches and uses the MWE web client.

The main installation and configuration procedures are listed below:

MWE Installation Procedures

1. Install MWE software on Windows server.

2. If deployment includes ZLA appliances:
a. Register ZLA appliances with MWE Linux server.
b. Upgrade ZLA appliance firmware.

3. Upgrade sensor (if any) firmware.

4. Upgrade MWE software.

MWE Configuration Procedures
1. Add Site Groups, Sites, and load site maps in the Infrastructure > Site Manager report.
2. Calibrate maps (define x,y coordinate system) in the Site Manager report.
3. If deployment includes ZLA appliances:
a. Register ZLA appliances with MWE Linux server, if not done at installation time.
b. Associate each ZLA appliance with a site.
c. Use System Builder tool to add location sensor devices and define location algorithms.
4. Define zones on top of each map. This is done in the Configure Zones tab in the Site Manager report.

5. Configure authentication mode: local MWE database, LDAP, ADFS, OIDC, or a combination of these.
This is done in the .env configuration file on the MWE Linux server.

6. Add LDAP/ADFS/OIDC User Groups to MWE for LDAP/ADFS/OIDC authentication
7. Create local User Groups and Users, and define permissions

Once the above steps are complete, a user can use the MWE web client to view and enter data about tags
and resources being tracked by the RTLS (Real Time Location System) and perform many other tasks as
listed in the following section.
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Web Client Common Tasks

This document explains the most common tasks performed with the web client. The tasks listed below are
explained in various sections of this guide.

Launch MWE web client
Navigate the MWE web client Ul

View sites on a world map where tags and assets are being tracked
View site maps
View appliances installed at each site, and their status

Define location filters (rate filter, median filter, ...) per appliance

View tags status and current location
View tag blink history

View tag data in reports and on maps

Define resource types
Define location filters (rate filters, median filter, ....) per resource type
Associate resource ID’s to tag ID’s

View resource status, current location, and location history in reports and on maps

Customize reports (columns displayed, column names, column order, filter data)
Customize report filters (filters displayed, filter names, filter order)

Save customized reports

Export reports (CSV and HTML formats)

Import data

Define business rules alerts (resource alerts, pick-up/drop-off alerts)

Configure automatic email notification or resource alerts

Check system health

Configure automatic email notification of system alerts
Configure tag low battery alert

View alert history and alert notification history

Enable/disable system alerts

View available system events (zone change, object association, alerts, etc)

Specify system events to be stored
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* View history of system events

Viewing Sites and Site Maps

The sites and site maps where asset locations are being tracked can be viewed in the Infrastructure >
Site Manager report, as shown in the following figure. After installing the MWE software, only the Default
site group will be present. Refer to the MWE Configuration Guide for additional information on how to add
site groups, sites, and upload site maps.

Clicking on a site group in the tree-view, such as Company Sites in the example below, displays a map in
the map window containing all the sites under that site group. In our example the sites under the Company
Sites group are Detroit, Los Angeles, and San Jose.

< C @ A Notsecure | 10.21.205.45/#/landing

{l“.ZEBRA Dashboard  Reports History Alerts i  Configuration users  admin ~

, | Appliances

Printer Settings

Site Manager = ‘

_/‘ NOTE: Depending on your MWE version, you may see a different color scheme than the figures below
|:' _-‘l show, but the meaning of the items is still the same.

Zoom infout

Infrastructure > Site Manager
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Hovering over a site name in the tree view using the mouse causes the corresponding blue pin on the map

MotionWorks Enterprise 2.0

to be highlighted by increasing in size:

Infrastructure > Site Manager

My Sites 4+ Group 4+ Site
@ Al
%° Default

%P Company Sites

9 Detroit
€ Office Area
€ Parking Lot
o Los Angeles
o SanJose ¢ S W =
€ Office Building 1
€ Office Buildin
@ Office Building 3

Clicking on a map name in the tree view displays the corresponding site map in the map window:
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ka fho Salt Lake City

Reno

N
San!

oY

NIVADA R

Las Vegas
Flagstaff
AnizosA
Phoenix

Mexicali
Tucson

Nogates

Hermasilio

Guaymas

Zoom / Center

World
s Falls™ Thundef Bay Tiene
Nomsm baxoTA
e "
= - Sault Ste ﬂ
A
Saint Paul
Pérre wisconsin
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San Antonia '1OUSt20
Chihuahua
T
Nuevs Lareda "
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+ e Q
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~
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Managing ZLA Appliances

The status of the ZLA (Zebra Location Appliance) device deployed at multiple sites can be seen in the
Infrastructure > Appliances report. This report also makes several tasks available for managing

ZLAs.
Download logs Download logs from
) Refresh Start/stop from selected ZLA ~ MWE Linux server to
Site where ZLA report services on . local iachine
is installed selected ZLA to local machine
&« C (O A Notsecure | 192.168.30.149/#/appliances o A % = 6 0
%ﬂ. rd3:17.% Dashboard Reports History Alerts Saved I Infrastructure  Configuration Users
Infrastruct we / Appliances ' Refresh "7~ Stant / Stop Services \\zuup # Linux ServicesLogs 38 More
Site Appliance Last Firmware Update | Last Config Update Message Filters
San Jose FWA3270-ZEBRA-4 Running 1.2.14 None ] Successful  CallFilter30sec
(m} Kenwor 2ebrazlas Running 1211 © Nane ] Successful  Default
/ / Click to see update
£ hist & Name of ZLA
ZLA name (unique S.tatus @ Firmware By filter applied, if
name [:hﬂrs]en by services on ZLA version any
. l:;eerr‘i"; EL) currently loaded
58! E on ZLA
More operations
on selected ZLA
&~ + C O A Notsecure | 192.168.30.149/#/appliances o Q ¥ = & O
ruct "
L] =+  Add Apphance ‘
San Jose FWA3ZT0-ZEBRA-4 Running 1214 ® None L] Successt 4  EditAppliance
0O Ken zebrazias Bunning 1214 ) None ] Succesal Delete Apphance
Reboat ZLA

T Om

Upgrade Firmware

/age Filter Profilea @

Define and apply data
filter to selected ZLA

Refer to the MWE Installation Guide and MWE Configuration Guide for additional details on this report.
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Viewing Tag Status and Location

The status and location of tags blinking across multiple sites can be viewed in the Reports > Tags report.
The data is displayed in table form on a map, and can be filtered, sorted, exported, and more. All
supported tag types are seen here, regardless of technology, such as WhereNet tag, DART (UWB) tags,
passive RFID (EPC) tags, GPS tags, and BLE receivers.

The information displayed for each tag ID may include x and y coordinates, latitude and longitude, zone
and site where the tag is currently located, battery status, last time the tag blinked and last time it located,
resource ID (if any) associated with the tag, telemetry data included in the tag transmission (temperature,
speed, etc), and more.

Any tag blink (transmission) captured by a sensor feeding data to the MWE software causes the tag ID to
be displayed in the Tags report. It is also possible to manually add a tag to this report before that tag has
blinked; when the tag blinks, the data in the Tags report is automatically updated.

Open The Tags Report

Open the report by selecting Tags in the Reports tab:

%r. ZEBRA Dashboard [ECERIS History Alerts Infrastructure  Configuration Users admin ~

Import

Resources

Tags

See Ul Basics on page 6 for the meaning of each tool button on the report toolbar.

_/‘ NOTE: Depending on your MWE version, you may see slight differences in the report menu bar and filter
|:'~_-| column between what the figures show and your MWE version.
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Select a View
Select d

¢ 447

s ZEBRA

Reports / Tags.

1 fiters

U ZEBRA
Reports / Tags

K]

1 fiers

2
Tag I
Al

Registered
Al
Resource Type
Al
Resource ID
Al
InUse
Al
Locating
Al
Zone Group
Al
Zone
Al
Site Name

san Jose

MotionWorks Enterprise 2.0

ifferent views, such as Report View, Report & Map Vertical, and Report & Map Horizontal
by using the column filter. The column filter can be hidden, as shown in the following figures.

A Notsecure | 192.168.30.149/#/reports/2DS0E6CS-F1CT-4544-A91F-B1DAI8045411
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O oozianie o Unassigned Tag Not Associated o o office Avea office 2. sanJose
O ooziarzs o Unassigned Tag Not Associated o o office Area office 1 sanJose

U ZEBRA
&3]

Reports /Tags

(o)

1 fiters

TagiD
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Al
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Al
Resource ID
Al
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Al
Locating
A
Zone Group.
Al

Zone

Al

Site Name

San Jose

Resource Type
Al

Resource ID

Locating
Al
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san Jose

Dashboard  Reports  History  Alets  Saved | infrastuctre  Configuration admin ~
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o Resource Type
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-

[ oooras7e o Unassigned Tag Not Associate =,

0020249 o Unassigned Tag Not Associate
o Palo Alto
O oozsee o Unassigned Tag Mot Associate A

S % @
O oozisare o Unassigned Tag Not Associate. Mountain View =
Sunnyvale 0

O oozenes Ho. Unassigned Tag Not Associate W0 R 5
O ocoz172a0 No Unassigned Tag MNot Associate. Sailosy
O ozans o Unassigned Tag Not Associate e Eglty
O ozanc o Unassigned Tag Hot Associate Py il % X
O oozamin Ho Unassigned Tag Not Assaciate i o)
O ozane "o Unassigned Tag ot Associate
O ooz1ar2e o Unassigned Tag Hot Associate -

Dashboard  Reports  History  Aleris  Saved | ifiastuctre  Configuation  Users  admin ~

Chuneport +Add /Update WDelete Emon ®impot @Detis  acoresuts M | @ |

g Palo Alto -]
@ @
e Mountain View % il
Sunnyvale
o) Santa Clara
o San José
O g Registered Resource Type Resource ID inUse ocating Zone Group Zone Site Name
O oozrce o Unassigned Tag ot Associated "o "o Offce Area offce 2 san Jose
O ooz o Unassigned Tag ot Associated "o "o offce Area offces san Jose
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View Tag Data

When the Tags report is initially opened, the report window, the map window, and the filter column are

MotionWorks Enterprise 2.0

displayed.
Filter Drag dividing Map Number of records Map
Column bars Window in the report Zoom

. ZEERA
(<]

Reparts / Tags

A Not secure | 192.168.30.149/

Dashboard

G RunRepot +,/dd ~ Update 1 Delete % Export * Import @ Details

Repo 15

History

Alerts

Soved | infrastructure  Confiywation  Users  odmin ~

400 Aesults B ‘ a |‘§f1

= O O Resource Type [+ |
Tag ID O ooorzrce Unassigned Tag Not Associlte -
Al -
O ooois000 Ho Unassigned Tag o
Registered - . vy
Al = 0O omaste Unassigned Tag Not Associat
Resource Type O Unassigned Tag Not Associate
o Pala Alto
O Boz1s6s2 Unassigned Tag Not Associate N
Resource ID b SC . 3
a = {0 oozisare No Unassigned Tag Not Associate Mountain View ™ £l
o . ®
. ) . N ) Sunnyvale % Q
InUse O oo216ae Ho Unassigned Tag hot Associate e Santa Clara
Al v 0 n
O oozi7249 Ne Unassigned Tag lot Associate i £ Saglose
Locating :
.‘ = O oozans No Unassigned Tag Not Associate
Zone Group O oozanc No Unassigned Tag Not Associate i ke
R v
. O oo21am1D Ho Unassigned Tag Not Associate v
Zone
; 0O oozane Ho Unassigned Tag Not Associate D
Al -
Site Name / O oo21a726 Ho Unassigned Tag Hot Associate -
san Jose | ¥

Scroll right and left in the report windows to view all the report columns, including the site and zone where
each tag is being located.

The map window displays a wide area map, each blue pin corresponds to a site where tags are being
located.

When one or more tags are selected in the report window, the following occurs:
¢ A checkmark appears in the square checkbox in the first column for each selected tag.
* Each selected line is highlighted with a light blue background.

¢ |f map autozoom is enabled, the map window automatically zooms into a smaller area containing
the selected tags. See Map Autozoom for additional details.

¢ If map autozoom is not enabled, the map window does not show the full map for the site
containing the selected tags, and the map window does not automatically zoom in. See Map
Autozoom for details.
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The Details Column

If one or more tags or resources are selected in a report window or in the map window, click Details on
the report toolbar, to view a column on the right side of the web client window displaying information for the
selected items.

& 3 & Rolseroe | RELTSE ML ey | H %1 il I o 9 & H =

k. TeREA lbbward  Fepwin by b ot | it

Phanfepon 0 ddd F Upss I Dews % Bmor  inpor B Detaln swsmn W | B | #

[ T

The information displayed in the Details column is the same as in the lines in the report displayed in
vertical form. The right and left arrows at the top right corner of the Details column allow the user to
toggle between the selected items. The Details column can be closed by clicking the x at the top left
corner of the column, or by deselecting the items previously selected in the report or on the map.
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Map Window

The following figure lists the features and buttons on the map window.

Shm{u world map or Tag selected in Tags
wide area map report window

Map zoon

Reset map
view \
Show zones and
zone labels

Show tag
labels

Show/hide
map bar

Mouse
position x,y
coordinates

Go to replay

window
/ bd

Enable live data
streaming

Warehouse
=l

L=

Map bar —— g
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Report Filters

The reports under the Reports, History, Alerts, and Configuration items on the main menu bar

include a filter column that allows filtering data in the report based on multiple columns or fields. Not every
column in a report has a filter associated with it.

Hide/show
filter i
] ?how'fh'de Reset all
column individual filters;
: S d filters to Number of
change filter order o e filters not

‘All set to “all’

s\“o ZEBRA Dashboard Repor

Repo~s / Tags & Run Report  +

= o 1 filters O Resource Type
Tag ID = [ oool2rce Ho Unassigned Tag
Al .
[J ooo13opo No Unassigned Tag
Registered
Al = [0 oooizse Mo Unassigned Tag
Resource Type | 00202449 Ho Unassigned Tag
Al v
[J ooz15882 No Unassigned Tag
Resource ID
.E-I . [0 oo2154FE Mo Unassigned Tag
In U [0 oo216484 Ho Unassigned Tag
[J ooz17249 No Unassigned Tag
current  Filter/  Click white space
filter value  OIUMN  to show possible
name values

When a value is selected or typed in a filter box, the content of the report is automatically updated to match
the filter value.
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The filter column can be customized to show a subset of available filters and change the order of the list in
the filter column, as shown in the following figure.

Click to show/hide
filter configuration
window

Drag up/down to
change filter
position in the list

{lh. ZEBRA

@ Reports / Tags

E 5 1 filters O Registered Resource Type
Filters O oomzFce Mo Unassigned Tag
TagID [0 ooo13c00 Ho Unassigned Tag
Registered O oomaste Mo Unassigned Tag
Resource Type
b O ooz202a49 Mo Unassigned Tag
Resource ID =
In Uge [0 ooz15682 o Unassigned Tag
=
= Locating 00215AFE Mo Unassigned Tag
g
Zone Group
Zone O oco2i6a8s Mo Unassigned Tag
Site Name 00217249 No Unassigned Tag
eck/unchnec
. Pinger Device ID
o SI'-]E[;W,"hIde Blinking [0 oo21am1s Mo Unassigned Tag
ilter
Alert O oo21amc No Unassigned Tag
Battery
[0 ooz21amip No Unassigned Tag
Tag Custom Fl 1
Tag Custom Fl 2 [0 oo21aTIF Mo Unassigned Tag
bd T
& TagCustom FI3 O oo2a726 Mo Unassigned Tag
Tag Custom Fl 4
Tag Custom FI § [0 oo21a724 No Unassigned Tag
Source O oo21a728 No Unassigned Tag
i
Blinking O ooz2a724 Mo Unassigned Tag
All o [0 oo21a746 No Unassigned Tag
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Customizing a Report

A report under the Reports, History, Alerts, and Configuration menu items can be customized in
several ways. Users can choose to display the data only in table form (report window), or to display both
the report window and the map window horizontally or vertically, and one may choose to show or hide the

filter column.
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Additionally, select which columns to show in a report and the order in which these columns are displayed.

Click here to show column
configuration window

‘\Tii. ZEBRA Dashboard  Repons History s Saved Infrastructure  Canfiguration Users  admin ~
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column position

Columns

Tag D
Registered
Resource Type

Resource ID
In Use i
Locating % s
Zone Group
Zone

Site Name se
Pinger Device ID

Pinger In Time

Pinger Out Time e
Blinking
Alert
Battery -

To sort the report records by a column, click the column header; an arrow displays showing the sort order
(ascending or descending). To change the sorting order, click the column header again.

Click on a column header to sort

data by that column. Click again to

invert sorting order.

. zEBRA

(<]  mepons/Tags

= 0 1 filters O Registered
Tag ID = =] Mo Unas!
All hd
O No Unas:
Registered
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The Details tool-button allows displaying the horizontal records/lines in the report in a vertical format, as
shown in the figure below.
Click the Details

button to display
Details column

Select one or
more records in
the report

Click x to hide
Details column

Number of
records selected

Dashboard Reporis History Aerts Saved Infrastructure Configurati an Users. admin ~

. ZEBRA
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00013000 o Unassigned Tag Hot Associated No Ho Office Area i Click arrows to
Registated Registered move between
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/ No records
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Resource Type = 9 9 Resource Type
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Resource 1D R i
All v 00215AFE tio Unassigned Tag Hot Associated Mo No office Area esource sooll
Not
bar
InUse [0 ooz216484 Ho Unassigned Tag Not Associated No Ho Office Area
Inuse
] -
A O oozi72e8 to Unassigned Tag Hot Associated Na No Office Area No

Details column

The figures below show some other examples of possible report customization.

. ZEBRA

Dashboard Reports History Alerts Saved | Infrastructure ‘Configuration Users admin ¥

G RunReport + Add / Update i Delete # Export % import @ Details 400 Resuits 1 ‘ B ‘ Pl

£ 1fiters O TagiD T Resource Type
Tag ID D 00012FCC No Unassigned Tag
[ -] :
— 00013000 No Unassigned Tag
[ an v 00013578 No Unassigned Tag
Resource Type 00202A49 No Unassigned Tag
| an v .
—_— 00215682 No Unassigned Tag
Resource ID
|' i V_‘ 00215AFE No Unassigned Tag
In Use [0 o0216484 No Unassigned Tag
Al v | )
| i O oo217249 No Unassigned Tag
Locating
(7 . O o021a715 No Unassigned Tag
Zone Group [0 ooz1a71c No Unassigned Tag
[ A L [0 oo21471D No Unassigned Tag
Zone
i—jwi O o021a71F No Unassigned Tag
S Narié O o0214726 No Unassigned Tag
| sanJose > O oo21a724 No Unassigned Tag
Pinger Device ID N
|7 ‘ O oo21a728 No Unassigned Tag
All it
O o021a734 No Unassigned Tag
[0 o0214748 No Unassigned Tag
_Alert 4

> Oa @

0

@

>

X Selected:5 >

Tag ID =
000130D0

Registered
No

Resource Type
Unassigned Tag

Resource ID
Not Associated

In Use
No

Locating
No

Zone Group
Office Area

Zone
Office 3

Site Name

San Jose

Pinger Device ID
Pinger In Time

Pinger Out Time
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Reports / Tags
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Dashboard

Reports

History Alerts

Saved Infrastructure

@ RunReport + Add /" Update W Delete

% Export % Import @ Details

£ 1filters X selected: 5 -

Tag ID ) Tag ID =
[ a 00013000
Registered Registered
[ No
Resource Type
$‘ Resource Type
| an | Unassigned Tag
Resource ID
r y Resource ID

All ~
L S— Not Associated
In Use
fe—————— In Use
| an ~ | o
- - o
Locating o
e — " ocating

All a3
l—i‘ ] TagiD T esource Type | Resource ID Zone Group ‘ ‘one No
Zone Group
[ =) [0 oooizrce No Unassigned Tag Mot Associated No No Office Area office 2 Zone Group
[ Office Area
Zorie 00013000 No Unassigned Tag Mot Associated No o Office Area office 3
[ <] Zone
: 00013578 No Unassigned Tag Not Associated No No Office Area office 2 -

ice

Site Name v
e | 00202449 No Unassigned Tag Not Associated No No Office Area office 2 —

San Jose
- - San Jose
Pinger Device ID 00215682 No Unassigned Tag Not Associated No No Office Area office 2
[ ~] 00215AFE No Unassigned Tag Mot Associated No No. Office Area office 3 Piigerpevior

) [0 oo216484 No Unassigned Tag Not Associated Mo No. Office Area office 2 Pinger In Time
L T 20 2 oz82 Begoes Pinger Out Time

Alert hd Kl N

Configuration

400 Results Wl ‘ B ‘ %

Users

admin ¥

. ZEBRA

Reports / Tags

TagiD |

00012FCC

00013000

[<BImN (]

<]

00013578

[<]

00202449

00215682

(<<

00215AFE

00216484

00217249

0021A715

0021AT1C

0021A71D

0021AT1F

0021A726

0021AT2A

0021A728

0021A734

oae @

g1
ih

0

L]

O

Dashboard

& Run Report

Reporis

History Alerts

+ Add /' Update W Delete

Saved Infrastructure

3 Export  * Import @ Details

Configuration

Users

admin ~

400 Resuits I | <] ‘ &

Oo0oo|oooonoo o

0021AT46 =

5 SEL
IR 15

& (168.94,-75.64

Use the browser zoom level to adjust the font size and number of records displayed in the report window.
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Saving a Custom Report

Once a customized report with a set of filters and filter values, a set of columns and column order, sorting
column and sorting order is generated, it can be saved and named as illustrated below.

Click to save and
name a report

ﬂlﬁ. ZEBRA Dashboard Reporls History Alerts Infrastructure Configuration Jsers admin ~

CAnReort +Add / Updste WDelete & Bgport ®impor @Dewis 5 Resuls M | B | (&

Registered Resource Type

00215682 Unassigned Tag

00215AFE Unassigned Tag

Type a re‘port name Save Repiet
and click Save

Tags in San Jose, CA

CANCEL

Click the Save button, to view a new menu item named Saved on the main menu bar. All saved reports are
placed under the Saved menu item.

All saved reports are placed
under the Saved menu item

New ‘Saved’ menu item
for saved reports

Dashboard Reporis History 5 Infre structure Configuration Users admin ~

Tags in San Jose, CA

@ RunReport + Add /' Update ssresuts W | @ W | &

Resource Type

00215682 Unassigned Tag

00215AFE

Unassigned Tag

00216A24 Ho Unassigned Tag Mot

el e

NOTE: In the Details column, the items selected in the report (the check marks in squares in the first

column), and the view mode (report only, report and map vertical, etc.) are not saved as part of a saved
report.
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To delete a saved report, open the report and click the trashcan icon on the report toolbar, as shown
below.

Name of saved report

Click to delete saved
currently opened

report currently opened

Reports History Aleris Saved Infrastructure Configuration Usors admin ¥

i ZEBRA f—

Saved / Tage in San Jose, CA @ RunReport + Add  / Update 1 Delete * Bxport @ Details snnemlull|a [} |,§5

Resource Type R4

Tag ID 00215682 Unassigned Tag
all - )
00215AFE Mo Unassigned Tag Mot &
Registered L i

Al b 00216484 No Unassigned Tag Mot

La Cafiada
Flintridge ...

J[ER T 1O

Raenrs Tuna anz1774q Mo Linassinned Tan Mot

_/‘ NOTE: Depending on your MWE version, you may see some differences between the screens depicted in
|:'~_-‘| this document and the screens in your MWE version.

Exporting a Report
To export the content of a report, click the Export tool-button on the report tool bar:

Click Export button to
export report content

il'h.ZEBRA Dashboard Reports History Alerts Saved | Infrastructure Configuration Users admin

[€]  nepons/Tags G RunReport +Add / Updste WDelete $Egport %impon @Dewmils  ssmesuts M | @ | S

B A (] Registered Resource Type # Exportcsv u
Tag 10 - O ocozises2 Unassigned Tag et ¥ Export HTML =
Al b
O ocozisaFe No Unassigned Tag Not o
Registered (i Ll
all [0 oo216484 Ho Unassigned Tag Hot
: ’ LaCafada
5 Flintridge
FAesource Type [0 oozi724s No Unassigned Tag Mot = Burbaek IBE | aradir
All v o b
£] 00212715 No Unassigned Tag Hot w e Oaeadans =

The data can be exported in CSV format or HTML format. A file is downloaded to the Downloads folder on
the computer hosting the web client. The file name maintains the format reportName_date_time.

File Edit View Tools Help

Organize = Include in library ~ Share with = Slide show New folder
| Favorites [
l4 Downloads € Tags_2018-08-17_11002Lhtml
B Desktop Tags_2018-08-17_110001.csv

The report filter values are included at the top of the exported file to inform the user opening the file of the
filter values that were applied when generating the report data.
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Data Import

When in need to enter large amounts of data into MWE, rather than entering one item at a time using data
entry, you can use data import transactions. Data Import is available via the Import report. To open this
report, select Reports > Import from the MWE web client menu bar:

Q‘T,ZEBRA DEELEL  Reports History Alerts | Infrastructure  Configuration Users  admin ~

Import
Resources

Tags

This report, shown in the figure below, both allows several different data import operations and shows a
history of data import operations.

iﬁr, ZEBRA Dashboard  Reports History Alerts Saved Infrastructure  Configuration Users  admin ~
Reports / Import @ RunReport ¥ Export
= D Report Action Select File
Report Please select an option v || Please select an option +

All bd Progress
Action

All .

Import Results

Imported By

All v Imported File Name ‘ Report | Action ‘ Imported By ‘ Imported Date | Elapsed Time

i 10 Results
Imported Date

Custom (8/16/19, 120000 ¥ |

From the Report dropdown list, select a report to import data into. Available reports are: Resource Type
Settings, Resources, and Tags.

Reports / Import
= 9 Report Action Select File
Report Please select an opnon\ ™ Please select an option | |+
All ¥ |Resource Type Settings
Action jHesuurces
Al « | e
Import Results
Imported by
Al = . __ : o 1
Imported Date
Today -

The Action dropdown list shows the types of data entry operations available for this report. Data entry

operations include adding new resources to the report, modifying existing resources, or deleting resources
from the report.
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(<]

Reports / Import

=ED] Report Action Select File
Report Resources ~ || Please selectan optluri b ||+
All b2 |Add Resource
Progress
Action 3DE|EIE Resource
All v | Update Resource
Import Results
Imported by
o ] -
2 Al - __ IMd b, "Tw“ = l
Imported Date
| Today v

Once an action or data entry operation has been selected, use the Select File field to browse to and
select a properly formatted file. Clicking the Sample File button will download a sample file that can be
used as a template to build a properly formatted import file for the selected data entry operation.

Report Auto-refresh

The data in a report is automatically refreshed every time the report is opened. Once the report is open,
the data can be manually refreshed by clicking the Run Report tool button.

Click Run Report button to refresh
report data

i{"a ZEBRA Tashboard Reports History Alerts Saved Infrastructure Configuration Users admin ~
Reports / Tags ¥ RunReport  + Add /' Update M Delete 2 Bxpot % import @ Details anmullaﬂlalﬁi;

= 9

Tag ID

Registered

00215682 Ho Unassigned Tag

La Caflada
Flintridge ...

00215AFE No Unassigned Tag

Registered Ed Burbank

00216484 No Unassigned Tag

OO0 O g

All w

Users can also enable auto-refresh. This feature is disabled by default, as frequent auto-refresh queries by
multiple clients can place an unnecessary load on the MWE database.

To enable report auto-refresh, select User Settings under the last menu item on the main menu bar (the
menu showing the name of the account currently logged into the web client) and set Auto-Refresh to
Enabled. Enter a refresh interval in seconds. Try to make this interval as large as the scenario allows. The
minimum value supported by MWE is 5 seconds.

Select User Settings to enable/disable
Map Autozoom

ﬂll.IEBRA Dashboard  Reponts History Alents Saved ‘ infrastructure  Gonfiguration Users admin ~

hange Pass:
@ RunReport + Add / Update B Delete & Export % Import @ Details 89 Resl ShMkbkiatte
— Liser Settings @

Registered Sign Out

A W -

LaCafiada

[0 ooz1ses2 Ho Unassigned Tag

M anmseee Ma Iinase
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Set Auto-Refresh to User Settings
Enabled

Enter an auto-refresh
interval (minimum 5 sec)

CANCEL

Live Data Streaming

The report auto-refresh feature can be set to a minimum refresh interval of 1 second. Each refresh
performs a full query database tables to update all of the fields in the report. Therefore, having many web
clients performing frequent queries can place an unnecessary load on the system.

An alternative is to enable live data streaming. This opens a web socket connection between the web
client and the MWE server allowing tag blink (x, y, z) coordinates to be forwarded immediately from the
server to the client in real time. In this case, the web client refreshes the display every second, without the
database load generated by auto-refresh.

/‘ NOTE: Live data streaming updates the X, y, z coordinates of tags in the report and on the map, however,
= it does not update any other fields in the report. The next manual or automatic report refresh updates all
fields in the report.

To enable live data streaming, click the Real Time button on the map’s toolbar. The button changes color
from light gray to dark gray. To disable live data streaming, click the button again.

{E“a ZEBRA Dashbossd  Reports History b Saved l infrastructure Configuration Users  admin =
[€]  reportssTage (@ Runfepont + Add Update W enesuts | @ | &
E O 1 Registered eaiACE Type @
Tagg 1D - -
= [0 wozzonEa Hao Unassigned Tag
All = = (a3,
Ragistered O wozzncy Ho Unassigned Tag B
e - i
Al [0 oozzner No Unassigned Tag
Resource Type O oozan0s7 Ho Unazsigned Tag
all -
00240057 Ho Unassigned Tag
Resource ID o & namanes
All = [0 oo241F5F He Unassigried Tag |- .
In Lise [0 oo225F12 No Unagsigned Tag » 8 1
aii *
DO245F4E Ho Unassigned Ta
Lecating o e i Toggle Feal Time
- &l o
all - [0 oozasze Mo Unassigned Tag
Fane Group | 00246230 Ho Unassigned Tag
All -
0O waeeea Mo Unassigned Tag
Zane
v O wozeses: He Unassigned Tag
e ¥, L4 I [ 19.53.43 67

Map Autozoom

When map autozoom is enabled, selecting one or more tags in the Tags report causes the map to

automatically zoom in or zoom out to display an area that includes all of the selected tags. This area is
typically a small part of the whole map, large enough to include the selected tags and neighboring area.
The same is true for other reports that include the map window, such as the Resources report.
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Map autozoom is enabled by default. To disable it, select User Settings under the item on the menu bar
(the item showing the name of the account currently logged into the web client) and set the Map Zoom
switch to no/yes.

°
=

C ¢ A Notsecure | 192.168.30.149/#/reports/2D50E6C5-F1CT-4544-A91F-B1DA38045411

%b IEBRA Dashboard Reports History Alerts admin ¥

Saved | Infrastructure Configuration Users

Change Password
© Details &

G RunReport + Add /" Update i Delete ¥ Bxport 2 import 400 Res}

User Settings

Resource ID Sign Out

- |

M santseres M linaccinne: A Tan Mot

User Settings

Auto-Refresh
| Disabled v
Refresh Interval (sec)

|_ N/A

Map Zoom in Based on Selected Object(s)

CANCEL SAVE

When a user selects one or more tags in the Tags report, or one or more resources in the Resources
report, the map window responds in one of two ways:

e |f Map Zoom is set to Yes, the map window automatically zooms into an area containing the selected
tags or resources.

* If Map Zoom is set to No, the full map for the site containing the selected tags or resources displays in
the map window. The map window does not automatically zoom in.

Upon initially launching the Tags report, observe a wide area map showing all of the sites that contain tags
listed in the report.

s ZEBRA

Reports / Tags

Dashboard  Reports History Alerts Saved Infrastructure  Gonfiguration Users  admin

G RunReport +Add /# Update i Delete & Export % Import @ Details 2000 Resuts M1 | B | 5
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= 0 o Resaurce Type Siodkton

- Oakland -
TagID [0 ooot2rce No Unassigned Tag Modesto
| A v |

[0 ooo13000 No Unassigned Tag SanJosé Merced Bishop
Registered
[ an = O oooi3ste No Unassigned Tag Santa Cruz
Fresno
Resource Type [0 oo0202240 No Unassigned Tag Monterey CAGERIMA
| an v
— O oo215682 No Unassigned Tag Visalia
Resource ID
| an v O  ooz15aFE No Unassigned Tag
In Use O oo216884 No Unassigned Tag
Bakersfield
LA J [0 oo217249 No Unassigned Tag s s
Locating Santa Maria
f - | O oo21a715 No Unassigned Tag Barstow
| A » Lancaster
Victorville
Zone Group O ooz1a7iC No Unassigned Tag Canea Barbara
| A % | O oo21a710 No Unassigned Tag 953" Bernardino
Zone |
i | [0 oo21a7iF No Unassigned Tag e Palm:Spri
A v
Site Name [0 ooz21a726 No Unassigned Tag
% Qceanside

| an v | J
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If map autozoom is enabled and two tags are selected in the report window, the map automatically zooms
into an area including the two selected tags, as shown in the following figure.

Selected tags are
shown as red dots.

. ZEBRA

Reports / Tags

Dashboard Reports

@ RunReport + Add # Update

History

Alerts

W Delete ¥ Bpot ¥ impor @ Details

Saved | Infra s ructure

Users admin ~

400 Resuits 1 | 3] | &

= O 1 filters (] Registered Resource Type Resource ID
a 1
Tag ID: D 00012FCC No Unassigned Tag Not Associate -
All ~
b= 00013000 No Unassigned Tag Mot Associate
Registered @
Al v O ocooiss7e Ho Unassigned Tag Hot Associate Q
3 )
Resource Type [0 ooz202449 MNo Unassigned Tag Not Associate
All v
D 00215682 No Unassigned Tag Mot Associate
Resource 10
Al P 00215AFE Ho Unassigned Tag Hot Associate
—— . . o
InUse O o021 mR Ne Unassigned Tag Mot Associate g q‘
All w 0, |
00217249 No Unassigned Tag Mot Associate _\q}
Lecating e 5 - |
P 5 O ooz Ho Unassigned Tag Hot Associate —a— —
I T |
Zone Group O oo021a71 Mo Unassigned Tag Mot Associate T 1
! ~ — =
A O oo21am10 Unassigned Tag Mot Associate
Zone
‘ [0 oozianF Unassigned Tag Hot Associate Tufficise
Al v
Site Name v D 0021A726 Unassigned Tag Not Associate ﬁ'&
San Jose = » ‘
Site Name filter automatically set Tags selected in Map being displayed. Another map at Map bar

to site containing first tag report this site

selected in report window Note blue border

If map autozoom is disabled, then the full map for the site containing the selected tags is displayed in the
map window. The map window does not automatically zoom in:

Dashboard  Reports History Alerts saved | infrastructure  Configuration Users  admin ¥

. ZEBRA

@ RunReport + Add /' Update i Delete ¥ Export * Import @ Details

(<] meports/Tage 400 Results 1 ‘ <] ‘ &

E D 1 filters = Resource Type Resource ID
Tag ID = [0 ooot2Fce No Unassigned Tag Not Associate
[ au v | -]
E— D 00013000 No Unassigned Tag Not Associate
Registered
- | O ooo13s78 No Unassigned Ta Not A t )
[ ¥ g a ot Associate iLH
Resource Type O 00202448 No Unassigned Tag Not Associate
[ an v . -
- [0 oo215682 No Unassigned Tag Not Associate =
Resource ID
[ = 00215AFE No Unassigned Tag Not Associate =
In Use D 00216A84 No Unassigned Tag Not Associate.
[ v - >
- 00217249 No Unassigned Tag Not Associate
Locating O
T . O oo21a715 No Unassigned Tag Not Associate kg
Zone Group O oo21a71C No Unassigned Tag Not Associate
‘, Al il D 0D021A71D No Unassigned Tag Not Associate. |
Zone .
‘f—'— i O oo21a7iF No Unassigned Tag Not Associate Oty Saptionee
Al v
> y )
SHeName 7 [0 00214726 No Unassigned Tag Not Associate &E«
\7 San Jose s s 4
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In either case, if the Site Name filter is set to All, the map window displays a wide area map with all of the
sites:

iﬁI.ZEBRA Dashboard Reports History Alerts Saved | Infrastructure ‘Configuration Users admin ¥

Reports / Tage ©RmnReport +Add / Update W Delete & Emport % impot ©Detals 2000 Resuts W | B | &

E N O Registered Resource Type Resource ID Stockton
B Oakland H

Registered O ooor2rce No Unassigned Tag Not Associate Modesto
| an v | 9 g
———— O oooi3000 No Unassigned Tag Not Associate SanJosé Merced Pishep
Resource Type
| an v [J oooiss7 No Unassigned Tag Not Associate Santa Cruz
= ) Fresno  caurornia
Resource ID [J oo202a49 No Unassigned Tag Not Associate Monterey,
| A v i
- - D 00215682 No Unassigned Tag Not Associate .
In Use
| an sl 00215AFE No Unassigned Tag Not Associate

J
Locating D 00216A84 No Unassigned Tag Not Associate
- ) Bakersfield
| an v - San Luis Obispo i
R 00217249 No Unassigned Tag Not Associate
Zone Group Santa Maria
ittt AN . Barstow

| 0021A715 No Unassigned Ta Not Associate
| e ¥ O 9 9 Lancaster

- Victorville

Zone O oo21a71C No Unassigned Tag Not Associate Santa Barbara
| an v .
) [0 oo21a71D No Unassigned Tag Not Associate 953“ Bernardino
Site Name PalmSpr
|' Al v O oo21a71F No Unassigned Tag Not Associate invide
Pinger Device ID [0 oo214726 No Unassigned Tag Not Associate
Pt R v Oceanside
| an v
W S | | - | »

Each site on this map is represented by a blue pin. The site containing the selected tags is highlighted with
a larger sized blue pin. Clicking on a blue pin on the map sets the Site Name filter and the map window
only displays the maps for that specific site.
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Map Data Clustering

A tag or resource is represented on the map window by a yellow dot with a red border. This dot turns red
when the tag or resource is selected on the map or in the report.

When two or more tags are physically in close proximity, they are clustered and represented by a larger
blue circle as shown in the following figure. The number on the circle corresponds to the number of tags in
that cluster.

(131.65,-73.92)

Zooming in shows the individual tags in a cluster.

IO | ] -]
[}

L

2171

o

39



MotionWorks Enterprise 2.0

Defining a Resource Type

The main purpose of the MWE software and the underlying RTLS system is to track the location and status
of assets/resources. Tags (active/passive RFID transmitters) tracked by the RTLS system are physically
attached to resources. Therefore, each tag ID must be associated with a unique resource ID within the
MWE software.

MWE offers multiple ways of associating/dissociating tags with/from resources, including data entry, API
calls, scanners, applications installed on top of MWE, and mobile applications. In the following sections
outline the data entry operations available in the MWE web client to associate/dissociate tags with
resources.

Create a Resource Type, which represents a category or type of resources. For example, a Resource
Type could be printer, trailer, or container.

To create a Resource Type:

1. Go to the Configuration > Resource Type Settings report, click the +Add tool button and select
+Add Resource Type.

{ﬁr,ZEBRA Dashboard Reports History Alerts | Infrastructure  Configuration Users admin ¥

(<] configuration / Resource Type Settings 7 Refresh TRows‘ +Add AEdit WDelete | % Export | @ Details ‘III‘ a ‘ &

] + Add Resource Types 1Y) o,
Category O or Unassigned Tag Unassigned Tag No No None
Al v [] HRer Locate Health Tag Locate Health Tag No No None
Groupin
ping D REF Reference Tag Reference Tag No No Mone
All v
D WPH WherePort Health Tag WherePort Health Tag No No Mone
m WwIT Wiralace Tima Tan Wiralace Tima Tan Ma K Mnana

2. Enter the necessary information in the Add Resource Type data entry window:

Add Resource Type
Identi =
E Identity Y =2
Name *
E Filters Name
§J Attribute Display Name *

, lcon Display Name

* Configuration  peseription
Parent

o ) Description
= Children
Expiration Time in seconds
Expiration Time seconds
Auto Dissociation
No ~
Enable auto dissociation in dissociation zone []
Filters -]
Tannffeat T m ” Maovalbadian (7Y m ” Rata (M m | e

| save [ENIEE
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The meaning of the various fields in the Add Resource Type data entry form is given in the table below.
Fields with an asterisk (*) next to its name are mandatory.

Table 3 Add Resource Type Field Definitions

Section Field Name Description
Identity Name The name of the field using internally by the
application. Also used in Data Import
operations.
Display Name Field name shown in report columns, filters,

and data entry operations. By default,
Display Name is set equal to Name, and it is
recommended to leave it this way.

Description Optional description field.

Expiration Time If a tag of this resource type does not blink in
the specified period, MWE will trigger a Tag
No Blink alert.

Auto Dissociation If set to No, you will not allow to associate a

resource ID with a tag ID that is already
associated with another resource ID.

If set to Yes, the tag will be automatically
dissociated from its current resource ID when
you attempt to associate it with a new

resource ID.
Enable Auto Dissociation | If this checkbox is checked, it is possible to
in Dissociation Zone automatically dissociate the tag when it

blinks in a zone defined as a dissociation
zone in the Site Manager a Configure Zones
page.

Filters TagOffset Click on the information icon next to the filter
name to see a brief description. See more
details in the Resource Type Filters section
later in this document.

Move/Median Click on the information icon next to the filter
name to see a brief description. See more
details in the Resource Type Filters section
later in this document.

Rate Click on the information icon next to the filter
name to see a brief description. See more
details in the Resource Type Filters section
later in this document.

ZonelLockDown Click on the information icon next to the filter
name to see a brief description. See more
details in the Resource Type Filters section
later in this document.

ZoneChange Click on the information icon next to the filter
name to see a brief description. See more
details in the Resource Type Filters section
later in this document.
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Table 3 Add Resource Type Field Definitions

Section Field Name Description
Attributes Attribute names defined Attributes can be of two types: Free Text and
by user Lookup. Free Text fields allow a user to type

any string. For Lookup fields the user must
select from a dropdown list of pre-defined
values.

When selecting a resource type in the
Resource Type filter in the Resources report,
you will see that a set of additional attribute
columns and filters is displayed in the report.

Icon Configuration Load and select an icon or figure to represent
this resource type on maps displayed by
MWE.

Parent Children Here one can associate the resource type

with a parent resource type such that the
children resource types will inherit the same
x,y reported by MWE for the parent resource

type.

See more details in the section Resource
Parent-Child Grouping later in this document.

1. Once the Add User Resource data is added to the entry form, click the Save button to save the
information and create the resource type.

The following figure shows a newly added resource type named Printer.

iﬁi,zEBRA Dashboard Reports History Alerts | Infrastructure  Configuration Users admin ~

Configuration / Resource Type Settings £ Refresh TRows‘ +Add SEdit W Delete | & Export | © Details ‘III‘ g ‘ hca)

Category O oF Unassigned Tag Unassigned Tag Mo No
Al . D HREF Locate Health Tag Locate Health Tag No No
Groupin
pha D REF Reference Tag Reference Tag No No
All v
[0 weH WherePort Health Tag WherePort Health Tag No No
O wur Wireless Time Tag Wireless Time Tag Mo No
D RFID RFID Resource Default Type create resource type for No No
[J Printer Printer No No
"
e
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2. If you would like to make changes to the resource type definition, select the resource type in the report,
click the Edit tool button, and select Edit Resource Type to open the Edit Resource Type data entry
form:

iﬁi.zEBRA Dashboard Reporis History Alerts | Infrastructure  Configuration Users admin ~

Configuration / Resource Type Settings r Refresh 7Rowa‘ +Add  AEdit @Delete | + Export | @ Details ‘III‘ A | &

D /‘ Edit Resource Types !
D DF Unassigned Tag Unassigned Tag No No
L a8 ¥ |:| HREF Locate Health Tag Locate Health Tag No No
Sepopng O =&er Reference Tag Reference Tag No No
All ~
] weH WherePort Health Tag WherePort Health Tag No No
D WLT Wireless Time Tag Wireless Time Tag No No
[J rFD RFID Resource Default Type create resource type for .. No No
Printer Printer No No

3. After making the desired changes, click Save to save your changes.

The next step after defining a resource type is to associate a resource having a unique resource ID with a
tag ID being tracked by the system.
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Associating a Tag ID with a Resource ID

To associate a tag ID with a particular resource/asset, open the Reports > Resources report, click + Add
on the report menu bar as shown in the figure below:

i zEBRA

Dashbosrd Raports History At mlmibucluie  Conhguialion Uérs Mg v

[€] meports/ Aesourcen omsm| +add  FEda Iml ga.n|.n-l-|.|3|(§a

m o 1 Siters P}
Fescurce ID ‘B [+]
L7 ADEBIOBNNI0A1 ABiY B
Ao Typs Darifiescurnedil D0241EFA o
Ml weassetaaa Brirbar Fafe s AFARARAY A PIIIIN
The Add Resource data entry form opens:
Add Resource
Identi
a Identity ity =
Resource ID *
8] Tags |Resource ID
Q@ Zone Resource Type *
\ Select a Resource Type ™
a .
&3 Attributes Syenent
|Comment
Tags a
Tag ID Tag Source
|Tag ID | |Select Tag Sourc ~ | W
ADD TAG
Zone -]
Select Zone
Choose. ¥
ESE@ cancel

The meaning of the various fields in the Add Resource data entry form is given in the table below. Fields
with an asterisk (*) next to its name are mandatory.

Table 4
Field Name Description
Identity
Resource ID A unique alphanumeric
resource ID
Resource Type Select from the list of previously
defined resource types
Comment Optional comment field
Tags
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Table 4

Section Field Name Description

Tag ID A unique tag ID value. It can be
an integer or an alphanumeric
string depending on the type of
tag technology selected in the
Tag Source dropdown list.

Tag Source The type of tag technology.
Options include WhereNet,

Dart (UWB), EPC, MPACT
(BLE), MSE, and Unknown
Zone When a tag blinks, its location
(x,y coordinates and zone) will
be automatically updated by the
system. But here you can
specify an initial zone before
the tag is heard by the system.
Attributes If attributes have been defined
for the resource type selected
in the Resource Type list, then
a set of corresponding fields
will be displayed here. For free
text attributes, you can type any
string. For lookup attributes,
you can select a value from a
list of predefined values.

Click Save to save the information. The newly created record will be shown in the report:

{fﬁ.zEBRA Dashboard Reports History Alerts ‘ Infrastructure  Configuration Users Alex ¥
Reports / Resources s Refresh 4Rows | +Add  /Edit .Delate‘ 2 Bpont ‘ @ Details |II‘ <] ‘ &
= O
Resource ID = _f 0O, zaoo 112233 Printer +

Al h [0 Ksa2353644 4D454B53413233353336... Printer L
Resource Type + 'y

o = N == =
[] DartResource00241EFA 00241EFA Printer L 4f 1 o
Printer 2 uler L/‘\‘_ T

Several fields in this report, such as Zone, x, v, latitude, longitude, etc, will be automatically updated
whenever the tag blinks.

To change/update the tag ID, resource ID, or resource type, select the item in the report and click the Edit
tool button.

Dashboard  Feports Histony alerts | nfrastnectre  Configuration [T Alex ¥

o Retvah aiows | +a0d lr.mm| * Bpont | Ooesis || B |:'§J

12233 Printer

KSAZISIELL ADL5LRSIAT I2IIISIABE . Printer

[ DotResouceld2dIEFA DO241EFA Printes

Abedel ADSEIRA0N0L1 424344 Printer
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Resource Type Filters

Different tag blink data filters are available within MWE. Specifically, it is possible to define filters per
resource type, by defining a set of filters that apply only to tags associated with a particular resource type,
and defining another set of filters that is only applicable to tags associated with another resource type.
These filters include median filters, zone lockdown filters, time based rate filters, and distance based time
filters. Configuration of these filters is done via the MWE web client.

Within MWE, these filters are applied to incoming tag blinks in the following order: Median filter > Zone
Lockdown filter > Rate filters. Allfilters are disabled by default.

To configure filters for a resource type, open the Resource Type Settings report:

Q\ﬁi‘,zEBRA Dashboard Reports Alerts ‘ Infrastructure Configuration m
’ / s Contacts

Direction Configuration

Expired Resource Zone Change Settings F Z

Resource Alert Setting

Resource Type Settings

System Alert Settings

Zone Group Settings

Zone Settings

B Zebra MotionWorks Enterprise X% + [~ ]

&« C

A Not secure |

10.21.205.60/#/reporis/resource-t

{Ifh- TEBRA Dashboard Reports Hisfory Alerls Infrastruciure Configuration Lisers admin -

[€] connguration / Resource Type Settings s Refresh 7 Rows |+ Add /Eﬁl lﬂel‘ﬂ!l & Bopont E © Details Il| o | &

Must Disgociation By

e

Unassigned Tag

Unassigned Tag

HREF Locate Health Tag Locate Health Tag Ho Mo Hone
Printer Printer Printer Device He o Hane
[:g REF Referencs Tag Reference Tag Mo o Hone

In the Edit Resource Type data entry form, scroll down to the Filters section:

Edit Resource Type
Filters a =
8 Identity
TagOffset @ [ || Move/Median @ [ || Rate @ (m}
E Filters
5] Attribute

. lcon
*  Configuration

= Parent
= Children

ZonelLockDown @ [J || ZoneChange (@ (m}

| save [ONTC
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Tag Offset Filter

The tag location reported by sensors/readers is shifted by this filter by the specified x,y,z offset values.
This is useful when tags sit close to the boundary of two zones and it is desirable to report tags in the
center of a zone.

Median Filter

The location of tags (assets) in a facility measured or calculated by an RFID RTLS system is subject to
occasional movement caused, for example, by the reflection of the radio signal transmitted by the tag.
Depending on the density of the RF obstructions in the environment, this movement, called jitter, may
become objectionable. A median filter is available in MWE to reduce or eliminate this jitter.

When enabled, the median filter reports the median X, Y, and Z values of the last Median Count tag
locations. Thus, if a location is received that is significantly different from previous locations, the median
filter will ignore that value and report the median value from history. The table below provides an example
of a median filter applied to the Y dimension; note how the occasional jitter is eliminated from the reported
value.

Comparison of Location Error, Unfiltered and Median
Filtered, Tag x392

70.0
60.0 A
50.0 -

40.0 A —=— Unfiltered
30.0 4 —e— Median Filtered

Error (feet)

20.0 A
10.0 A

0.0

0 20 40 60 80
Time

The following table shows filter examples with three different values of a median filter parameter named
Median Count.

Table 5 Median Count Variables

Tag Blink Asset()l(_%c):ation LocaTi%%o“rIvI?dian LocaTi?)%q#gdian LocaTi?)%q#gdian
’ Count”=3 Count”=5 Count”=7
1 (25, 93) 71 71 71
2 (25,93) (25, 93) 21 21
3 (25,93) (25, 93) (25, 93) vd
4 (25,93) (25, 93) (25, 93) vd
5 (20, 85)? (25, 93) (25, 93) (25, 93)

1Dependent on previous location.

2position change caused by location jitter.
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Table 5 Median Count Variables

Tag Blink Asset()l(_%:ation LocaTi%Fr’\quvlegdian LocaTi%Fr,\quvlegdian LocaTi%Fr,\quvlegdian
? Count”=3 Count”=5 Count”=7
6 (20, 85)2 (20, 85)2 (25, 93) (25, 93)
7 (25, 93) (20, 85)2 (25, 93) (25, 93)
8 (25, 93) (25, 93) (25, 93) (25, 93)

1Dependent on previous location.

2Position change caused by location jitter.

— /‘ NOTE: Observe that wo successive occurrences of location jitter were successfully filtered by the Median
= Count=5 and Median Count=7 filter settings, but not the Median Count=3 setting.

A potential drawback of filtering is that the reported tag location lags the actual tag location when the tag
(asset) is moving. The amount of latency is the number of extra tag blinks required at the new location
before the median filter outputs the updated position; it is dependent on the filtering parameter Median
Count chosen. For this median filter more than ¥ of the Median Count samples must represent the actual
location. Therefore, the actual location of a moving tag will be reported integer (Median Count/2)+1
samples after movement has stopped. This latency is of no consequence when the assets are stationary;
however it is of concern when assets are repositioned. The median count for the (X, Y) values can be
specified independently from the Z value.

The level of filtering for different values of Median Count is shown in the following table.
Table 6 Filtering Levels for Median Count Values

Latency (Number of extra

Number of Jitter Blinks

blinks before accurate Ignored

report)

Filter Value Median Count

O|IN| O W
AW IN|~

2
3
4

To reduce the latency in tracking moving assets, a second filter is invoked when the asset is measured to
be moving. The moving filter value Move Count is specified to be less than the value of the stationary
parameter Median Count in order to provide faster response time.
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The tag (asset) is declared to be moving if the average of the most recent Move Count consecutive blinks
is located at least Move Radius (ft) distance away from the current median. The moving filter is invoked for
a tag that moved to a new position, but not if only the jitter has increased. The tag location will be filtered
using value Move Median until Median Count values are found within Move Radius of the median. When
the moving filter is initially invoked, it is loaded with the most recent Move Count values from the history
table see below.

. DA Location filtering flonchert:
Tag Blink 1 Start 2 stage szble &oving

Report stable
median positionto —
RV
Report median of
median positionto "N' most recent
locate positions
Report stable
median positionto—a
RV
Note: steble "median
Where 'move Repatstable | v fiter value >=
oount" (=3inthis meden posionto | o redian
exanple) is# Rv filter vaiLe
consecutive
locates outside -
"rove radis” TagBlink N
reqd toinvoke
moving median Report st'aple
filter medan F\i'p?/latlczn to—

Report moving median Whentagis stable for
Invoke moving (of "move count” most more then "median
medan filter recent locations) count” blinks revert
position to RV badk to stable filtering
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Table 7 Median and Move Type Definitions

Variable Description

Median Count

The number of recent blinks used to compute the median for the X and Y
coordinates. This value must be an odd integer between 1 and 21.

Median Count Z

The number of recent blinks used to compute the median for the Z coordinate. This
value must be an odd integer between 1 and 21.

Move Radius (ft)

The minimum distance from the latest blink to the current median. This can be from
0 to 50,000 ft.

Move Count

The number of consecutive blinks that must be outside the Move Radius. This can
be between 1 and 5.

Move Median

The new median count to use once a move is detected. All but the last Move
Median history samples are thrown out when a move is detected. The samples
then accumulate until there are Median Count samples. The Move Median value
should be less than the Median Count and must be an odd integer between 1 and
21.

Enable Filters

When set to Y, the median and move filters will be applied to the (X,Y,Z) from the
locate packet. When set to N, the raw (X,Y,Z) are used.

The recommended configuration of the median filter is dependent on the RF obstructions at site. Higher
levels of obstructions will produce more jitter and require heavier filtering. The recommended filtering
levels are provided below:

Table 8 Obstruction Classifications

Obstruction

Stable filter N Consecutive

Moving filter M

Moving radius R

Classification blinks C
Unobstructed 31 N/A N/A N/A
Minimally 3,5 31 20 ft (6.1 m) 2
Obstructed
Significantly 5,71, 9 3,5 45 ft (13.7 m) 2,3’
Obstructed

"Optional value indicated for additional filtering if desired.

Every time the locate system computes the location of a tag it will arrive at a slightly different result. The
median filters described above do a good job at removed infrequent pops in the location. The tag location
will still vary slightly even if the actual asset is not moving at all.

50




MotionWorks Enterprise 2.0

Zone Lockdown Filter

In some applications it is known that once an asset enters a zone it does not move at all. For these special
cases, the reported (X,Y) location can be locked-down after an asset enters a zone. The zone lockdown
filter has the following configuration parameters:

Table 9 Zone Lockdown Types

Zone Lockdown Description
Zone Lockdown When set to Y the zone lockdown filter is enabled.

Zone Lockdown Delay Count | The number of blinks to wait upon entering a zone before locking down
the (X,Y) location. All further blinks in this zone will have this same (X,Y)
until the asset exists the zone.

A special case occurs for the On-Site zone. Zone Lockdown occurs for this zone.
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Rate Filter

The purpose of the Rate Filter is to decrease the blink rate processed by the MWE database, and
decrease the processing of redundant blinks.

The Rate Filter configuration parameters are explained in the following table. There are two types of rate
filters supported:

* Time based rate filter, configured with the parameter Min Time Threshold.

» Distance based rate filter, configured with the parameter Report when move X feet and Max Time
Threshold (sec).

Table 10 TIme-based Rate Filter

Time based rate filter

Parameter Possible Values Comments
Minimum Time Null, 0, or integer | This filter calculates the time elapsed between the incoming
Threshold (sec) larger than O blink and the most recent blink reported to the database for
each tag ID. If this time period is larger than the minimum value
specified in this parameter, the filter reports the blink to the
database. Otherwise the filter does not report the blink to the

database.

This filter is applied to both locate and no-locate (null x,y)
blinks.

If this parameter is set to Null or 0, no minimum time filtering is
applied.
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Table 11 Distance-based Rate Filter

Distance-based rate filter

Parameter Possible Values Comments

Report when Null, 0, or integer | This filter calculates the distance between the incoming blink
move X feet larger than O and the previous blink received by the filter for each tag ID. If
this distance is larger than the minimum distance specified in
this parameter, the filter reports the blink to the database.

Otherwise the filter does not report the blink to the database.

If the incoming blink is a no-locate blink (null x,y), no distance
calculation is performed and the blink is not reported to the
database.

If the incoming blink is a locate blink (non-null x,y), the distance
is calculated using this blink and the previous locate blink
received by the filter.

If this parameter is set to Null or 0, no minimum distance
filtering is applied.

Maximum Time Null, 0, or integer | This parameter can be used to work in conjunction with the
Threshold (sec) larger than O Report when move X feet parameter.

If the filter has not reported any blinks for a given tag ID in a
period of time equal to the value specified in this parameter,
the filter reports the next blink from this tag ID even if the tag
has not moved a distance larger than the distance specified in
Report when move X feet. This allows the filter to periodically
report blinks to the database for tags that are blinking but are
not moving.

This filter reports the first blink received after Max Time
Threshold has been exceeded to the database regardless of
whether the blink is a locate or no-locate (null x,y) blink.

If this parameter is set to Null or O, it will be disabled. That is, a
tag that is blinking but not moving is never reported to the
database.

_/‘ NOTE: Rate filters are not applied to low battery blinks, that is, blinks where the low battery bit in the tag
|:'-_-‘| transmission is set to 1.
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Viewing and Replaying Location History

The blink history (every blink) of a tag can be viewed in the Tag Blink History report, and the zone history
(zone changes) of a tag can be viewed in the Resource Event History report, setting the Event filter to
Zone Change.

Additionally, the Resource Event History, Tag Blink History, Tags and Resources reports in the MWE web
client allow replay of historical data on a map window, showing a trace of the historical path. Select from
one to ten tags in the report and click the P button on the map tool bar to switch to the replay window. Click
the 4 button on the playback window to go back to the regular map window. Users are then prompted to
select a date range when the replay window opens. The date and time range, and replay speed controls
are found on the lower right corner of the playback window.

Select 1 to 10 items in the
report or on the map

D Registered Resource Type
O ooorzrec No Unassigned Tag
O ooo130p0 Unassigned Tag
00013578 Unassigned Tag |
O oozo2ad0 No Unassigned Tag
| — 015
O oo2s6e2 No Unassigned Tag i
002154FE ho Unassigned Tag m r§ }
[0 oo216484 hNo Unassigned Tag o
' Go to Playback
O oo217240 No Unassigned Tag i
- o 1
0O o21ans No Unassigned Tag - < {
9 oy -
O oozanc o Unassigned Tag } w -
=]
O oo21a710 No Unassigned Tag h-\ ]r_IA._ o~ ]
O oozanF No Unassigned Tag | I
L | | 1
O ooxar26 No Unassigned Tag | T bl
O oo21a724 No Unassigned Tag 3 1
— \\ — 1
O oo214728 No Unassigned Tag = ‘ ‘ ‘ Q {
3 ’ e treli6 01 2¢

Click the Go to Playback button
to open playback window
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The figure below displays the playback window with data replayed for two selected tags:

Replayed data Map thumbnails
trace bar
| \

oo
=

=
N

Show list of tags/ o |
resources —# g |
Return to report——# * |
window
B
L
Show/hide
legend

1L e B, et

Zsamn ute Range Time

T ECp» 6 O
I I T T |

WA LAr S0

W1 I

Playback controls

Drag to modify data
range

Between one and 10 tags or resources can be selected at a time to playback their data. Additionally, a
maximum of 2000 data points can be replayed at a time. Placing the mouse over the i icon on the top right
corner of the playback window displays the number of data points being replayed

Max Blinks Reached Hilies
B Total Blinks: 2000
(]
I..J
]
e
L 1 J§=
‘ I -u \ Pi.. =
ﬂ\-‘-bri\-" J- [
ke P h.u,.u.uu _".
- / ‘! f
\&_\4?--_ "—g
8/7/19,11:69:59 AM 8/23/19,12:4T:59 FM
. . Zoomin  ZoomOut  Speed  DateRange TimeRange
% A
HIIHIIH7\‘IQI1\|\EQI5IBL’J‘\IH\IHHHHIHHHHI\HI\HIIHIIH o > )
81.19,12:00:00 AM 8/26/19,11:59:59 PM
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Viewing Zones

Zones and Zones Groups are defined in the Infrastructure menu > Site Manager report >
Configure Zones tab in the MWE web client. Refer to the MWE Configuration Guide for details.

Zones defined for all sites and maps can be viewed in the Configuration > Zone Settings report using

the MWE web client.

{{ ZEBRA

@ Configuration / Zone Settings

Y ZEBRA

B Reports / Zone Settings

B0 1 filters O

Zone F O

[ an v

o . 0

Zone Group

[ v O

site Nome [m]

[ Troy v | O

Zone Type

| v | ]

shape o

[ v O
2]
[m]
O
O
O
[m]
O
0
O

K

Zone Name

All >
Zone Type

All |
Zone Group

All >
Site Name

All >

20

21

2

23

24

25

26

27

No results

Main Parking
office 10
Office 2
office 3
Office 4
office 5
Pond
Officel
Office 2
office 3
Office 4
office 5
Break Room
Demo East
Dema Room
Demo West

East Cubes

Dashboard

Dashboard  Reports

Parking
Offices
Offices
Offices
Offices
Offices
Parking
34 Offices
34 Offices
34 Offices
34 Offices
34 Offices
General Al
General A1
General Al
General Al

Cubicles v
»

oB @

@

Reports History Alerts Infrastructure Configuration

£ Refresh 0 Contacts
Direction Configuration

Expired Resource Zone Change Settings
Resource Alert Setting

Resource Type Settings

System Alert Settings

Zone Group Settings

Zone Settings

History Alerts Saved Infrastructure  Gonfig Users  admin ~

C RunReport /# Update ¥ Bxport @ Details 28 Resuits 1l ‘ B &

(1471008

(73.93,65.91)

The report allows filtering on Site Name and Zone Group.
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Zones and their names can be viewed on the map by clicking the Show/Hide Zones button on the map
toolbar.

MotionWorks Enterprise 2.0

Click once to show zones
Click twice to show zone names
Click again to hide zones

o n Main Parking Pariing
r_'l 12 office 10 Offices =
(m ! office 2 offices -
0o u« Office 3 Offices 5 it
0o s Office 4 Offices
16 office 5 offices I

] [

. |
O w Pond Parking ’
o s Officet 34 0ffices
El 19 Office 2 34 0ffices
0 = office3 34 Offices
o = Office 4 34 Offices
o =z Office 5 34 0ffices
o =» Break Room General a1
0O 2 Dema East General 4
O = Dema Room General A
o = Derna West General &
o = East Cubes Cubscles =

‘ » 26.83.121.12)
@ RunReport / Update % Export @ Detalls wresusml | B
O w» ‘ Zone ‘ Zone Grgl 4]
o n Main Parking Parking
o office 10 Offices e
[WRE] office 2 Offices “
o u Office 3 Offices = IECT)
a s Office 4 Offices e = o
a e office 5 Offices ] | “ | & Tvammg Foom .
i
o Pond Parking
o s officel 340ffices
-
o w9 Office 2 34 Offices 1
e om0 ube
O =« office 3 340ffices I:
. —
Ll = Office 4 34 Offices Small Conference
o = Office 5 340ffices [
[ officet || office 2 | office 3] 7
o = Break Room General Al : |
O = Demo East General Al
o = Demo Room General Al
0o Demo West General Al
o =z East Cubes. Cubicles +
‘ » (76.04,59.88)

The Show/Hide Zones button on the map toolbar is available in all reports that include the map window,

such as the Tags report and the Resources report.
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Business Rules Alerts

A business rules engine is provided in MWE 2.0, based on the wso2 Siddhi engine. The engine allows
defining conditions based on the location and status of tags and resources such that the system can
trigger alerts and take various actions when the conditions are met. These alerts are referred to as
Business Rules Alerts or Resource Alerts. To create and manage such alerts, go to the Configuration >
Resource Alert Settings link:

%I,ZEBRA Dashboard  Reports History Alerts ‘ iU EI  Configuration m

Contacts

~ Direction Configuration

Expired Resource Zone Change Settings F 1
Resource Alert Setting
Resource Type Settings
System Alert Settings

Zone Group Settings

Zone Settings

The login page is displayed:

<« C O A Notsecure | 192.168.30.149/business-rules/loginZreferrer=%2Fbus.. @ ¥ & | & i |

O Rememperie

After a successful sign in, we use a cookie in
your browser to track your session. You can
refer our Cookie Policy for more defails o

The default login is admin / admin.

Two templates are provided: Resource Alerts and Pickup/Dropoff:

€ C O A Notsecure | 192.168.30.149/business-rules/templateGroupSelector/te.. & ¥ & $ i

@, Business Rules Manager

Select a Template Group

Pickup Dropoff Configuration Resource Alert Configuration

_/‘ NOTE: The business rules template in MWE 2.0 are customized versions of the generic templates
= provided by the underlying Siddhi rules engine. Before users reach the page shown in the following figure,
the two extra dialog windows are shown. Click Create and From Template.
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No business rules found
Get started by creating one

CREATE

| 192:168.30.149/business rules/businessRuleCreator

Choose an option

From Template

Resource Alerts

Condition definition:

A resource or resource type enters/leaves a zone or set of zones, and/or resource parameters are
equal to or different from specified values, and the condition is met for a specified length of time.

System response when condition is met:
* Triggers an alert, which can be seen in Event History report in the MWE web client
» Triggers a Resource Alert event that can be used by MWE or other applications
* Automatically changes any resource custom parameters to specified values
¢ Sends email notification to a specified list of email addresses
e Generated events can be seen in the Event History report in the MWE web client.

To open the Resource Alert template, click Resource Alert Configuration.

@, Business Rules Manager A amn @

Select a Template Group

Pickup Dropoff Configuration Resource Alert Configuration

b

Then click on Rule Template and MWEResourceAlertTemplate.

©, Business Rules Managor ©, Business Rules Manager

Resource Alert Configuration Resource Alert Configuration

Rule MWEResourceAlertTemplate
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The Resource Alert template opens.

4

©@; Business Rules Manager A admn

Resource Alert Configuration

MWEResourceAlertTemplate

Business rule name *

When using the above template to define a Resource Alert:

Enter a name for the resource alert in the ‘Business rule name’ field.

Due to technical reasons underlying the generic template used in MWE 2.0, enter the same rule name
in the Rulename field. This extra field is eliminated in the next MWE release.

In this template, for each field to be evaluated, you first need to choose an operator: equal to (==) or
different from (1=)

60



MotionWorks Enterprise 2.0

* After the operator is chose, type in the value of the field to be used in the evaluation. There is no
dropdown list of possible values in this version of the template. Users must type in the desired value.
For example, to know the possible values for the Resource Type Value field, users must look at the
Type column in the Resource Type Settings report in the web client and choose one value to be

used.

. ZEBRA

|Z| Reparts / Resource Type Settings

= D a
O

Categoey

| ] User Defined
umu:m; [  userDefined T

O sorDefined EPC Atto-associate
[ userDefined Fld Buaon

O v Fornd Recitiver

O Uger Defined Fardifie

[]  User Defined Lifting Tooks
9

[0 System Locate Health Tag
[0 UserDefinad

[ userDefined

[0 UserDefined
[0  userDefined Personnel
[0 UserDefined Printer

O system Reference Tog

e The value N/A in a field means do not evaluate/compare this field. This is equivalent to say accept all
values.

* Asingle value can be typed in every field. Lists of values are not allowed.

* For each of the custom property value fields, you can specify a value to be used in the evaluation, and
also a value to be applied when the alert is triggered

* Leave the default N/A value for Third-Party Kafka Broker and Third-Party Kafka Topic fields.

* The Emails field is the only field that accepts a list of items. Enter a comma separated list of email
addresses to notify when the alert is triggered.

'/‘ NOTE: For the rules engine to send email notifications, the configuration file

n= etc/zebra/mwe/conf/camel/general.properties on the MWE Linux server needs to be updated with
appropriate information about the email server. Refer to details in the Configuring Email Notifications
section in the MWE 2.0 Configuration Guide.

¢ Click Save to save the resource alert definition without deploying it. Click Save and Deploy to save it
and enable it at the same time. Users are taken to a page displaying a list of defined resource alerts,
where users can edit, delete, deploy/cancel, and view deployment status for each alert.

Business Rules

Res Aleri 02 Saved

Wow
®
N,
m
Q

Res Alert 01 Deployed

* Click the orange + icon to add a new alert. Logout using the icon on the top right of the window.

* Resource Alerts that have been triggered can be viewed in the History > Event History reportin
the MWE web client.
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Pickup/Dropoff

Pickup Condition definition:

Two resources from specified resource types blink within a specified time and a within a specified
distance from each other and keep doing so for a specified length of time.

System response:

* The system considers the two resources to be paired and traveling together, and generates a
Pickup event that can be used by MWE or other applications. If the pairing happens in a specified
Dock Zone, a Received event is generated.

¢ Generated events can be seen in the Event History report in the MWE web client.
Dropoff Condition definition:

Two resources previously paired stop blinking together (that is, within the specified time and distance
defined in the Pickup condition) for a specified length of time.

System response:

¢ The two resources previously paired are now considered unpaired and moving independently. The
system generates a Dropoff event that can be used by MWE or other applications. If the unpairing
happens in a specified Dock Zone, a Shipped event is generated.

¢ Generated events can be seen in the Event History report in the MWE web client.
To open the Pickup/Dropoff template:
1. Click Pickup Dropoff Configuration.

Select a Template Group

Pickup Dropoff Configuration Resource Alert Configuration

b

2. Click on Rule Template and MWEPickupDropoffTemplate:

Pickup Dropoff Configuration Pickup Dropoff Configuration

Rule Te

MWEPickupDropofiTemplate
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The Pickup Dropoff template opens:

2, Business Rules Manager #A admin

Pickup Dropoff Configuration

Rule Template

MWEPickupDropoffTemplate ~

Business rule name ~

katkaServer *

kafka:9092

minimum fime in seconds betwaen two tag blinks fo werify i they an

together

=Thrashold

have been
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Resource Parent-Child Grouping

In use cases where pallets are being located and tracked within a warehouse or manufacturing plant by
the MWE system, each pallet has a tag physically attached to it so that MWE can locate it. The tag can be
active or passive RFID tag. A user would then place several boxes on the pallet. The boxes may have tags
attached to them so that MWE can detect their presence independently, or they may just have optical bar
code labels and therefore MWE cannot detect them directly. However, while the boxes are on the pallet,
users might want the boxes to inherit the location of the pallet so MWE can report the location of the boxes
as the same as the location of the pallet.

For similar use cases, MWE offers the Resource Parent-Child Grouping functionality, where one

parent resource ID (the pallet ID) can be associated with multiple child resource ID’s (boxes ID’s) so that
each child resource will inherit the location of the parent resource.

To enable and configure this functionality, follow the steps below. For example, there are two different
cases, when the child resources do not have tags physically attached to them (only optical bar code or
similar labels) and when they do.

NOTE: If the child resources have tags, the tag type and location technology used for locating child
resources can be the same or different from the ones used for locating parent resources. It is not relevant
to the Resource Parent-Child functionality.

Child Resources with No Tags

In the Resource Type Settings reportin the MWE web client, use data entry to create a resource type
that will be a parent resource type.

Create it as you would create a regular resource type; see Defining a Resource Type on page 40 for more
information. In the example here, this would be a resource type named Pallet.

In the same report, use data entry to create a resource type that will be a child resource type.

In the example, this would be a resource type named Box. In the data entry form you must select the
parent resource type in the Parent Type field. In the example, select Pallet.

Edit Resource Type q

Identit + Add Resource Type Attributes
¥ ype

B Filters

Icon Configuration -]

l

Attribute

lect |
fean Select Icon

# Gonfiguration i

Parent
Parent Children -]
Parent Type

Children
Pallet -

[]

Group Update Mode
[ nore ~]
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In this example, you should already have in the Resource Type Settings report a resource type named
Pallet and a resource type named Box with Parent Type = Pallet, as shown in the following figure.

{fﬁ.ZEBRA Deshboard  Reports  Histry  Aleris |Infrasl7\x:ture Configwation  Users  admin ~

[¥]  Beports/Resource Type Settings CRunReport +Add / Update N Delete 3 Export 2 |mport (@ Detalls 8Results I ‘ B ‘ &
E OO Median/Move Filter Move Radius (ft) ‘ Move Count [l
Category (0 userDefined EPC Auto-assaciate Disabled 3 3 30 3
‘ b User Defined Pailet Disabled 3 3 20 3
RFID Printing Enabled?
\: A & [0  userDefined Box Pallet Disabled 3 3 20 3 @7
Grouping O  system Unassigned Tag Disabled 3 3 20 3
LA *) [0 system Locate Health Tag Enabled 3 3 30 3
O  system Reference Tag Disabled 3 3 2 3
O system Wireless Time Tag Disabled 3 ] 20 3
O  system WherePort Health Tag Disabled 3 2 20 3

In the Resources report, add Pallet resource ID’s and Box resource ID’s as you would normally do. See
Associating a Tag ID with a Resource ID.

¢ Each pallet has a tag physically attached to it, enter the tag ID for each pallet ID. Each pallet may have
some label that identifies it, and you could use the content of such label as the pallet or resource ID.
Otherwise, use the tag ID also as the pallet ID, as in the following figure.

* Boxes in this example do not have RFID tags attached to them, but only an optical bar code label. You
can enter the optical bar code as the box’s resource ID and, optionally, also as its virtual tag ID.

‘ < C (0 A Notsecure | 10.21.205.108/#/reports/COFB7CAD-8C25-11D5-9066-00105A6AE011 o Q ¥ 2 e 0 ‘

|

%_ ZEBRA Dashboard  Reports  History Merts | Infrastructure  Configuration

Reports / Resources @ RunReport + Add / Update W Delete & Bxpot  import @ Detalls

BE D O Resource Type | Zone Group Dwell
Resource ID e [0 17555001 Pallet Un-assigned 17555001
Al v
0O 17585002 Pallet Un-assigned 17555002
Resource Type
Al - [0 oo6205000 Box Un-assigned
Zone [0 oo6205001 Box Un-assigned
Al ~ |
[0  oos205002 Box Un-assigned
Zone Dwell
[ o I v [0  oo6205003 Box Un-assigned
Zone Group [J oo6205005 Box Un-assigned
Al v
[0 o06205006 Box Un-assigned
Zone Group Dwell
@s -
Site Name
Al ~ |
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Associate a Pallet ID with one or more Box ID’s. This is done using a Zebra mobile application that runs on
TC5x mobile device. The application allows you to scan the resource ID of the parent asset ( identifying
label attached to a pallet) and then scan the resource ID’s of one or more child assets (the optical barcode
on the boxes). The mobile application also allows scanning tag ID’s instead of resource ID’s. The following
figure shows a screenshot of the mobile application.

L] 930 @ iis8am
=  Object Master "
3 )
m,

nnnnnnnnnnnnnnnnnnn

SUBMIT

MWE then reports the location of each child resource ID to be the same as the location of the parent
resource ID associated in the mobile app.

Child Resources with Tags

When the child resources (boxes in the example provided) have tags physically attached to them so that
MWE can detect their presence, there are two options for associating a parent resource ID with one or
more child resource ID’s:

¢ Option One: Follow exactly the steps listed above for child resources without tags. The parent ID — child
ID’s association is done using a mobile app as explained above. After the association is done, MWE will
ignore the tag blinks from the children tags and have the child assets inherit the location of the parent
asset.

¢ Option Two: Follow the steps listed above for child resources without tags, but the parent ID — child ID’s
association is done automatically when a parent resource and one or more child resources stay in the
same zone (pre-configured as ‘resource association zone’) for a configurable length of time (resource
association time). After the association is done, MWE ignores the tag blinks from the children tags and
have the child assets inherit the location of the parent asset.

The following steps explain how to make a zone into a resource association zone and how to specify the
resource association time referred to above.

1. Use the Zone Builder tool to define one or more zones in MWE that are intended to be resource
association zones. Define them similarly to any normal zone. Refer to the MWE Configuration Guide for
additional details on Zone Builder.

N

Publish the zones when complete.

» NOTE: A physical zone being used as a resource association zone should have location sensors with
= sensitivity adjusted to hear only tags within the zone. Alternatively, a Faraday cage can be used to block
RFID transmissions going in or out of the room. The location sensors inside the association zone can be
configured to locate tags inside the association zone using a presence algorithm or any other location
algorithm.
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3. Connect a Putty or Terminal window to the MWE Linux server and use the vi or similar command to edit
the autofamily.properties configuration file located in the
/etc/zebra/mwe/conf/autofamily-svc/ directory.

The contents of this file are shown below.

# REPORTSVC SETTINGS
report-service-url=http://reportsvc:8081
resources-url=/report-service/vl/resources/
tags-url=/report-service/tags?objectld=
X-Consumer-Username=admin
X-Consumer-Groups=administrator

# KAFKA SETTINGS

app-id-faraday=faradayCage
app-id-parent-child=parentChildBlink
bootstrap-server=kafka

bootstrap-server-port=9092

window-time=5000

window-type=fixed

cache-max-bytes-buffering=1000000
max-poll-records=10000

commit-interval-ms=100

auto-offset-reset=latest

faraday-zone=NEW ZONE 11,NEW ZONE 12,NEW ZONE 13,NEW ZONE 4
input-topic-faraday=mwe.resource.locate
input-topic-parent-child=mwe.resource.locate
output-topic-parent-child=tagBlink
path-logs-faraday=/log/kafka-faraday-cage.log
filename-logs-parent-child=/log/kafka-parent-child.log

Ensure that only the following lines are modified:

e faraday-zone: enter a comma separated list of the names of the zones that you would like to be
resource association zones, as in the default list shown above (NEW ZONE 11, ...).

¢ window-time: the default is 5000 ms = 5 seconds. When a location sensor inside the association zones

hears the first tag blink, MWE will open a 5 second time window and group all tag blinks detected in the
association zone during that time. There should be only one parent ID tag heard in that time window,
and there can be one or multiple child ID tags. MWE will automatically associate the parent ID and all
child ID’s detected during the time window. Note that if more than one parent ID is detected during the
5 second window, MWE will not perform any parent — child association. Once a 5 second window is
closed, another 5 second window will open when the next tag blink is detected inside the association
zone. Feel free to change the default value of 5000 ms as needed.

For the changes above to take effect, run the following commands in the Putty window:

# cd /root/mwe
# docker-compose up -d mwe-rescorrelationsvc
# docker-compose up -d mwe-autofamily-svc

At this point, MWE reports the location of each child resource ID to be the same as the location of the
parent resource ID associated in the association zone.

The Resource Grouping reportin the MWE web client displays all of the parent-child associations (or
groupings) that are currently active.
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Releasing Child Resources

To release the child resources from inheriting the parent resource location, complete one of the following:

Associate the child resources with a different parent resource, using either the mobile application or a
resource association zone. In this case, the child resources stop inheriting the location of the previous
parent resource and will start inheriting the location of the new parent resource

In the Resources report in the web client, select a parent resource, open the Update User Resource
data entry, and set OK to Delete Relations on Type Update? to Yes as shown in the following
figure. Then click Save. This releases all child resources that are associated with this parent resource.

X
Update User Resource
Resource Type
Pallet v
Tag ID
17555001
Comment
OK to Delete Relations on Type Update?
Yes v
Warning: Changing Resource t emaov
Resource Relations for the d
CANCEL SAVE

In the Resources report in the web client, select a child resource, open the Update User Resource
data entry, and set OK to Delete Relations on Type Update? to Yes as shown in the following

figure. Then click Save. This releases the specified child resource from the parent resource that it had
previously been associated with.

Update User Resource

Resource Type
Box v
TagID
17100001
Comment
Comment1
0K to Delete Relations on Type Update ?
Yes v

CAMCEL SAVE
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Dynamic Locate Fusion

Resource Parent-Child Grouping allows assets (child assets) that only have an optical barcode label
attached to inherit the location of another asset (the parent asset) having an active RFID tag attached to it
and being located and tracked by the MWE system. The association between parent and child assets is
done manually using a mobile application or automatically in a specially configured resource association
zone. Dissociating child and parent assets requires the usage of a mobile application or data entry form in
the web client.

Similar to Resource Parent-Child functionality, Dynamic Locate Fusion functionality allows a set of items to
inherit the location of another item that is being located and tracked by the MWE system, however, the
association and dissociation happens anywhere automatically when specified conditions are met. In this
case, the set of items inheriting the location must have some type of low-cost RFID tag attached to them,
such as a passive RFID tags or BLE beacons.

For example, a forklift at a manufacturing plant is constantly moving pallets loaded with boxes around the
site. The forklift is fitted with an active RFID tag, such as a WhereNet tag or a Dart tag, that allows MWE to
locate the forklift anywhere within the site using WhereLAN or Dart sensors installed across the site. The
manager at the plant would also like to be able to locate the boxes being moved around, but it is either too
expensive or impractical to attach a WhereNet tag or Dart tag to each box.

The Dynamic Fusion functionality offers a solution for this use case. Attach a low-cost tag such as a
passive RFID tag to each box and install a tag scanner such as a passive RFID reader on the forklift.
When the forklift gets close enough to a box or to a pallet loaded with boxes, the passive RFID reader will
scan all the tags on the boxes and wirelessly send this information to the MWE system. The MWE system
knows what RFID reader is sending the information and what forklift it is attached to, and therefore can
assign to the boxes the location of the forklift. If the RFID reader keeps detecting a tag (indicating proximity
to that tag), the MWE system will assign to that tag the same location as the forklift.

MWE must be configured properly so that Dynamic Fusion happens only with the intended forklifts and
RFID readers, and not randomly with any forklifts and readers. This configuration is done in the System
Builder configuration tool and is explained later in this section.

Dynamic Fusion involves the following pieces:
* A moving vehicle.

* Atag being tracked and located by MWE attached to the moving vehicle. This tag is called a locate
source in the System Builder tool.

e Atag scanner or device mounted on the moving vehicle. This is called a dynamic device in the System
Builder tool.

* Low-cost tags attached to the boxes (a tag type that can be scanned/detected by the scanner/device
mounted on the vehicle).
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To configure Dynamic Fusion, add dynamic devices in System Builder. To add a dynamic device in
System Builder, follow the steps below:

1. Click on Dynamic Device Locates in the tree-view, then right-click in the middle pane and select Add
Dynamic Device Locate from the popup menu, as shown in the following figure.

& zLS System Builder: C:\Program Files (x86)\Zebra\ZLP\ZLPTools\San Jose\San _Jose,jsor

File Edit Operations Device View Lock Options Help

GEHA- RO ARBLL L 8

oorpeeaxEeBQALE@ T UMD
5

33 site: San_lose.json Name | Desdi...
& 2P Host
] Location Processors
7 Locatior
B\ RFID Readers

Locating Antennas
% Loc Health Tags
18] Wireless Time Tags

WherePorts

Reference Points

Pl Access Points

Add Dynamic Device Locate |\

The Dynamic Device Locate properties window displays:

n Dynamic Device Locate O X

< DDL1

Association Identity

Number |1 Enabled W

Locate Source:

S I |||
soucew [ ‘
Dynamic Device
bevieType[ 7]
DevieeMumber | =]
vpdeteoe [ ] ||

|

|

Optional Description ‘
|

0K Cancel |
2. Inthe Locate Source pane, select a Source Type.

This is the type of tag being attached to the moving vehicle and located by the MWE system. The
options are: Dart, (passive) RFID, WhereNet, BLE. In Source ID, enter the ID of the tag being attached
to the vehicle.

n Dynamic Device Locate .. — a X

DDL1

Association Identity
Number |1 Enabled W
Locate Source
Source Type |WhereNet -
Source ID [19555001]

‘Dynamic Device

Device Type -
Device Number x
Update Type -

Optional Description

0K Cancel

3. Inthe Dynamic Device pane, select a Device Type.

This is the type of scanner or device mounted on the vehicle. Options are: BLE Beacon, BLE Receiver,
RFID Reader. What you must select depends on the type of tags being affixed to the boxes. If the
boxes are being tagged with passive RFID tags, you must select Device Type=RFID Reader. If the
boxes are being tagged with BLE beacons, select Device Type = BLE Receiver. If the boxes are being
tagged with BLE Receivers, select Device Type=BLE Beacon.
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4. Select the Device Number.

This is an integer number assigned by System Builder to each device added in System Builder. For
example, if you have added 3 RFID readers in System Builder, they will have Device Numbers 1, 2, and
3 respectively. For any device added in System Builder, the device number is displayed near the top of
its properties window, as in the example below:

& rFiD Reader RDR2 (2) 4

RFID Identity | Antennas | i
RFID Reader Identity |

(T ppa—
Enabled [

Network Interface Model |GenericReader «

& IPvd ( IPvE Date Installed | 1/ 7/2020 ~

IP Address Serial Number I
[192.168.30. 104 i

The Dynamic Device Locate properties window displays:

m Dynamic Device Locate .. — o X

4 DDL1

‘Assodiation Identity
Number Enabled

Locate Source

Source Type |WhereNet v
sorem [1855%001
Tynami( Device 1
Device Type [RFID Reader |
Device Number |2
Update Type lﬁ

Optional Description

4 4|4

The options in the Update Type field depend on the Device Type selected. If you have selected Device
Type=RFID Reader, then Update Type allows you to select which particular antenna (1,2,3,4, or All)
port will be used.

5. Once you have made your selections, click OK.

6. Once you have configured your Dynamic Devices, perform a Publish operation in System Builder to
apply the configuration.
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System Device Alerts

System alerts triggered by MWE fall into two categories:

* Device related alerts. These are alerts about the health and status of locating devices, including
sensors, readers, tags, and more. The available alerts are listed in the Configuration > System
Alert Set tingeport lists all the system alerts that the MWE software can generate.

¢ MWE Server and Services. The status of the MWE server and MWE services can be viewed in the
Dashboard > Grafana - System Health page. One can also define thresholds to trigger alerts.

The table below gives meaning of various fields/columns in the System Alert Settings report.
Table 12 System Alert Types

Field/
Column

Alert

Description

The name of the alert condition.

Time
Updated

This is time the alert condition occurred or was resolved.

Type

This column will show System for alert conditions defined by the MWE module, and
‘Application’ for alert conditions defined by applications installed on top of MWE.

Category

Provides a way to filter the alert conditions based on more specific criteria. For example,
the value will be Infrastructure for alerts related to Location Sensors and other
infrastructure devices, Tag for alerts related to tags, Software for alerts affecting the MWE
software, and so on.

Severity

High indicates a condition that will severely affect system operation and performance and
needs immediate attention.

Medium refers to a condition that will affect system performance and should be addressed
soon.

Low indicates a condition that should be corrected, but it will not affect overall system
operation and performance, and does not require immediate attention.

Enabled

Yes indicates the alert is enabled, so that it will be set to Open when the system detects
this condition, and an alert notification will be displayed or sent.

No indicates the alert is disabled; even if the system internally detects this condition, the
Status field will not be set to

Open and no alert notification will be displayed or sent. Note that several alerts are
installed disabled (Enabled=No). This is by design.

A regular user will not be able to enable or disable a system alert. This currently can be
done only by Zebra Product Support engineers.

Auto Close

Y indicates that the Status of an alert will be automatically changed by the system from
Open to Close when the alert condition does not exist anymore.

N indicates that the alert condition can be closed manually only.

Subject

This is the content of the subject line of email notification messages sent out when an alert
condition is raised.

Message

This is a brief description of the error condition.

Action

Explains the necessary steps to correct the error condition. To see the full text of the
Corrective Action, select (left-click on) a line, right-click and select View Detailed
Information from the popup menu.

Recipients

List of email addresses to be notified when the alert is triggered.
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To view the system alerts that are currently open, you can do one of the following:
¢ Open the Dashboard page in the web client
¢ Open the Alerts > Open System Alerts report

To view a history of system alerts, including when and what system alerts were open and closed, see the
History > System Alert History report.

Contacts

You can configure each system alert to be automatically emailed to a specified list of contacts whenever
the alert is open or closed. First, enter contact information.

To add a contact:

1. Open the Configuration > Contacts report.

2. Click the + Add tool button.

3. Select+ Add Contact.

"\ﬁ‘.zEBRA Dashboard Reports History Alerts Saved | Infrastructure Configuration Users admin -

Reports / Contacts @RunReport +Add  Update 1 Delete & Export @ Details m| @&

E O Description + Add Contact Language

Contact INo Results

| an v |

Add Contact

Contact Name *

Description

Phone

Email Address *

cancel [

4. Enter the contact information and click OK to save the information. Mandatory fields are indicated by an
asterisk.

%‘-ZEBRA Dashboard Reports History Alerts Saved ‘ Infrastructure Configuration Users admin ~

(¢]  Reports/Contacts G RunReport + Add ' Update 1 Delete # Export @ Details 1 Results M | 5] ‘ ]

Description Email ‘ Phone ‘ Language

E O

Contact

|:| John Smith Site Manager jsmith@company.com 123-456-7890 English
| an v |

5. To modify or delete a contact, select the contact in the report and then click the Edit or Delete buttons
on the report’s toolbar.
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Alert Notification
Each system alert can be configured to be automatically emailed to a specified list of contacts whenever
the alert is open or closed.
To configure alert notifications:
1. Open the Configuration > System Alert Settings report

2. Select an alert in the report (click square checkbox in first column), and then select Update > Update
Email Notification

Q. Zebra MotionWorks Enterprise X +

< C A Notsecure | 10.21.205.60/#/reports/system-alert

Alerts ‘ Infrastructure  Configuration Users  admin v

Y ZEBRA Dastboard  Reports _ History

7 Updte | 2 Ewot | @vewts |m| B | &

Configuration / System Alert Settings > Refresh 68 Rows

ed

E 9 § 7 Update Email Notification
Type Dart No Receiver Enabled Infrastructure  Dart 4 Change Alert Meggag@ 11:03:24 AM

- “I§ O artNoReference Tag Enabled Infrastructure  Dart High 10/29/21,11:03:24 AM Yes Yes
ek i) [0  Dart No Virtual Group Enabled Infrastructure  Dart High 10/20/21,11:03:24 AM Yes Yes

»  NOTE: Currently only one alert can be selected and configured at a time.

= 3. The Update Email Notification data entry form opens:

Update Email Notification

Alert Name
Dart No Receiver Enabled

Recipients

+ Add/Update Recipients

Select "Add Recipients” to asign Recipients to this alert

4. Clicking on Add/Update Recipients opens the Select Site Recipients window:
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Select Site Recipients

-

Select Site
All oo
Recurring Repeat Interval (in hours)
1 [No ~Ilo |

Select Recipients

|Searoh contact... |
0 contacts selected out of 3

[ John Smith
[ Mary Jones
[ carlos Medina

VI SAVE |

If the MWE deployment includes more than one site, select the site that the alert is being configured for. If
you would like the alert to be sent periodically while the alert is open, set Recurring = Yes and specify a
notification or Repeat Interval (in hours). Select the contacts that will receive email notification and click
Save.

For emails to go out you need to provide information on the email server. For additional information, refer
to the MWE Configuration Guide.
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MWE Health

The health and status of the MWE server and services can be monitored in the Dashboard > Grafana -
System Health page.

Q\F‘.ZEBRA Dashboard Reports History Alerts ‘ Infrastructure Configuration Users admin ~

Resources

System Health

Alert Manager

Grafana - System Health
Kibana - Application History Data
Kibana - Application Logs

Prometheus

The login page is shown below.

& C O O Notsecure | 192.168.30.149:3000/login Q % =10 :

Grafana

The default login is mwe-monitor / monitor!

The home dashboard page opens:

<« C O O Notsecure | 192.16830.149:3000/20rgld=1 Qa % =210 :

) 83 Home -

Home Dashboard

Explceplgin reposiry

76



MotionWorks Enterprise 2.0

In Grafana, users can configure the dashboard. MWE includes some pre-built dashboards. To access
them click on the Home dropdown list on the top left of the screen:

< C 0 @ Notsecure| 192.1

@ Recent
Y Filter by:

MWE Services
Tags
MWE Menitor Services

MWE Host Server

MNew dashboard

n
L
#% New folder

MWE Host Server

By i
Import dashboard
MWE Monitor Services ¢y mport da:

== Find dashboards on Grafana.com
MWE Services

In the example above, the pre-built dashboards are:
* MWE Services

*  MWE Monitor Services

* MWE Host Server

Depending on the MWE version, a different set of pre-built dashboards could display.

77



MotionWorks Enterprise 2.0

The following figure shows the MWE Services dashboard:
< cC o0 ® Not secure | 192.168.30.149:3000/d/-pNKZ5YWz/mwe-services?orgld=18refresh=10s

Used Memary

4 11.89 GiB
9.34%

tnring Containers

>
R
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Device Manager

Locating devices such and sensors and readers can be added to MWE using the System Builder tool or
using the Device Manager report in the MWE web client. Refer to the MWE Configuration Guide for details
on adding devices via System Builder.

In Device Manager, directly add configure, and manage devices in a MWE deployment. Only passive RFID
readers (FX7500, FX9600, ATR) can be added via this report in MWE 2.0. The RFID readers must have
firmware version 3.9.16 or higher. Support for other device types will be added in future MWE releases.

{ﬂi.ZEBRA Dashboard  Reports  History Alerts ‘Innasm)cture Configuration Users  admin ~

Infrastructure / Devices @ North LA Site - Office Area (0) ~ ‘ £ Refresh  + Add @ Site Info [E] Templates ‘ m &

Device Type = | Device Model Config. State = |siteName

RFID Reader FXT500 North LA Site

RFID Reader FX5500 15344543 50 nfa Saved North LA Site Edit

RFID Reader FXT500 1534454353 nfa Saved Morth LA Site Edit

RFID Reader FX5500 15344543 54 nfa Saved North LA Site Edit

o
0
O
(]
O
O

: H
: [
RFID Reader FX5500 ! 153.44.543.52 nfa Saved North LA Site Edit m
+ ]
s H

RFID readers deployed via the Devices page send data directly to the MWE server. They do not send

data to a ZLA appliance and therefore a ZLA is not required, and their operation can be configured by
selecting one of 4 pre-defined operation modes. Nevertheless, you can still deploy RFID readers via the
System Builder tool to send data to a ZLA using the more configurable LLRP protocol, as explained in the
MWE Configuration Guide.

For more details on Device Manager, please see the MWE Device Manager User Guide.
Additional MWE documentation includes:

* MWE Installation Guide

* MWE Configuration Guide

« MWE REST API

«  MWE Camel Interface

* MWE Device Manager
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