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About This Guide

This guide provides information on using the developer interface to configure Zebra Workstation Connect.

Icon Conventions

The documentation set is designed to give the reader more visual clues. The following visual indicators are
used throughout the documentation set.

> P - © R

NOTE: The text here indicates information that is supplemental for the user to know and that is
not required to complete a task.

IMPORTANT: The text here indicates information that is important for the user to know.

CAUTION: If the precaution is not heeded, the user could receive a minor or moderate injury.

WARNING: If danger is not avoided, the user CAN be seriously injured or killed.

DANGER: If danger is not avoided, the user WILL be seriously injured or killed.

Notational Conventions

The following notational conventions make the content of this document easy to navigate.

. Bold text is used to highlight the following:

Dialog box, window, and screen names
Dropdown list and list box names
Checkbox and radio button names
Icons on a screen

Key names on a keypad

Button names on a screen
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« Bullets (+) indicate:
« Action items
« List of alternatives
- Lists of required steps that are not necessarily sequential.

- Sequential lists (for example, those that describe step-by-step procedures) appear as numbered lists.

Service Information

If you have a problem with your equipment, contact Zebra Global Customer Support for your region.
Contact information is available at: zebra.com/support.

When contacting support, please have the following information available:

« Serial number of the unit

« Model number or product name

« Software type and version humber

Zebra responds to calls by email, telephone, or fax within the time limits set forth in support agreements.

If your problem cannot be solved by Zebra Customer Support, you may need to return your equipment for
servicing and will be given specific directions. Zebra is not responsible for any damages incurred during
shipment if the approved shipping container is not used. Shipping the units improperly can possibly void
the warranty.

If you purchased your Zebra business product from a Zebra business partner, contact that business partner
for support.

Version Compatibility

For additional information on Zebra Workstation Connect features and release notes, go to zebra.com/us/
en/support-downloads/software/productivity-apps/workstation-connect.html

Release Date Features Zebra Workstation
Connect Version

3/23 « Immersive Mode 1.7

« Resolution and Size Mode

12/22 « Screen Size (Inches) 16
« Version Control
+ Update Behavior

« Paste the content of the shortcuts
file exported from Zebra Workstation
Connect

8/22 « Enable or Disable configuration reset 1.5

« Enable or Disable custom shortcut icons

5/22 - Desktop Ul elements 14
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Features

Freeform Windows
Desktop SIP configuration

Application behavior persistence

Zebra Workstation
Connect Version

12/21

Screen Density
Allow or Disallow screen capture

Restrict the mobile application taskbar
access at the package level.

Turn screen dimming On or Off

1.2

10/21

Enable or disable launching the
corresponding settings Ul when clicking a
status icon

Advanced application permissions on the
desktop home screen

Enable or Disable the All Apps button on
the desktop taskbar

Enable or Disable mobile device
application icons on the desktop taskbar

Access to device settings from the
taskbar status icons

11
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Configure a desktop wallpaper

Restrict user access to changing the
wallpaper

Desktop shortcuts and sort order

Launch applications (on the device
screen or external monitor) when a
device is docked or undocked

Show or hide status icons

1.0
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Configurations

This guide covers the following configurations:

Table1 Compatible Configurations

Configuration Description Device Compatibility
CRD-EC5X-1SWS-01 Workstation Docking Cradle Kit with EC50 and EC55 Mobile
Standard Cup, HDMI, Ethernet, and Computers

multiple USB Ports.
Included in the kit:

« Cradle (for example, CRD-
EC5X-1SWS-02)

« Power Supply (for example,
PWRBGA12V50WOWW)

. DC Cable (for example, CBL-
DC-388A1-01)

Country-specific AC line cords are sold

separately.

CRD-TC2X-1SNWS-01 The TC21, TC26, TC21-HC, TC26-HC TC21, TC26, TC21-HC,
Connect Cradle (Workstation) connects | and TC26-HC Mobile
a mobile computer to an external Computers

monitor and multiple peripherals,
including HDMI, Ethernet, USB-A (4),
and a 3.5mm headset jack.

Included in the kit:

« Cradle (for example, CRD-
TC2X-1SNWS-01)

«  Power Supply (for example, PWR-
BGA12V50WOWW)

. DC Cable (for example, CBL-DC-
388A2-01)

Country-specific AC line cords are sold
separately.
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Table1 Compatible Configurations (Continued)

Configuration Description Device Compatibility
CRD-TC5X-1SWS-01 Workstation Docking Cradle Kit with TC52, TC52x, TC57,
Standard Cup, HDMI, Ethernet, and TC57x, TC52ax, TC52x-
multiple USB Ports. HC and TC52ax-HC
Included in the kit: Mobile Computers

« Cradle (for example, (CRD-
TC5X-1SWS1-01)

« Power Supply (for
example, PWRBGA12V50WOWW)

. DC Cable (for example, CBL-
DC-388A1-01)

Country-specific AC line cords are sold

separately.
CRD-NTC5X-1SNWS-01 The TC53, TC58 Connect Cradle TC53 and TC58 Mobile
(Workstation) connects a mobile Computers

computer to an external monitor and
multiple peripherals, including HDMI,
Ethernet, and USB-A (4)

Included in the kit:

« Cradle (for example, CRD-
NTC5X-1SNWS-01)

« Power Supply (for example, PWR-
BGA12V50WOWW)

- DC Line Cord (for example, CBL-DC-
388A2-01)

Country-specific grounded AC Line
Cord sold separately.

CRD-NTC7X-1SNWS-01 The TC73/TC78 Connect Cradle TC73 and TC78 Mobile
(Workstation) connects a mobile Computers
computer to an external monitor and
multiple peripherals, including HDMI,
Ethernet, and USB-A (4).

Included in the kit:

« Cradle (for example, CRD-
NTC7X-1SNWS-01)

+ Power Supply (for example, PWR-
BGA12V50WOWW

« DC Line Cord (for example, CBL-DC-
388A2-01)

Country-specific AC line cords are sold
separately.
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Table1 Compatible Configurations (Continued)
Configuration Description Device Compatibility

CRD-ET4X-1SNWS-01 The ET40, ET45, ET40-HC, ET45-HC ET40, ET45, ET40-HC,
Connect Cradle (Workstation) connects | ET45-HC Tablets

a 10 or 8 in. tablet to an external
monitor and multiple peripherals,
including HDMI, Ethernet, USB-A (x4),
and a 3.5 mm headset jack.

Included in the kit:

« Cradle (for example, CRD-
ET4X-1SNWS-01)

« Power Supply (for example, PWR-
BGA12V50WOWW

+ DC Line Cord (CBL-DC- 388A2-01))

Country-specific grounded AC Line
Cord sold separately.

CRD-ET5X-1SWS-01 Workstation Docking Cradle Kit with ET51and ET56 Mobile
Standard Cup, HDMI, Ethernet, and Computers
multiple USB Ports.

Included in the kit:

« Cradle with Rugged I/O Adaptor (for
example, CRD-ET5X-1ISCOM2R)

« Cradle (for example, CRD-
ET5X-1SCOMY)

« Power Supply (for
example, PWRBGA12V50WOWW)

. DC Cable (for example, CBL-
DC-388A1-01)

Country-specific AC line cords are sold
separately.

CRD-L10A-XVEHCOMS21-01 The L10 tablet comes with a Lithium-ion | L10 Tablets
battery and a power supply.

__/‘ NOTE: A Mobility DNA Enterprise license is required to use Zebra Workstation Connect on Zebra
= Professional series devices.
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Using the Developer
Interface for Configuration

Developers can create JSON strings using the procedure in this section to configure Zebra Workstation
Connect. This method provides additional flexibility and customization.

Zebra Workstation Connect supports configuration changes using two procedures:

« An administrator sends managed configurations to Workstation Connect using an EMM.

+ A developer submits JSON strings to Workstation Connect.

Configuration changes are applied to the application based on the settings of the managed configuration:

« On Next Dock — a previously saved configuration is applied at the start of each session, beginning with
a docking event and ending with an undocking event.

- Immediately — a saved configuration is applied immediately, potentially impacting user activity.

NOTE: Changing the resolution while configuration changes are set to apply immediately could
negatively impact the user experience if the user is in the middle of a task and the change is
unexpected. Applying new configurations on the next dock ensures that changes occur following
a dock/undock event and do not interrupt application behavior.

Administrators typically define the operating mode. While administrators could operate mainly in a single
dedicated mode, developers might toggle between modes based on login credentials that determine
shared and dedicated devices based on role.

Using a Client Application to Communicate with Workstation Connect

Any third-party application that attempts to configure Workstation Connect must bind to an AIDL interface
exposed by Workstation Connect.

package com zebr a. val ueadd,;
//AIDL interface to provide to third-party applications
i nterface | ZVAService {

/**

* Method that receives the JSON string fromthe third-party application as input
* |f the data is valid, returns success, otherwi se returns failure as an output.
* The caller should call this APl just after binding to the service.

*/

String processZVARequest(in String json);

}

"
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This interface is protected by a custom permission that must be declared in the manifest of the third-party
application.

<uses- perm ssi on
andr oi d: nanme="com zebr a. wor kst at i onconnect . ACCESS_CONFI GURATI ON_SERVI CE"/ >

To successfully configure Workstation Connect from a third-party application, the third-party application
must declare in its manifest the intention to bind to and configure Workstation Connect through a custom
permission. To correctly perform this configuration, Workstation Connect must be installed before the
third-party application to ensure that the custom permission is defined before the third-party application
attempts to use it.

The permission is not defined If the third-party application was installed before Workstation Connect, and
the third-party application does not have permission. As a result, the application cannot bind to the AIDL
interface and the third-party application cannot configure Workstation Connect successfully.

In this case, the third-party application must be uninstalled and re-installed while Workstation Connect is
on the device. At that point, the third-party application can receive the requisite permission and configure
Workstation Connect.

A third-party application binds to the AIDL interface exposed by Workstation Connect by sending a
bindService intent that specifies the package name and service name of Workstation Connect.

/**
* Option 1. Bind to service through intent
*/
private void bi ndToZVAServi ceThroughl ntent () {
Intent intent = new Intent();
i ntent.set C assNanme( get AppPackageNane(),
"com zebra. wor kst ati onconnect . Devi ceManagenent Ser vi ce") ;
bi ndServi ce(intent, this, Bl ND AUTO CREATE);
}

/**
* Option 2: Bind to service through conponent
*/
private void bi ndToZVAServi ceThr oughConponent () {
Intent intent = new Intent();
i nt ent. set Conponent (new Conponent Nanme( get AppPackageNane(),
"com zebra. wor kst ati onconnect . Devi ceManagenent Servi ce"));
bi ndServi ce(intent, this, Bl ND AUTO CREATE);

NOTE: Strings setComponent and setClassname are both supported for binding the service
identifier.

Any third-party application can declare the custom permission in its manifest; it does not provide sufficient
security over which applications can configure Workstation Connect. Declaring the custom permission

in its manifest allows a third-party application to bind to Workstation Connect and to attempt to submit
JSON to configure Workstation Connect. However, unless the administrator explicitly grants the third-party
application permission to configure Workstation Connect, the attempt to submit a JSON string fails due to a
security exception.

12
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The administrator must use XML sent to the AccessMgr CSP (for example, through StageNow) or Managed
Configurations sent to OemConfig, to grant third-party applications the right to submit the configuration to
Workstation Connect as JSON strings.

& AccessMgr
Description: Parform Managemant of Accoss features

Create New Setting

Save Setting for Re-use

Operation Mode:

Sattings Panel Access:
Db reaik change
Service Access Action;
Allow Caller to Call Service X

Service ldentifier

Caller Package Namae:
Caller Signatuwre:

Access Manager must be invoked to grant the needed permission. To invoke Access Manager, provide
the Service Access Action, Service Identifier, Caller Package Name, and the Caller Signature. Go to
techdocs.zebra.com/mx/accessmgr/ for additional information on using Access Manager to enable
configurations.

« Service Access Action - select Allow Caller to Call Service from the dropdown.

« Service ldentifier - the Zebra Value Add service name you intend to interface, enter: delegation-zebra-
workstationconnect-api-access-configuration-service

« Caller Package Name - the application's applicationld found in the module Build.gradle file under the
defaultConfig section; for example, com.zebra.wsc-sample-app

- Caller Signature - the application signature in DER format, provided in a .CRT file. Extract the application
signature to obtain the certificate.

__/‘ NOTE: Ensure the application you plan to authorize is installed.

Go to techdocs.zebra.com/emdk-for-android/latest/samples/sigtools/ for instructions on extracting the
application signature.

If a third-party application successfully binds to Workstation Connect, it receives and saves an IBinder
object used to access the methods of that service using a callback.

publ i ¢ Servi ceConnecti on myConnecti on = new Servi ceConnection() ({

13
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publ i c voi d onServi ceConnect ed( Conponent Name cl assNane, | Bi nder binder) ({
//cast the |Binder and get Local Service instance
}

}

If an administrator successfully grants the third-party application permission to configure Workstation
Connect, it can submit a JSON string to configure Workstation Connect using a previously saved IBinder:

String configJson = “sone JSON text”;
String resultJson = nyService. processZVARequest (confi gJson) ;

NOTE: Coordinate with the administrator to understand roles and relevant use cases.

Using Package and Activity Names

Some application configurations require a package and activity name. When providing a package or
activity name, ensure that you are utilizing Android conventions.

For package names:

. Capital and small English letters (for example, A to Z or a to 2)
« Underscore (for example, ___)

« English numbers (for example, O to 9)

For activity names:

. Letters, digits, underscores ( _), and dollar signs ( $ ) that do not begin with a digit and do not contain
spaces.

Configuring the Do Not Change Setting

Enabling Do Not Change persists the previous configuration. This setting does not alter the current
configuration. If a setting was not configured previously, the default state persists.

Desktop Orientation

Select the orientation of the content on the external monitor.

NOTE: Zebra Workstation Connect version 1.0 or higher is required to use this feature.

« Key: desktopOrientation
« Type: choice

Table 2 Desktop Orientation Configurations

Input Name Input Value

Landscape (No Rotation) 0

14
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Table 2 Desktop Orientation Configurations (Continued)

Input Name Input Value

Portrait (90 degrees left) 1
Landscape Inverted (180 degrees) 2
Portrait Inverted (270 degrees) 3

Resolution and Size Mode

Automatically determine a native resolution and screen size of the external monitor or provide values
manually.

_/‘ NOTE: Zebra Workstation Connect version 1.7 or higher is required to use this feature.

« Key: resolutionAndSizeMode

« Type: choice

Table 3 Resolution and Size Mode

Input Name Input Value
resolutionAndSizeMode Do Not Change do not change
Manual 1
Automatic 2

Configure Screen Size

Enter the diagonal screen size (in inches) of the external monitor in use. Use resolution and monitor size to
optimize the pixel density setting for the user experience.

_/‘ NOTE: Zebra Workstation Connect version 1.6 or higher is required to use this feature.

« Key: desktopCustomDensityScreenSize

« Type: string

Table 4 Screen Size

Input Name

desktopCustomDensityScreenSize String

15
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Desktop Resolution

Select the resolution of the content on the external monitor.

__/‘ NOTE: Zebra Workstation Connect version 1.0 or higher is required to use this feature.

« Key: desktopResolution

« Type: choice

Table 5 Desktop Resolution Configurations

Ul (Input Name) JSON (Input Value)

1920 x 1080 1920,1080,200,10
1920 x 1200 1920,1200,200,1
800 x 600 800,600,320,0
1024 x 600 1024,600,320,1
1024 x 768 1024,768,320,2
1280 x 720 1280,720,320,3
1280 x 800 1280,800,320,4
1280 x 1024 1280,1024,240,5
1366 x 768 1366,768,240,6
1440 x 900 1440,900,240,7
1600 x 900 1600, 900,200,8
1680 x 1050 1680,1050,200,9
2560 x 1440 2560,1440,200,12

Desktop Ul Elements

Configure the desktop Ul elements on the home screen.

__/‘ NOTE: Zebra Workstation Connect version 1.4 or higher is required to use this feature.

+ Key: configDesktopUIElements
« Type: bundle

Table 6 Desktop Ul Elements

Nested Key Input Name Input Value
DesktopUIShortcuts Show 1
Hide 2
DesktopUIWallpaper Show 1
Hide 2

16
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Table 6 Desktop Ul Elements (Continued)

Nested Key Input Name Input Value
DesktopUIHomeContextMenu Show 1
Hide 2
DesktopUINotificationPanel Show 1
Hide 2
DesktopUITaskBar Show 1
Hide 2
ExportConfigMenu Show 1
Hide 2

Shortcuts

Select whether shortcuts are displayed on the secondary screen.
+ Key: DesktopUIShortcuts

« Type: choice

Table 7 Shortcut Settings

Nested Key Input Name Input Value
DesktopUIShortcuts Do Not Change do not change
Show 1
Hide 2
Wallpaper

Select whether the wallpaper is displayed on the secondary screen..
« Key: DesktopUIWallpaper

« Type: choice

Table 8 Wallpaper Settings

Nested Key Input Name Input Value
DesktopUIWallpaper Do Not Change do not change
Show 1
Hide 2

17
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Context Menu
Enter a version number (integers only) to identify the configuration being pushed to the devices.

__/‘ NOTE: Zebra Workstation Connect version 1.0 or higher is required to use this feature.

+ Key: DesktopUIHomeContextMenu

« Type: choice

Table 9 Context Menu Settings

Input Name Input Value
DesktopUIHomeContextMenu Do Not Change do not change
Show 1
Hide 2

Notification Panel
Select whether the notification panel is displayed on the secondary screen.

__/‘ NOTE: Zebra Workstation Connect version 1.1 or higher is required to use this feature.

+ Key: DesktopUINotificationPanel

« Type: choice

Table 10 Notification Settings

Input Name Input Value
DesktopUINotificationPanel Do Not Change do not change
Show 1
Hide 2

Taskbar Visibility

Select whether the taskbar is visible on the secondary screen.

__/‘ NOTE: Zebra Workstation Connect version 1.1 or higher is required to use this feature.

« Key: DesktopUITaskBar

« Type: choice

18
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Table 11 Taskbar Visibility Settings

Nested Key

Input Name

Input Value

DesktopUITaskBar

Do Not Change

do not change

Show

1

Hide

2

Exporting Managed Configurations

Configure the visibility of the menu option to save the current set of managed configurations on the device

to a file.

« Key: ExportConfigMenu

« Type: choice

Table 12 Export Managed Configurations

Input Name

__/‘ NOTE: Zebra Workstation Connect version 2.0 or higher is required to use this feature.

Input Value

ExportConfigMenu

Do Not Change

do not change

Show

1

Hide

2

Freeform Windows

Configure the ability for applications on the secondary screen to run within a movable and resizable

window.

+ Key: FreeformWindows

« Type: choice

Table 13 Freeform Window Settings

Input Name

__/‘ NOTE: Zebra Workstation Connect version 1.4 or higher is required to use this feature.

Input Value

FreeformWindows

Do Not Change

do not change

Turn On

1

Turn Off

2

19
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Configure Status Icons

Show or hide specific status icons based on use case.

__/‘ NOTE: Zebra Workstation Connect version 1.0 or higher is required to use this feature.

« Key: configStatuslcons

« Type: bundle

Table 14 Status Icon Settings

Nested Key Input Name Input Value
batteryStatuslcon Show 1
Hide 2
bluetoothStatuslcon Show 1
Hide 2
ethernetStatuslcon Show 1
Hide 2
cellularStatusicon Show 1
Hide 2
vpnStatuslcon Show 1
Hide 2
sipStatuslcon Show 1
Hide 2
wiFiStatuslcon Show 1
Hide 2
settingsFragmentAudioPanel Enable 1
Disable 2
settingsFragmentsStatuslcons Enable 1
Disable 2

Configure Desktop Shortcuts

Determine how shortcuts are sorted, imported, and exported.

__/‘ NOTE: Zebra Workstation Connect version 1.0 or higher is required to use this feature.

« Key: configDesktopShortcuts
« Type: bundle

_/‘ NOTE: This setting requires a package name and an activity name. For additional information,
= see the Package and Activity Name section.

20
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Table 15 Desktop Shortcuts

Nested Key Type Input Name Input Value

shortcutUserControl choice Allow 1

Disallow 2
sortShortcuts choice Alphabetical 1

Time/date added 2
appShortcuts bundle shortcutPackagename String
(Deprecated) shortcutActivityname String
shortcutimportFile string - String
(Deprecated)

Configure Wallpaper

Configure the ability for a user to set the desktop wallpaper.
E/I‘ NOTE: Zebra Workstation Connect version 1.0 or higher is required to use this feature.
\J

__/ NOTE: This setting requires a package name and an activity name. For additional information,
= see the Package and Activity Name section.

« Key: configureWallpaper
« Type: bundle

Table 16 Wallpaper Configurations

Nested Key type Ul (Input Name) Input Value
wallpaperPath string - String
userControl choice Allow 1
Disallow 2

21
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Application Behavior
Configure the application behavior during a docking or undocking event.
__/‘ NOTE: Zebra Workstation Connect version 1.0 or higher is required to use this feature.

« Key: configAppBehavior
« Type: bundle

Table 17 Application Behavior
Key Input Type Input Value Input Type Input Value

configAppBehavior bundle appCriteria bundle_array autoMovePackagename

appBehaviorActivityname

dockingCondition

undockingCondition

accessibilityOptions

taskbarlmmersiveMode

Nested Key Input Type ‘ Input Value
autoMovePackagename string String
appBehaviorActivityName string String

Table 18 Docking Condition

Key Input Input Value Input Type Input Name
Name
DockingCondition bundle dockingAction choice Stop

Launch
Move

dockingWindowsState | choice Minimize
Maximize
Restore

Table 19 Undocking Condition

Input Type Input Value Input Type Input Name
UndockingCondition bundle undockingAction choice Stop
Launch
Move
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Table 20 Accessibility Options

Key Type Nested Key Input Name Input
Value

accessibilityOptions | bundle accessibilityAllApps Allow 1

Disallow 2

accessibilityCreateShortcut Allow 1

Disallow 2

accessibilityLaunchShortcut Allow 1

Disallow 2

accessibilityTaskbarMoveToDesktop Allow 1

Disallow 2

accessibilityTaskbarMoveToDevice Allow 1

Disallow 2

accessibilityNotification Allow 1

Disallow 2

taskbarlcon Show 1

Hide 2

Table 21 Undocking Condition

Input Name Input Value

taskbarlmmersiveMode choice Show 1

Hide 2

Screen Capture

Configure the ability to capture a desktop screenshot.

_/‘ NOTE: Zebra Workstation Connect version 1.2 or higher is required to use this feature.

« Key: captureScreenshot

« Type: choice

Table 22 Screen Capture

Input Name Input Value
captureScreenshot Do Not Change do not change
Allow 1
Disallow 2
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Desktop SIP

Configure the Soft Input Panel (SIP) while in desktop mode.

__/‘ NOTE: Zebra Workstation Connect version 1.4 or higher is required to use this feature.

«  Key: DefaultSIP
« Type: bundle

Table 23 Desktop SIP
Key Input Name

packageSip_description Package Name

activitySip_description Activity Name

Taskbar

Configure taskbar options such as the visibility of the All Applications button, mobile application icons, or
the SIP icon.

__/‘ NOTE: Zebra Workstation Connect version 1.1 or higher is required to use this feature.

+ Key: TaskbarCapability
« Type: bundle

Table 24 Taskbar

Nested Key Input Name Input Value
AllAppsButton Enable 1
Disable 2
DisplayMobileApps Show 1
Hide 2
SIPIcon Show 1
Hide 2

Device Behaviors
Enable or disable dimming on the mobile device while docked in the cradle.

E/I‘ NOTE: Zebra Workstation Connect version 1.2 or higher is required to use this feature.

« Key: DeviceCapability
« Type: bundle
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Table 25 Device Behaviors

Nested Key

DimmingMobileScreen

Input Name

Turn On

Input Value

Turn Off

Persistence

Determine if configurations remain on the device after an Enterprise Reboot.

NOTE: Zebra Workstation Connect version 1.4 or higher is required to use this feature.

« Key: persistConfiguration

« Type: choice

Table 26 Persistence

persistConfiguration

Input Name

Do Not Change

Input Value

do not change

Turn Off

1

Turn On

2

Reset Configuration

Configure the ability for the user to reset all Zebra Workstation Connect settings to their default state.

NOTE: Zebra Workstation Connect version 1.5 or higher is required to use this feature.

« Key: resetConfiguration

« Type: choice

Table 27 Reset Configuration

resetConfiguration

Input Name

Do Not Change

Input Value

do not change

Enable

1

Disable

2
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Exporting Managed Configurations

Configure the visibility of the menu option to save the current set of managed configurations on the device
to afile.

__/‘ NOTE: Zebra Workstation Connect version 2.0 or higher is required to use this feature.

« Key: ExportConfigMenu

« Type: choice

Table 28 Export Managed Configurations

Input Name Input Value
ExportConfigMenu Do Not Change do not change
Show 1
Hide 2

Update Behavior

Configure when the behavior defined by a new configuration goes into effect.

_/‘ NOTE: Zebra Workstation Connect version 1.6 or higher is required to use this feature.

« Key: configurationMode

« Type: choice

Table 29 Update Behavior

Input Name Input Value
configurationMode Do Not Change do not change
On Next Dock 1
Immediately 2

Version
Enter a version number to identify the configuration being pushed to the device.

__/‘ NOTE: Zebra Workstation Connect version 1.6 or higher is required to use this feature.

« Key: zwcConfigurationVersion

« Type: string
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Table 30 Version

Input Name

zwcConfigurationVersion String

Deployable Developer Use Cases

Creating a JSON configuration file provides increased flexibility for developers to deploy customized
settings based on specific user roles.

Create and deploy a set of managed configurations based on the tasks the user needs to accomplish in
their workflow.

« Configure application shortcuts or device behaviors:

« Launch an application or Chrome shortcut upon a docking event.

« Change display settings including resolution and density.

- Configure desktop elements and status icons based on user permissions.

« Assign application behaviors based on a specific device state such as launching a Chrome shortcut or
email upon a docking event.

+ Revoke permissions such as screen capture based on roles.

Display Settings
Configure the orientation (landscape or portrait), resolution, and size of the secondary monitor.

The following JSON snippet sets the secondary monitor orientation to landscape, manual resolution
(1920x1080), and size.

"kind": "androidenterprise#mnagedConfiguration",
“product | d": "com zebra.workstati onconnect.rel ease",
"managedProperty": [{
"key": "resol uti onAndSi zeMode",
"valueString": "1"
booA
"key": "desktopResol ution",
"val ueString": "1920, 1080, 160, 10"
booA
"key": "desktopDensity",
“val ueString": "160"
boA
"key": "desktopOrientation",
"valueString": "0"

}

Desktop Ul Elements

Configure the Ul elements of the application, including shortcuts (application, web, and file), wallpaper,
contextual menu, notification panel, and taskbar) on the secondary monitor.

27



Using the Developer Interface for Configuration

The following JSON snippet enables the visibility of all desktop Ul elements except the notification panel.

{
"kind": "androidenterprise#mnagedConfi guration",
"productld": "com zebra.workstati onconnect.rel ease",
"managedProperty": [{
"key": "configDesktopUl El enent s",
"val ueBundl e": {
"managedProperty": [{
"key": "DesktopU Wl | paper",
"valueString": "1"
booA
"key": "DesktopU HonmeCont ext Menu",
"valueString": "1"
booA
"key": "DesktopU NotificationPanel",
"valueString": "2"
booA
"key": "DesktopU TaskBar",
"valueString": "1"
booA
"key": "DesktopU Shortcuts",
"valueString": "1"
}
}
}
}

Status Icons

Configure the visibility of status icons for battery, Bluetooth, cellular, Ethernet, VPN, Wi-Fi, SIP, and audio
settings.

The following JSON snippet disables the visibility of icon and audio settings.

{
"kind": "androidenterprise#mnagedConfi guration",
"productld": "com zebra.workstati onconnect.rel ease",
"managedProperty": [{
"key": "configStatuslcons",

"val ueBundl e": {

"managedProperty": [{
"key": "settingsFragnentsStatuslcons”,
"valueString": "2"

boA
"key": "settingsFragnent Audi oPanel ",
"val ueString": "2"

boA
"key": "ethernet Statuslcon",
"valueString": "1"

boA
"key": "vpnStatuslcon",
"val ueString": "1"
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booA
"key": "sipStatuslcon'
"valueString": "1"

booA
"key": "batteryStatuslcon"
"valueString": "1"

booA
"key": "cellul ar St at usl con"
"valueString": "1"

booA
"key": "w Fi Statuslcon",
"valueString": "1"

booA
"key": "bl uet oot hStatuslcon"
"valueString": "1"

}

}
}
}
Desktop Shortcuts

Use a shortcut file to deploy a series of application, weblink, or file shortcuts.

The following shortcut file includes an application shortcut, a weblink shortcut with a standard icon, a
weblink shortcut with a custom icon, and a file shortcut.

"kind": "androidenterprise#mnagedConfi guration"
“product | d": "com zebra.workstati onconnect.rel ease"
“managedProperty": [{
"key": "configDesktopShortcuts",
“val ueBundl e": {
“managedProperty": [{
"key": "shortcutlnportFile",
"valueString": [{
"addedDat eti ne": 1701895478546,
“appl nfo": {
"activityNanme":
"com googl e. androi d. apps. chrome. Mai n",
"iconl mageString": null,
"i magePath": null,
"packageNane": "com android. chrone"
b
“grouplnfo": null,
"id": "sc2023.12. 06. 15: 44: 38. 9e4f al"
“nmodi fi edDateti ne": O,
“shortcutlnfo": null,
“"type": "application"
oA
"addedDat eti ne": 1701895478546,
“appl nfo": {
"activityNanme":
"com andr oi d. docunent sui . Launcher Acti vity",
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“iconlmageString": null,
“imagePat h": null,
"packageNane": "com androi d. docunent sui "

}

roupl nfo": null,
"id": "sc2023.12.06. 15: 44: 38. e537eb",
“nmodi fi edDateti ne": O,
“shortcutlnfo": null,
“"type": "application"

"addedDat eti ne": 1701895553474,

“appl nfo": null,

“grouplnfo": null,

"id": "sc2023.12.06. 15: 45: 53. f 712e6",
"nodi fiedDateti ne": 1701895553475,
"shortcutlnfo": {

“browser Type": "defaul t",
“iconlmageString": null,
“id": null,
“imagePat h": null,
“name": "Zconnect",
"packageNane": nul |,
"path": "http://ww. zconnect. zebra. cont
}
"type": "web"
booA

"addedDat eti ne": 1701895594602,
“appl nfo": null,
“grouplnfo": null,
"id": "sc2023.12.06. 15: 46: 34. d0871a",
"nodi fi edDateti ne": 1701895594608,
"shortcutlnfo": {

“browser Type": "chronme",

“iconl mageString":

" Ukl GRgAHAABXRUJ QVI A4\WA0 AAAAG AAAARWAARWAASUNDUBG CAAAAAAI YAAAAAAI QAABE bnRy
UkdCl FhZW AAAAAAAAAAAAAAAABH Y3NWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAIL YAAQ
AAAADTL QAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA] Kk
ZXNj AAAABAAAAHRY WFI aAAABZAAAABRNWFI aAAABe AAAABRI WFI aAAABj AAAABRy VFJ DAAABOAAAAC
hnVFJDAAABOAAAAChI VFJDAAABOAAAACh3dHBOAAABY AAAABR| c HI0AAAB3AAAADXt bHV] AAAAAAAA
AAEAAAANZWE VUWAAAFg AAAAC AHVAUG BHAEI AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAFN ZW AAAAAAAABY
0gAACPUAAACQAFI al AAAAAAAAGKZAAC3hQAAGND YW/0gAAAAAAAAT KAAAA
+EAAC2z 3Bhc nEAAAAAAA
AAACZmYAAPKN AAANVWQAAEI AAAAD b AAAAAAAAAABYW/0 g AAAAAAAATGL YAAQAAAADT LWL s dVWWAAAAAAA
AAAQAAAAX| bl VTAAAAI AAAABWARWBY AGB AZwWBs AGUAI ABJ AGA AYWAUACAANMG AWADEAN ZQOExi BQAA
LOf AEQCnxKBt JEf vuc6f 8d03CAr bt mlxqWsFbdu2uFT3/

Jt N22ZPUWv V\WNa4wAAAAAAAAAAAAAAACQANMVOKVWOUOYEKSF demVOZ07hXnmRPUt dS1AK

SUOY17l Trd | Dm HNnxr P+1vd2RKTt 3Bx/ nmk/

GGB0c5br 641 pa6l zA | vgef ABgcUi Al JeXf ywBql7YZkgQnkl XVHt uet WV2NzbVt GBNSI j LuP1lydWi07
Uct VEf 1nGABpG7r br A4Bew
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAG CY s h
| f t nHN1BxXZcDSCCaKqqqqqO7CPbf t ONI | JYghl 3YH GaN v1iW2x2c 1Ll hVWWM'y Xz x 8 SQWAKCFa8
4Cngsl FkYYTKt 4Qr UDI uMQyNMpr XuRWv 3/

Kwx| 3E1t | j JdDHVPkvePWkoz/
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zuEyw3br JdJCGuSi 5ct z+cj abCQ70nwl AD72h+8Hb9hvnWK32GK
+JCePKBj v701wOaABXxT7TA5ey1lj T aB02/
Zzhz7PXTkJ30 RkcyR32BPNnIhC3NFHXxSgnm R8+/
Qa9qj Udt 49j j 5ugnQbzK50Pq1Ej 31 ez C+SWNVKI PS7z6G nXnr t 4t HFkPTdShnNpJeHoM 47JQx 7+
GSy9wYUhSj cPCLcyt a8y/
2CoUah9adHIRRWAI GBW UTi 8MCy FBXNngKnb/
B7XPDXXUeuSAl Xl 8SaMtvf K6l Mdi 6Tqr 4i 1DNe2pXhpBPQ | vSBV+Rvci VPZZZZdazt viM2aN7j aX
lew ow syRVBVAvNOr 6xDS93KUKz TLAXF Hv Tbnwof nbTgovy cgHWMHUS HgRVX GY
+XxzZMov3be5nPt 3Ri 09L3D2i § G+wj XgXt 615ZHSRBEG.11Snl.6N5VZnl 6pCGe/
W6 FB/
wecbkhcddWoEj OybAew] HoTQgOR+WUIPK T1gmirCdy x+mvgj 3yulPnMb9l gQHMB7kqi Q7r/
GO6FMTLXWbN52r 92 YGKW 78Lg+Vit PJON7r r pEN6UMUbGKPV1qr j xexx15r 5kyFyq2Vf Kr | nvFASB
j BEwr 8zbndl 87UWZt t XUB TR ZnWY1 bQ DUCYOvx169BWDI 4mCT6i y Mz NKWA-Ons NPP/
TwC+ZvhWL049w2eFkf CQbul f 3n/
QvWoej JP4Uyssj /| 3SR 2GpH/ /
JKnzRQ695Wd869Z/ Ugm
r By2eRNaXd3Z0bvc33i GAVPf THOaHgTvt RohA9+6Ut zKdl f wwV
3zs3Fy9n2STnL37LLyc1nAN6C88XRh78MIneZbz R8+1+gwWW YPyt QY
xNSxj FyHNf YkbTUvFkt JI yNRKVmdk/ 02Shr r R3azNnKI t 2gdFT5wAO00KC1DnM 9f ¢ Y/ 7GQup Ty x
S41 JACkkt ReJAh5a5An/ nKKn5XXf cTq/
nbaj yl dH5zCci kG | | kr B9s7nAEi gScVe0yg0kB2Ur 6ZJELg40pF/
7Xyt W41 80f 1u94i syyZZFHoj vV2xCBt t Jr nJAt Ocx| 7nzVFPaai 2hAi PUCae2gUwSxCu65VTCqeCp
4qbnMeNp1CVzR euXM C8Y0Sq2C BJ9gxc4dmhOR) 5f /
Bdnder B2Al | t kKKH6mA] pRy MyjRag/
oayof KBXaOr 6 XM UnbpkW aqYf cl d/
TNz HW)e9svWCI+8phb6 ThOs Or Xf aksKf Oei r +j NQDecuyJVniY+8b7GI A WBTQvWCL +x chmiw nMAnc
1LG t d&ZRVUQIi UDeR1cpgSwbkhX0Dg575f Vn3sCOhK/ t ORLg\ u003d\ u003d"
“id": null,
“i magePat h": "/datal/user/0/
com zebr a. wor kst ati onconnect . rel ease/ app_user _cust om short cut s/
downl 0ad792. j peg",
“name": "Zebra",
"packageNane": nul |,
"path": "https://ww. zebra. cont
i
"type":
boA
“addedDatetime": 1701895634929,
"appl nfo": {
"activityNane":
"“com refl exisinc. mywork17. Mai nActivity"
“iconlmageString": null,
“imagePat h": null,
"packageNane": "comrefl exisinc. mywor k17"

web"

}
“grouplnfo": null,
"id": "sc2023.12.06. 15: 47: 14. 4c1f ab"
"nodi fiedDateti ne": 1701895634929,
“shortcutlnfo": null,
“"type": "application"

boA
"addedDat eti ne": 1701895668792,
“appl nfo": null,
“grouplnfo": null,
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"id": "sc2023.12.06. 15:47: 48. 816a78",
"nodi fi edDateti ne": 1701895668792,
"shortcutlnfo": {

“browser Type": "defaul t",
“iconlmageString": null,
“id": null,
“imagePat h": null,
"name": "Il mge",
"packageNane": "images. | peg",
“path":
“content://com androi d. provi der s. downl oads. docunent s/ docunent / nsf %3A80"
}
“"type": "local _file"

}
}

}

Application Behavior

Configure application behaviors such as the ability to create shortcuts, user access, and window states for
applications such as web browsers, email, or video conferencing.

The following JSON snippet uses four package names for applications and launches them upon docking
the device.

"kind": "androidenterprise#mnagedConfiguration",
“product | d": "com zebra.workstati onconnect.rel ease",
“managedProperty": [{
"key": "confi gAppBehavi or",
“val ueBundl e": {
“managedProperty": [{
"key": "appCriteria",
“val ueBundl eArray": [{
“managedProperty": [{
"key": "aut oMovePackagenane",
"val ueString": "com android.chrone"
oA
"key": "docki ngCondition",
“val ueBundl e": {
“managedProperty": [{
"key": "docki ngW ndowst at e"
“val ueString": "2"
oA
"key": "docki ngAction",
“val ueString": "2"

}
}

boA
"key": "undocki ngCondition",

“val ueBundl e": {
“managedProperty": [{
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}

}
b A

"managedPr operty":

"key":

"val ueString":

ol
"key":

"managedPr operty":
"key":
"valueString": "3"

b

1
}
ol
"key":

"key":
"valueString": "1"

"undocki ngActi on",

[{

"aut oMovePackagenane",

"com googl e. androi d. gnt'

"docki ngCondi ti on",
“val ueBundl e": {

{

[{
"docki ngW ndowSt at e",

"key": "docki ngAction",
"valueString": "2"

undocki ngCondi ti on",

“val ueBundl e": {

"“managedProperty": [{
"key": "undocki ngAction",
"valueString": "3"

}

}
b A

"managedPr operty":

"key":

"val ueString":

ol
"key":

[{

aut oMovePackagenane",
"com andr oi d. settings"

accessi bilityOptions",

“val ueBundl e": {

"managedPr operty":

b

{

[{

"key": "accessibilitylLaunchShortcut",
"valueString": "2"

"key": "accessibilityTaskbar MoveToDevi ce",
"valueString": "2"

"key": "accessibilityAl | Apps",
"valueString": "2"
"key": "taskbarlcon",
"valueString": "2"

"key": "accessibilityCreateShortcut",
"valueString": "2"

"key": "accessibilityNotification",
"valueString": "2"
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booA
"key": "accessibilityTaskbar MoveToDeskt op",
"valueString": "2"
}

}

}

booA

"managedProperty": [{
"key": "aut oMovePackagenane",
“val ueString": "us.zoom vi deoneeti ngs"

booA
"key": "taskbarl| mrersi veMbde",
"valueString": "2"

}

}
}
}
}
}
Taskbar

Configure the ability to capture screenshots and the visibility of the All Applications button and mobile
application icons.

The following JSON snippet disables the visibility of the All Applications button, mobile application icons,
and the screenshot capture icon.

"kind": "androidenterprise#mnagedConfiguration",
“product | d": "com zebra.workstati onconnect.rel ease",
“managedProperty": [{
"key": "captureScreenshot",
"valueString": "2"
oA
"key": "TaskbarCapability",
“val ueBundl e": {
“managedProperty": [{
"key": "All| AppsButton",
“val ueString": "2"
oA
"key": "DisplayMbil eApps",
"valueString": "2"

}
}

Device Behavior

Configure settings on the device such as screen dimming, resetting the configuration, configuration update
behavior, and versioning.

34



Chrome

=]

Zconnect

&

Zebra

Using the Developer Interface for Configuration

The following JSON snippet dims the mobile device, enables configuration reset for the device user,
updates the configuration immediately, and allows the administrator to provide a numeric value to
associate with the current configuration.

"kind": "androidenterprise#mnagedConfi guration",
"productld": "com zebra.workstati onconnect.rel ease",
"managedProperty": [{
"key": "zwcConfi gurationVersion",
"val ueString": "1"
oA
"key": "configurati onMde",
"valueString": "l medi ately"
oA
"key": "DeviceCapability",
"val ueBundl e": {
"managedProperty": [{
"key": "Di mm ngMobil eScreen”,
"valueString": "1"

H

H
}

The following screenshot displays the Ul when the configuration described in this section is deployed.

Screenshot

[ EDIE A
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Additional Resources

For additional developer resources such as a sample project including APIs, go to developer.zebra.com/
blog/streamlining-workstation-connect-configuration-step-step-guide-developers
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